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Introduction
This pCR proposes modifications to the key issue descriptions in security area#8 to clarify the scope of and assumptions for the work on slicing security in 5G phase 1. 
**************************** Start of Changes ****************************

5.8.3
Key issues
5.8.3.1
Key Issue #8.1: Security isolation of network slices

5.8.3.1.1
Key issue details

 NOTE: The security isolation of network slice instances needs to consider both physical and logical aspects.

SA1’s TS 22.261[80] has the following requirement pertaining to isolation: 

•
“Traffic and services in one network slice shall have no impact on traffic and services in other network slices in the same network.” 

NOTE: This requirement is about the impact of one slice on another slice, not about impact of infrastructure or transport networks on slices. 

This requirement is quite general. It implies, e.g., a requirement on resource isolation in the sense that resources allocated to one slice shall not be impacted by other slices. The requirement is not applicable as such for the purposes of the security work. It depends on the nature of the impact of one slice on the other slice in how far security requirement is affected. Therefore, the following definition is proposed:

Security isolation of slices: Traffic and services in one network slice shall not impact the security of traffic and services in other network slices in the same network.

NOTEa: This implies that security isolation of slices would be compatible with the fact that a trusted mobile network operator providing e.g. the virtual infrastructure and virtual network functions, from which a slice is built, would be able to eavesdrop on or modify slice-specific traffic.

NOTEb: The definition does not imply a solution, i.e. it leaves open whether security isolation is achieved by cryptographic means or other means. 

NOTEc: Security isolation cannot guarantee other forms of slice isolation, e.g. resource isolation.


The network may host different network slices for different applications or organizations. Each network slice instance may have a Slice/Service Type to indicate the type of functions it is hosting within it. To take care of high traffic load conditions or administrative purposes, the network may increase the capacity of network slice or instantiate multiple instances of the same network slice template. In all scenarios, isolation between network slices are important 


Network slices need to be isolated from each other in robust way. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. UEs may get assigned to different instances of the network slice based on subscription data, network policy and capability. Security isolation between different slices, irrespective of whether they are of the same type or belong to the same network operator (or third party) are needed.

NOTE: Key issue details are general description for consideration of security aspects, and exact rule and procedure of UE assignment to the network slice instance will be specified in TR 23.799 [2], TS 23.501 [74], and TS 23.502 [83]

It is expected for a single NG-UE to be able to access more than one slice. In this case, it should be taken into account that data leakage, data integrity breaches, and data confidentiality breaches might be possible on the network side and on the NG-UE side.

5.8.3.1.2
Security threats 
Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. 

Attacks on data confidentiality (e.g., data leakage between network slices) and integrity are possible when a single NG-UE is accessing more than one network slice.  In the particular case where one slice is serving a UE over a non-3GPP access (i.e., less trustworthy) and one slice is serving the UE over a 3GPP access, it is important to maintain the isolation between the slices on the UE.
NOTE: in 5G phase 1, only untrusted access over a non-3GPP network is considered. In untrusted access, an IPsec security association between the UE and the N3IWF, which is a trusted entity in the operator domain provides protection against any security risks of the untrusted access network. Hence, in 5G phase 1, the distinction between 3GPP access and non-3GPP access does not matter as both can provide the same level of security. In general, the isolation of slices inside the UE needs to be guaranteed, irrespective of the access network, but this may be out of scope of 3GPP. 

Attacking the CN slice through NSSAI manipulation, e.g. by an attacker swapping the UE identity or NSSAID of a message in transit or spoofing it.

It is mentioned here for completeness that there is a number of threats that are not specific to slicing, but exist also without slicing in 5G, or even in 4G, especially, but not only, when network functions are virtualized. They include: 

· Threats from the transport infrastructure

· Threats from RAN sharing

· Threats on the radio interface 

· DoS attacks through bandwidth grabbing

· Unauthorized access to core network entities and APNs

· Threats from virtualisation of networks, e.g. one VNF attacking another VNF through hypervisor flaws
5.8.3.1.3
Potential security requirements.
-NOTE: Security isolation of network slice considering NSI (Network Slice Instance) identifier, including slice selection and roaming cases, will be specified in normative phase.

-
 
Platforms supporting network slice should be able to ensure that resource of network slice instances is not impacted from each other (e.g. by reserving resource per network slice instance).

-
The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice. 
Editor’s Note: it is ffs whether this requirement can be fulfilled. In order to gain a better understanding it would be useful to describe the nature of potential cyber attacks, their means, their targets, 

-
It should be possible to isolate slices from one another, to minimize attacks on data confidentiality (e.g., data leakage between network slices) and integrity when a single NG-UE is accessing services over more than one network slice.
- 
NSSAI manipulation needs to be prevented. 
NOTE: This requirement is applicable to network elements and functions. Isolation of network slices within UE may be considered in normative phase, if it needs to be addressed in 3GPP specifications.
**************************************** End of changes *******************
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