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Abstract of the contribution: This provides a discussion on the R2 LS on NR Dual connectivity.R12 DC security framework could be reused, with full key set computation in the SgNB.
 
Discussion: RAN2 LS is quoted below and observations are inserted below relevant points where there is security impact or no impact. 

“1. Overall Description: 
RAN2 would like to inform SA3 on progress on E-UTRA-NR Dual Connectivity (EN-DC).

Background

In EN-DC, the UE is configured with LTE eNB as master eNB and NR gNB as a secondary gNB. The MeNB is connected to EPC with S1 interface. EN-DC is configured for the UE with LTE RRC protocol (TS 36.331).
For user plane, the UE can be configured with Master Cell group (MCG) bearer(s), MCG split bearer(s), Secondary Cell Group (SCG) bearer(s), and/or SCG split bearer(s). See Figure 1 and 2 depicting the cases. MCG bearer and MCG split bearer uses LTE PDCP protocol (TS 36.323) whereas SCG bearer and SCG split bearer uses NR PDCP protocol (TS to be specified later). 
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Figure 1:   MCG bearer (left), and split bearer via MCG (middle), SCG bearer (right)
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Figure 2: Split bearer via SCG (right)
Observation: MCG bearers and Split MCG bearers (with PDCP in MeNB) can be protected using the MeNB keys. SCG bearers and split SCG bearers (with PDCP in SgNB) can be protected using the SgNB keys. 

Key derivation
For key handling for SCG bearer and SCG split bearer, RAN2 agreed that “the S-KeNB is derived from the master node KeNB similar to Rel-12 LTE Dual Connectivity”.

Observation: Key derivation can remain the same, using the same COUNTER, MeNB can derive KSgNB = KDF(KeNB, COUNTER). Same COUNTER as used in R12 can be re-used for every off load irrespective of the secondary eNB is (LTE) eNB or NR-gNB. This is already mentioned in solution #4.3 and #4.12 in TR33.899
Signalling radio bearers

Considering signalling radio bearers (SRBs) in EN-DC, the following agreements were made by RAN2:
-> UE can be configured with an SCG SRB to allow Secondary Node RRC messages to be sent directly between UE and Secondary Node.

=> Split SRB for EN-DC is supported
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Figure 3:   SRB termination: MCG SRB,  split SRB and SCG SRB. Note: RAN2 has not discussed if MCG and split SRB can be configured simultaneously
As comparison, in Rel-12 LTE DC, SRBs terminate only in the MeNB. So RAN2 assumes that for SCG SRB, there is need to add integrity protection in the SeNB and corresponding key handling. For split SRB (terminated in the MeNB), RAN2 assumes that there is no security impacts.
Observation: Assuming in EN-DC the SCG-RRC (between the UE and SgNB over NR frames) is used to manage the SCG RBs, RRC messages need to be integrity protected. Compared to Rel-12 DC, full key set KNR-RRCint, KNR-RRCenc, KNR-UPenc, KNR-UPint need to be derived at the UE and SgNB.
SgNB algorithm selection: Since an LTE eNB is acting as the MeNB initiating the offload it is preferable to maintain parity with R12 DC solution. There is no additional benefit foreseen to introduce support for new algorithms in SgNB. Hence at least in phase1 sgNB should support the LTE security algorithms and the same method of algorithm selection (via MeNB and RRC Reconfig). Later phases can choose different security algorithm directly between the NG-UE and SgNB via a new SMC.

2. Actions:

To SA3 group: 
RAN2 kindly requests SA3 to take the above into account into their work and provide feedback, if any.”
Observation: A reply LS to RAN2 is suggested considering above observations.
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