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Decision/action requested

This pCR outlines the key challenges for setting up a global trust infrastructure in a realistic scenario. It is requested to approve the pCR for integration into TR 33.899.
2
References

 [1]
3GPP TS 33.899 v1.0.0
3
Rationale

The deployment of IPsec on the interconnection network brings its own set of challenges. As we have seen, IPsec is not as widely deployed as recommended by the standards. Therefore, the practical challenges for deploying a solution need to be better considered so that we can design a solution that is really usable.

The pseudo change request describes the challenges that operator face when they want to introduce IPSec on their interconnection links.

4
Detailed proposal

*************START of pCR*****************

5.10.3.2.1
Key issue details

Security aware operators are deploying security protocols, firewalls, filters, hardening standards and adhere to high level of security for renting out their access, while other interconnection partners will be less diligent. Therefore, the security landscape is very inhomogeneous on the interconnection network. Screening of everything is quite resource intensive, but other "selective" screening approaches have currently the high risk of missing attacks e.g. due to spoofed origin in messages. Some messages may even pull a network down with one message. 

From 3GPP perspective, the answer would be the deployment of NDS/IP core network security to remedy the lack of source authentication, which is one fundamental problem in the Interconnection network. However, NDS/IP security has already been available for a long time in 3GPP and implemented in many products, the usage of such lacks still. This is due to some fundamentals issues:
· Trust 

· Money

· Interworking

It is clear that only the technical aspects can be addressed in 3GPP specifications, however, it is believed that it is easier to select the right technical measures when the overall setting is understood. Hence, the other aspects are touched upon here as well.  

The Interconnection network connects the communication networks themselves to each other enabling features such as roaming and data services between those said networks. It was designed 35 years ago as a small private network, but has grown over time into a large communication infrastructure. There are many entities that are connected to this network, there are carriers, mobile operators, fixed operators, virtual network operators, IPX connectivity providers, but also Internet companies like Apple and Google have nowadays business models and trials that use the Interconnection network.

The Interconnection network security was based on the assumption that only trusted entities have access to it. As it started with 5 countries that had good relationship and operators were mostly state owned at that time, it was a reasonable assumption to make. Over time, this trust model turned out to be not fully applicable any longer and many entities have now access to the Interconnection network, typical examples are

· Accessing SS7 via the Internet. Search engines like shodan.io or others allow discovery of nodes that are plugged to the Internet and the Interconnection network. Those nodes tend usually to be not very well secured (else they would not be visible in the first place) and can be hijacked.

· Rent access from service provider. There are many legal (for governments) and illegal service companies that rent out the attack services or the access to SS7.

· Rent access from operator. In particular in the EU, there is a big push to encourage competition on the cellular market, therefore it is relatively easy to rent from an operator services, which he has to offer. The correct usage of those services is often not verified thoroughly.

· “Brute force” access. That can mean bribing an employee, bullying an operator, stealing access credentials of an operator or similar. Intelligence agencies appeared in the news for gaining access that way.

The following text describes the issues, why the LTE Interconnection network is not properly secured. The issues cannot be addressed in a purely technical way, but also need a politically and financially pragmatic approach. 
TRUST

Imagine that all operators, interconnection providers and service providers connected to the Interconnection network would have their public key certificate and could utilize NDS/IP secured tunnels towards their next partner. Communication systems can nowadays be considered critical infrastructure. However, there is one key questions:

· Who is trustworthy enough to hold the power over the basis of the cryptographic infrastructure?

A Public Key Infrastructure (PKI) has some key elements. There are the cryptographic key pairs, which need to be securely generated and registered. One of those keys need to stay absolutely secret. When they are registered, they get a certificate, which binds them normally to an entity and has a lifetime. This certificate is signed by a trustworthy authority. Sometimes, keys are compromised, computers are hacked etc. Then a certificate needs to be revoked. For this certificate revocation lists are used. These lists need to be updated and be fully trustworthy. This whole trust construct raises some very fundamental trust and political issues with regard to the global Interconnection network. The key generation needs to be protected from “influence” to protect against impersonation, the blacklisting needs be trustworthy to avoid large scale DoS, certificate replacement needs to be trustworthy to avoid various attack vectors. Considering the political landscape of our world as it is today, the honest answer to the above question is

- 
Nobody

Another aspect of trust is that there are global operators, which have operations in countries with different levels of corruptness and stability. How to treat messages coming from that operator? With Network Function Virtualization (NFV) that situation might become even more sensitive, when the lower physical layers and the upper layers will grow more independent of each other. The speed with which some countries can change their perceived trustworthiness is also sometimes staggering, which is not really a new thing, but still it means that any trust infrastructure built up today, may become instable tomorrow. Nevertheless, there are regions with common understanding of security and trust. The next key challenge is:
MONEY

Security costs money. For a business oriented operator, security is a risk management topic. How much does the security cost, will the subscriber pay more for it, what are the legal requirements, what are the potential business impacts if the money is not invested? There are tiny operator networks in the world, with as few as 2000 subscribers. Such an operator communicates to the world via an interconnection service provider for that region. If a small operator now wants to deploy a PKI infrastructure, then the cost question is critical, how much can they add to each subscriber’s bill and how big the risk is really for their customers. The same question applies to operators, which have a very tiny average revenue per consumer or which operate under extremely competitive conditions. The key question is therefore, 

· How to keep the risk vs cost balance acceptable for all players?

Another financial aspect is the service layering that we have in the Interconnection network. Some operators have secure cables towards each other, but this kind of arrangement makes only sense for cases, where there is a lot of interconnection traffic between those two operators. For the other cases, there are service providers which take care of providing roaming services. This makes it easy. An internet connectivity company does not need to sign up with 200 operators to offer their connectivity to their customers, they only sign a deal with some key operators and a large roaming service provider and that's it. Most operators have this kind of “bundle” roaming contracts. There are about 200 countries in the world and roughly 800 operators, having contracts with each individual country is quite challenging to manage and expensive, not only contractually, but also technically and from a fraud management perspective. So the answer to the above question is:
· Not easily

Security wise this means, that if you set up a phone call or data connection there is a good chance it takes several “hops” before it reaches the destination.  These service providers did not need to provide security in the past for SS7. It was not a default part of the service contract. If we want to add now PKI to the whole infrastructure, then the question is how these new costs will be divided. In addition, those service providers would need to ensure, that the incoming hop and the outgoing hop are secured.  

It is also part of the risk vs cost balance that operators make revenue with their current tenants who rent out SS7 services and do not want to potentially upset them. In this context it is also important to understand, what is illegal in one country might be completely legal in another, so that tenant might not even be doing any illegal actions in the country where it is renting the access.

INTERWORKING

The Interconnection network has thousands of nodes, run in many different countries by very different entities. It is a “hidden” Internet. Many operators have subsidiaries in different geographical regions with different attitudes toward security and different levels of cooperation with the local government. Sometimes these operators optimize their infrastructure investments by utilizing one node for several geographical regions. This kind of trend will increase with the advent of Network Function Virtualization (NFV) and Software Defined Networks (SDN). 

· How to secure a very global and distrusted infrastructure?

Another aspect is that the equipment one sees on the interconnection network is very inhomogenous, there are many different releases, different protocols and different suppliers. Still, the whole system is expected to work. This required the support of multi domain models or Interworking functions. Security wise, those “translation boxes” can be used to attack a system by pretending to be a node which only supports the low security protocol. This is commonly known as downgrading attack. How can we secure such a large system, while running it at the same time?
· Security enhancements to the global system cannot most likely not be applied in one go.

Due to the immense costs and sheer size, it can not be expected that the worldwide Interconnection network will upgrade in one go. Legacy nodes and protocols will have to be supported for a long time to come. Upgrading nodes in an organically grown network with security requires a very special expertise.  

*************END of pCR*****************

