3GPP TSG SA WG3 (Security) Meeting #86Bis
S3-170646
27 – 31 March, 2017, Busan, Korea
revision of S3-17xabc
Source:
Nokia
Title:
Overview of proposed interim agreements on authentication for 5G phase 1
Document for:
Discussion

Agenda Item:

1
Decision/action requested

This contribution gives an overview of the proposed interim agreements and the Tdoc numbers of the related pCRs.
2
Proposals
Nokia proposes the following set of agreements on authentication for 5G phase 1. We refer to the clause number in Annex E. We changed the order a bit to make it what seemed to us a more natural logical flow. 

Overview of proposed agreements
E.2.1.2 (1) The 5G UE and 5G network shall support the EAP framework for primary authentication.
E.2.1.1 (1) The 5G UE and 5G network shall support EAP-AKA’ for primary authentication, for both 3GPP access and untrusted non-3GPP access. 

E.2.1.1 (2) The 5G network shall support at least one of the optimizations EAP-AKA* and EPS AKA* for primary authentication. 

NOTE1: No corresponding agreement for the UE is needed regarding the optimizations as, for the UE, EAP-AKA* is identical to EAP-AKA’ and hence covered by 2.2, and EPS AKA* is identical to EPS AKA and hence covered by the need for backward compatibility with EPS.
NOTE2: The selection between EAP-AKA* and EPS AKA* could be done at the next meeting. 
NOTE3: The 5G UE needs to support EPS AKA for backward compatibility with EPS. This is obvious so that no interim agreement is needed for this.
E.2.1.2 (2) No authentication methods other than EAP methods shall be supported in 5G phase 1, with the possible exception of EPS AKA* over NR access.
E.2.1.3 Optional support for EAP-TLS for primary authentication shall be specified. 

E.2.1.4 Primary authentication shall create a unified anchor key that can be used by the UE and the serving network to protect the subsequent communication. This anchor key is common for all accesses. 
E.2.1.5 Support for general EAP methods for secondary authentication between a UE and an external data network shall be provided such that the authentication method is completely transparent to the 3GPP network.

E.2.0.1 There shall be no SEAF in the home network in 5G phase 1. Any functionality related to home network-based re-authentication shall be assumed by the AUSF.
Overview of pCRs: 

There are pCRs in companion contributions to capture the proposed agreements in TR 33.899 as follows: 

· S3-170647 covers E.2.1.2.
· S3-170648 covers E.2.1.1.
· S3-170864 covers E.2.1.3.
· S3-170649 covers E.2.1.4.
· S3-170650 covers E.2.1.5.
· S3-170651 covers E.2.0.1.
