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1
Decision/action requested

This contribution provides a pCR to Annex E.1.11 through E.1.12.
2
Rationale
Control plane protection: 

CP between CN nodes is a case of Network Domain Security (NDS), as specified in TS 33.210. However, security area#10 in TR 33.899 aims at further enhancements for NDS; if agreements on such enhancements are reached they apply to this question as well. 
User plane protection: 

For UP between CN nodes, no protection measures are specified in LTE. It is proposed to take the same approach for 5G unless further enhancements are agreed as part of the work on security area#10 in TR 33.899. 

Please note that TS 33.210 only applies to signalling, not user plane traffic. 
3
Detailed proposal

******************START OF pCR**********************
E.1.11 
Questions and Interim Agreements for Key Issue #1.11
E.1.11.0 
Questions in other clauses affecting this key issue

The questions in security area #10 may affect this clause. 
E.1.11.1 
Security features for the CN-CN control plane
E.1.11.1.1 
Description of Question

Question: What security features are mandatory to support / use on the CN-CN control plane? 

E.1.11.1.2 
Interim Agreement

The principles of Network Domain Security, as described in 3GPP TS 33.210, shall apply. Further agreements in security area #10, if any, shall apply and may supersede the statement in the previous sentence. 
E.1.12 
Questions and Interim Agreements for Key Issue #1.12
E.1.12.0 
Questions in other clauses affecting this key issue

The questions in security area #10 may affect this clause. 
E.1.12.1 
Security features for the CN-CN user plane
E.1.12.1.1 
Description of Question

Question: What security features are mandatory to support / use on the CN-CN user plane? 

E.1.12.1.2 
Interim Agreement

No cryptographic protection is standardized for the CN-CN user plane (same as in EPS). Further agreements in security area #10, if any, shall apply and may supersede the statement in the previous sentence. 
******************END OF pCR**********************
