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1
Decision/action requested

This contribution proposes the resolution of Editor’s Notes in solution 1.14. In case there is no agreement this should be put on the agenda of the joint SA2-SA3 session with urgency.
2
Proposal
Solution #1.14 for a single termination point for NAS security was proposed at SA3#85 in November 2016. It was included in TR 33.899 with a number of Editor’s Notes. 
SA3#85 also sent an LS to SA2. There unfortunately was no agreement at SA3#85 to include a question on a single termination point for NAS security in this LS, cf. the minutes from the evening session in S3-162047. Consequently, there was no further information from SA2 available at SA3#86 in February, and no progress on this issue was made at SA3#86. 

However, SA2 decided at SA2#118, one week after SA3#85 in November, to include text into TR 23.799 that assumes a single termination point for NAS security. This text also appears in the SA-approved version of TR 23.799 and in the latest version, v030, of TS 23.501. It has been the basis for further 5G architecture work in SA2 since November.
Quote from TS 23.501, v030:

“6.2.1
AMF
The Access and Mobility Management function (AMF) includes the following functionality.
… Termination of NAS (N1), NAS ciphering and integrity protection.
…”

No text on security is contained in the list of functions for the SMF in clause 6.2.2. 

It is true that both clauses 6.2.1 and 6.2.2 contains the following Editor’s Note: 

“Editor's note:
When there is an update to security architecture defined by SA WG3, security functionality mapping to the overall architecture will be updated.”

But it is clear that a decision on this point that has been pending for some time and now is urgent. It is therefore proposed to agree the resolution of the ENs proposed in the present pCR and agree the interim agreement proposed in a companion contribution. 
It is suggested that the present contribution and the companion contribution are handled before the joint session with SA2. If no agreement can be reached it is proposed to put the issue of single termination point for NAS security on the agenda of the joint SA2-SA3 session with urgency. 
This need for involving SA2 is underlined by the fact that clause 5.1.4.14.3 of TR 33.899 contains:
“Editor’s note: Efficiency and complexity considerations are to be decided by SA2.”
This EN should therefore remain until a final decision, together with SA2, has been reached. 
3
Rationale

3.1 Second EN

The second EN in clause 5.1.4.14.3 (evaluation of solution #1.14) is about privacy: 

“If there was no single NAS security termination then the unencrypted part of a signalling message would have to contain parameters that would allow routing to the correct NAS entity, e.g. SM entity in a network slice. This information about the slice may give away information on the services used. However, user identity privacy should prevent that an eavesdropper can associate a particular signalling message with a particular subscriber. 
Editor's Note: The above paragraph has been included for completeness. It is ffs whether leaving parameters unencrypted that are required for NAS-internal routing would endanger privacy. ”

The EN is not proposed to be resolved as the discussion on a possible resolution may be unnecessary when the proposal to have a single NAS security termination is adopted because, with this proposal, the problem does not exist. 
3.2 Third EN

The third EN in clause 5.1.4.14.3 (evaluation of solution #1.14) is about separate (security?) domains and mobility:
“Editor's Note: Additional security aspects are ffs: e.g. the case MM and SM are in separate domains and the case of moving UEs” 

Unfortunately, this EN lacks further explanation. When AMF and SMF reside in separate security domains then it would still be possible to terminate also the security for SM message in the AMF and use inter-domain Network Domain Security (i.e. the Za interface) for securing the AMF-SMF interface. It assumed here that any tenant of the SMF trusts the operator running the AMF for this purpose. Remember that SA2 has decided that a UE is connected to one AMF only at one point in time. When a UE moves it may get connected to another AMF, but this would be well compatible with a single termination point for NAS security in the AMF and subsequent use of NDS between AMF and SMF.
It is therefore proposed to delete this EN. 

3.3 Fourth EN

The fourth EN in clause 5.1.4.14.3 (evaluation of solution #1.14) is about slicing: 

“Editor's Note: Slice security isolation with this solution is ffs. ”

This EN also lacks further explanation. But the idea behind it seems to be that an SMF in a slice needs to shield the content of an SM message from being viewed by the AMF. (Note that no other entity could view the SM message content in a model with a single termination point for NAS security in the AMF and subsequent use of NDS between AMF and SMF.)

But this idea seems misguided as the slice tenant has to trust the AMF, and the operator running the AMF, anyhow as a single AMF is responsible for all the slices. It is not clear why the information conveyed in SM messages, namely which PDU sessions are set up in a slice, should be hidden from the operator. This is even more true as the information about existing PDU sessions needs to be visible to the RAN because different PDU sessions need to be mapped to different Data Radio Bearers in the RAN. This discussion could be seen as independent of the question whether there needs to be a separate security association UE-UPF in the user plane. 
It is therefore proposed to delete this EN.
4
Detailed proposal

******************START OF pCR**********************
5.1.4.14
Solution #1.14: Single termination point for NAS security
5.1.4.14.1
Introduction  
The present solution addresses key issues 1.5 " Integrity protection for the control plane between UE and network" and 1.6 "Confidentiality protection for the control plane between UE and network". 

The present solution specifically addresses signalling between the UE and the NG core over the NG1 interface. Different types of signalling are carried over NG1, e.g. Mobility Management (MM) signalling and Session Management (SM) signalling. 

 
5.1.4.14.2
Solution details  

For the present solution, there is one termination point in the NG core (called 'NAS security termination' henceforth) for confidentiality and integrity protection of signalling messages sent over NG1. This means that the same confidentiality and integrity protection mechanisms are applied irrespective of the type of signalling, e.g. MM or SM.  

When a signalling messages is received in the NG core from the UE over NG1 it is first routed to the NAS security termination for integrity-checking and (potential) decryption. It is then routed further to the entity that processes the corresponding type of signalling, e.g. SM or MM entity. 

When a signalling messages is to be sent from the NG core to the UE over NG1 it is routed by the entity that processes the corresponding type of signalling, e.g. SM or MM entity, to the NAS security termination for adding the integrity-check value and (potential) encryption. It is then sent out to the UE over NG1.

The UE-specific security context available in the NAS security termination is (as is always the case with security contexts) tied to a particular user identity, called ID_NAS (only for the purposes of describing the present solution). 
5.1.4.14.3
Evaluation 

Whether this solution should be selected depends, to a large degree, on efficiency and complexity considerations. 

Editor’s note: Efficiency and complexity considerations are to be decided by SA2. 
However, there are several security aspects to be taken into account: 

Secure location: 

The NAS security termination shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access.
Inter-layer address spoofing:

TR 23.799 v080, clause 6.12.1.1.3, contains the following Editor's Note: "Whether a single user identity or multiple user identities are needed for the various functionalities (e.g. MM, SM, etc.) is FFS, depends on the solutions for such functionalities, and requires SA3 input." 

This raises the prospect of having an ID_MM, an ID_SM etc., different from ID_NAS, and the entity that processes the corresponding type of signalling, e.g. SM or MM entity, would act only upon the identity ID_MM or ID_SM etc. If now the NAS security termination checked the NAS message origin authentication based on a different identity, namely ID_NAS, there would be the possibility for a UE to use the correct ID_NAS while spoofing the ID_MM or ID_SM. It is therefore a security requirement for this solution to work that such inter-layer address spoofing is prevented. It is envisaged that this could easily achieved in at least one of the two following ways: 

· using a single identifier for ID_NAS, ID_MM and ID_SM;

· using a master identifier, e.g. IMSI or ID_NAS, to which all the other identifiers are securely tied. In this case, the NAS security termination has to communicate the verified master identifier to the signalling entities that process ID_MM or ID_SM for comparison. 

Privacy: 

If there was no single NAS security termination then the unencrypted part of a signalling message would have to contain parameters that would allow routing to the correct NAS entity, e.g. SM entity in a network slice. This information about the slice may give away information on the services used. However, user identity privacy should prevent that an eavesdropper can associate a particular signalling message with a particular subscriber. 

Editor's Note: The above paragraph has been included for completeness. It is ffs whether leaving parameters unencrypted that are required for NAS-internal routing would endanger privacy. 



******************END OF pCR**********************
�the key issues are listed above. 





