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1
Decision/action requested

This contribution is for discussion only. 
2
Proposals
 Please take this paper into account in discussions on the interim agreement on co-locating AMF and SEAF. 
3
Discussion
3.1 Potential key hierarchy in 5G phase 1
We assume that AMF and SEAF are co-located in 5G phase 1. We discuss only the part of the key hierarchy that is of interest from the point of view of AMF an SEAF. 

K_SEAF (Anchor Key): This key is established in the SEAF as a result of a primary authentication. 

K_AMF: This key is derived from K_SEAF by applying a Key Derivation Function (KDF) with suitable input parameters. After this key derivation, K_SEAF can be deleted in a phase 1 AMF/SEAF. 
AN keys (access network specific keys): The only assumption we need to make here is that all AN keys are derived – in one or more steps - from K_AMF. These key derivations could be seen as being analaguous to the derivation of KeNB from KASME and the derivation of further keys, such as KUPenc , from KeNB in LTE.
CN keys (core network specific keys): CN keys could be e.g. keys between UE and SMF or UE and UPF). For 5G phase 1, we do not see a need for further keys between UE and core network entities. See also discussions on slicing in S3-170667, 668, 669, 777, 782.
This (partial view of the) key hiearchy for 5G phase 1 is depicted in the following figure: 
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3.2 Potential key handling in inter-AMF mobility in 5G phase 1

When a UE moves from one AMF to another one, e.g. because the old AMF does not cover the access the UE has moved to any more or because the old AMF cannot cater to a newly requested slice type, then AMF-AMF horizontal key derivation is performed.

Horizontal key derivation means that a key K_AMF2 is derived from K_AMF1 by applying a KDF with suitable input parameters. This key derivation could be seen as being analaguous to the derivation of KeNB* from KeNB. 

This implies that AMF1 knows the key for AMF2, and all keys derived from it, but not vice versa. 

This AMF-AMF horizontal key derivation would not be strictly needed according to the trust model applicable to 5G phase 1, but it may be useful having it so as to prepare for later phases of 5G.  

This is depicted in the following figure:
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3.3 Potential evolution of key hierarchy in a later 5G phase
Let us assume for the sake of this argument here that, due to a change in the trust model or stakeholder model for slices, there is a need seen in later 5G phases to derive further CN key, i.e. a key K_SMF between UE and SMF or a  key K_UPF between UE and UPF.  There may then be a need to derive further keys from K_SMF and K_UPF, e.g. slice specific CP and UP keys. 
These keys K_SMF and K_UPF could then be derived from the anchor key K_SEAF in a way similar to how  K_AMF is derived from K_SEAF in 5G phase 1. This is depicted in the following figure: 
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3.4 Potential key handling in inter-AMF mobility in a later 5G phase

Let us assume for the sake of this argument here that, due to a change in the trust model or stakeholder model for slices, there is a need seen in later 5G phases to introduce SEAF and AMF as separate logical entities and perform key derivations such that one AMF does not know the K_AMF of any other AMF.  K_SEAF would then, of course, no longer – as in phase 1 - be deleted in the SEAF after derivation of K_AMF, but would remain stored in the SEAF until it is updated in the next authentication. For mobility between AMFs, these key derivations could be done in a way analaguous to either S1-handovers or vertical handovers, or both, between LTE base stations. 
This would imply for mobility between an AMF1 and an AMF2 that the a K_AMF2 would be derived not from K_AMF1, but from K_SEAF and delivered to the new AMF directly from the stand-alone SEAF. 
Two scenarios are conceivable:
· S1-style key derivation: no key is transferred from the old to the new AMF, only a key K_AMF2 from the SEAF is delivered to AMF2. This S1- style key derivation would ensure 1-hop forward security between AMFs.
· X2- style key derivation: a key K_AMF1* is transferred from AMF1 to the AMF2 (like in horizontal key derivation desccribed in section 3.1) to become K_AMF2. Additionally, after the completion of the mobility event, a key K_AMF2_NH, derived from K_SEAF, is delivered from SEAF to AMF2. This new key could be computed in the SEAF in a way similar to the computation of NH in MME today. It would not be taken into use as K_AMF2 immediately, but only at the next key change, similar to what is the case in X2-handover in LTE. 
This X2- style key derivation would ensure 2-hop forward security between AMFs. 

NOTE: X2 handover in LTE is needed due to performance reasons; it is not clear whether similar performance considerations would apply to mobility between AMFs, so X2-style key handling for mobility between AMFs may not be needed. 
One important change from 5G phase 1 would, of course, be that this approach would require interfaces between the stand-alone SEAF and all AMFs for delivering the above keys K_AMF2* and K_AMF2_NH. This is depicted in the following figure. CN keys, as described in section 3.3, have been left out of the figure for simplicity but could be handled in the same way. 
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Interworking between 5G phases: The evolved key derivation define for a later 5G phase shown above would be possible if all involved entities were implemented according to specifications of that later phase. If one of the entities was from phase 1 then phase 1 procedures would be executed. A man in the middle could attempt bidding down by making the UE and the network entities respectively believe that the other side supported only phase 1 when both sides in fact support the later phase. But this bidding down could be prevented by integrity-protected signalling of capabilities.
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