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1
Decision/action requested

This contribution provides the proposed agreement in the form of a pCR to Annex E.1.2. In case there is no agreement this should be put on the agenda of the joint SA2-SA3 session with urgency.
2
Proposals
Nokia proposes to co-locate AMF and SEAF in 5G phase 1. 
3
Rationale
SA2 has assumed in TS 23.501 that AMF and SEAF are co-located.  This also implies that AMF is assumed to reside in a physically inaccessible location. An Editor’s Note suggests that SA3 could try to overturn this assumption by presenting strong security arguments speaking against it. From TS 23.501 v030: 

“6.2.1
AMF
The Access and Mobility Management function (AMF) includes the following functionality. Some or all of the AMF functionalities may be supported in a single instance of a AMF:

…

Security Anchor Function (SEA). It interacts with the AUSF and the UE, receives the intermediate key that was established as a result of the UE authentication process. In case of USIM based authentication, the AMF retrieves the security material from the AUSF
…

Editor's note:
When there is an update to security architecture defined by SA WG3, security functionality mapping to the overall architecture will be updated.
”
The arguments in favour of separating AMF and SEAF are probably best summarized in S3-170289 from Qualcomm, Proposals 4 and 5. 
Proposal 4 cites service mobility, i.e. mobility of a UE between slices, as a rationale for separating AMF and SEAF. Quote: 

“…when a UE performs service mobility, it is possible for the network to keep serving the UE without triggering a fresh authentication. This means that the SEAF should be considered to be a separate logical entity from the AMF and the chosen key hierarchy must keep a key from authentication that is not available in the AMF to facilitate security isolation between the slices”

But SA2 has decided that, at any given time, there is only one AMF in the operator network serving a UE for all slices. This implies that security isolation between the slices (whatever it means precisely) cannot mean that one AMF needs to conceal its keys from another AMF. And when there is a change in AMFs, for whatever reason (access mobility or service mobility), the security context can be forwarded between AMFs (possibly after key derivation, in analogy to horizontal handovers between LTE base stations, as also described in Ericsson’s S3-170274). This is possible as there is trust between the AMFs and between the UE and the operator running the AMFs. So, the argument in the quoted text is questionable. 
Proposal 5 in S3-170289 proposes that “it is possible to change keys such that the both the old part of the network and the new part cannot get access to the keys used in the other part of the network”. [where’network’ should be read as ‘core network’ here.] This sounds like a requirement on having a sort of key change in mobility between AMFs somehow analoguous to either S1-handovers or vertical handovers between LTE base stations. But S1-handovers and vertical handovers were motivated by the observation that eNBs may reside in vulnerable locations and hence be compromised, and, for vertical handovers, in addition that users may experience many handovers between two subsequent authentications (as only two-hop forward security is provided). Neither argument seems to apply in 5G phase 1: the AMF is assumed to not reside in a vulnerable location, and the frequency of mobility between AMFs is expected to be much lower than the frequency of handovers between base stations. 
Proposal 5 also contains a claim about further evolution to a separated AMF and SEAF with S1-handovers or vertical handovers being impossible should AMF and SEAF be co-located in phase 1. Quote: 

“Taking a decision on making a SEAF a separate logical entity needs to be done in Phase 1, as it will not be possible to add layers to the key hierarchy, i.e. the key hierarchy and the procedures for dealing with keys need to be designed with the SEAF as a separate logical entity.”

This does not seem convincing either. While the key hierarchy could indeed take into account a potential future separation of SEAF and AMF already in phase 1, this would necessarily imply that all the key handling procedures would already have to be specified in phase 1. It would be possible to have a key K_SEAF (anchor key) and a key K_AMF derived from K_SEAF in 5G phase 1, without defining the SEAF as a separate logical entity. Under this assumption, 5G phase 1 could be designed such that only handovers between AMFs that are analaguous to horizontal handovers are specified. The specification of the analogy of S1-handovers and vertical handovers, and especially the interfaces for key delivery between a stand-alone SEAF and each AMF that would be needed for the analogy of S1-handovers and vertical handovers, could wait until a later 5G phase – if it ever became necessary due to a changed trust model. This possiblity for evolution is further explained in a companion discussion paper in S3-170636.
4
Detailed proposal

******************START OF pCR**********************
E.1.2 
Questions and Interim Agreements for Key Issue #1.2

E.1.2.1
Need for a security anchor
E.1.2.1.1
Description of Question
Is there a need for a security anchor used for all kinds of access networks?

E.1.2.1.2
Interim Agreement

Yes, there is a need for a security anchor used for all kinds of access networks. The security anchor is the SEAF as defined in clause 5.2.1.2. It is, by definition, the network entity that hosts the anchor key as described in the interim agreement E.2.1.4. 
E.1.2.2
Separation of security anchor from other entities
E.1.2.2.1
Description of Question
Should the security anchor be separate from the mobility management and session management?

E.1.2.2.2
Interim Agreement

In 5G phase 1, the SEAF and the AMF are co-located. The SMF is a separate entity, as defined in TS 23.501. 
******************END OF pCR**********************
