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1
Decision/action requested

TC CYBER has recently accepted TR 103 421 [2], which highlights a number of security and assurance issues related to regarding operator visibility of traffic under end-to-end encryption.

This paper proposes adding a new Key Issue in light of these.
2
Detailed proposal
----------------------- start of first new text proposed -----------------------
5.1.3.x
Key issue #1.x: Visibility of network traffic under traditional end-to-end encryption

5.1.3.x.1
Key issue details

There are a number of scenarios in which traditional two-party encryption can prevent network functions such as fraud detection, cyber defence and network monitoring/optimisation, assurance and regulatory compliance (e.g. LI) and consumer protection. These scenarios are described in detail in ETSI TR 103 421 [n] section 4.

A specific example of this issue is where encryption prevents visited networks from accessing roaming traffic.  

5.1.3.x.2
Security threats 

If an operator is unable to see end-to-end encrypted traffic: 

· It may not be able to detect or mitigate cyber attack

· It may be prevented from performing sufficient network monitoring to ensure availability and resilience of its infrastructure.

In order to comply with relevant regulatory obligations (e.g. LI), and in order to provide adequate consumer protection (e.g. parental control, content filtering) then an operator may have to turn off or weaken certain encryption techniques. This would cause the following security threats: 

· Possibility of unauthorised parties having visibility of network traffic e.g. compromise of customer privacy. 

5.1.3.x.3
Potential security requirements
· An operator shall have sufficient visibility of its network traffic to ensure that it can fulfil its assurance and regulatory requirements and perform necessary network monitoring for consumer protection, cyber defence, availability and resilience purposes.

---------------------- end of first new text proposed -----------------------

----------------------- start of second new text proposed (adding new reference to section 2) -----------------------

[n]
ETSI TR 103 421 “Network Gateway Cyber Defence”

----------------------- end of second new text proposed -----------------------
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