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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes to TR33.899 v0.7.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v0.7.0 Study on the security aspects of the next generation system

3
Rationale

MASA solution addresses the LI requirement while maintaining subscriber permanenet identifier, IMSI, privacy. However, in the case when NAS encryption is not mandatory and not enabled, the UE sends IMSI to SEAF in the Security and Authentication Complete (SAC) Message in the clear. This contribution, provide a solution to how IMSI privacy will be maintained in the case when the NAS encryption is not mandatory and not enabled.
If NAS encryption is not available, SEAF will inform the UE in the IAS message with the option of how to confidentially protect the IMSI when sent in the SAC message. 
In general, the following are possible options that the UE can use to protect the confidentiality of IMSI in the case when NAS encryption is not mandatory and not enabled: This encryption key is to be called KIMSIenc.

1. UE & SEAF can utilize and use the encryption key of the IAS message, KIASenc.

2. UE and SEAF can derive KIMSIenc based on NG-KASME.
3. UE and HN can derive KIMSIenc based on “K”, COUNTER, and RANDx. In this case, HN (AUSF/ARPF) communicates KIMSIenc to SEAF in SN.
4
Detailed proposal

*************** Start of Change 1 ****************
…………

5.2.4.12.2.3.2
Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SEAF to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing security material the SEAF currently receives from AUSF/ARPF, SEAF also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SEAF includes the security parameters that SEAF agrees with to use with UE based on the UE security capabilities that was received from the AUSF/ARPF. SEAF encrypts the information in the inner block using KIASenc.

· In addition, the SEAF adds the serving network ID (SNID), the serving network public key (SNPK), and the RAND2 and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the RAND2 as the same number that was included in the inner block of the respective outstanding IAR.

· NG-UE uses RAND2 and the subscriber ‘K’ with other keying material to derive KIASenc + KIASint. These keys could be derived ahead of time at the time of IAR initiation.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message with the RES and IMSI included while being integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material.
. 
NOTE:
If NAS encryption is not mandatory and is not enabled, the following are possible options the SEAF can indicate to UE in IAS message to use to protect IMSI privacy using what is referred to here as KIMSIenc.
· UE & SEAF can utilize the encryption key of the IAS message, KIASenc.

· UE and SEAF can derive KIMSIenc based on NG-KASME with a string input like “IMSIencryption”
· UE and HN can derive KIMSIenc based on “K”, COUNTER, and RANDx. In this case, HN (AUSF/ARPF) communicates KIMSIenc to SEAF in SN during initial authentication procedure.
NOTE: 
It is in the best interest of the serving network to securely deliver its public key to the NG-UE. This provides a protection against false basestation attack.
………….
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
…………

5.2.4.12.2.4.3
Changes to SEAF Functionality

In comparison to the current LTE MME functionality and the possibility for SEAF being the NG security Anchor Node, the following are the changes required to handle Initial Authentication.

…………..

………….

8. SEAF builds IAS and send to the NG-UE. 

a. SEAF uses the KIASenc to encrypt the Inner Block 

b. SEAF adds the RAND2 In the outer block of IAS

c. SEAF integrity protect the whole IAS using KIASint before sending the IAS to NG-UE.
d. If NAS encryption is not enabled, SEAF sets an indication for the UE to encrypt IMSI based on KIMSIenc.
9. NG-UE perform the following steps:

a. Validates the freshness of the IAS using RAND2.

b. Validate the integrity of the IAS message using KIASInt.

c. Decrypt the Inner block using KIASenc key and recover the AV, security parameters that the SEAF agrees on, KSI, etc.

d. The UE  uses the current LTE 3GPP-AKA procedure to authenticate the network using RAND and AUTN as received in the IAS

e. NG-UE can generate NAS security keys.

f. After all is successful, the NG-UE sends Security and Authentication complete message with the RES and IMSI included while being integrity protected and encrypted using the KNASInt and KNASenc. If NAS encryption is not enabled and UE receives an indication to use KIMSIenc to encrypt the IMSI, UE encrypt the IMSI using KIMSIenc before sending in SAC message.
………….
*************** End of Change 2 ****************
