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1. Overall Description:

SA3 thanks RAN2 for the LS R2-169139 describing the enhancements for the eLWA feature. SA3 discussed the LS and finds that most of the RAN2 agreements are in line with the assumptions SA3 made earlier. SA3 makes few observations as shown below.
1) On RAN2 assumption “ …for packets sent/received over WLAN, UE postpone the switch of PDCP keys until it receives an “end-marker packet …  “ 
SA3 agreement: The sending of the ‘end marker packet’ is a RAN procedure, not a SA3 procedure. In 33.401 the current assumption is that the UE holds only one set of PDCP keys. To support the assumption in RAN2, to allow the decryption of packets received over the WLAN path using previous PDCP keys till the ‘end marker packet’ is received, SA3 is changing the assumption in 33.401 to allow two sets of keys may be retained by the UE. 

2) To support RAN2 assumption “… after receiving the “end-marker packet”, the receiver assumes that the PDCP PDUs whose COUNT value is larger than the COUNT value corresponding to the SN in the “end-marker packet” are ciphered with the target eNB key.”
SA3 agreement: This will be reflected in 33.401 – the receiver has to assume that any packets sent with COUNT value lower than indicated (e.g. packets received out of order) should be discarded if the source eNB key is not retained. 

3) To support RAN2 assumption “..Note that the UE is not required to retain both source and target eNB PDCP keys (however, a UE implementation may retain 2 PDCP DL keys).”
SA3 agreement: SA3 will capture in 33.401 that UE is allowed (but not required) to retain two sets of PDCP keys for use with eLWA handovers. 


           4)          On RAN2 assumption on updating S-KWT, “Once derived, the UE and WT utilize the new S-KWT the next time WLAN authentication is triggered”.

SA3 agreement: Updating S-KWT every time KeNB is rekeyed may cause UE and WLAN to perform frequent 4-way handshake which may not be optimal. Therefore eNB should update S-KWT independent of when KeNB is rekeying
2. Actions:

To: RAN2 group.

ACTION: 
SA3 respectfully requests RAN2/RAN3 to note that eNB is not required to update the S-KWT every time the KeNB is rekeyed.
3. Date of Next TSG-SA WG3 Meetings:

SA3#86bis
27-31 March 2017
Busan, S.Korea

SA3#87
15-19 May 2017
Ljubljana, Slovenia

