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1
Decision/action requested

This contribution provides an update to the solution #1.6 to include the untrusted non-3GPP access for the roaming scenario.
2
References

None.
3
Rationale

This contribution provides an update to the solution #1.6 to include the untrusted non-3GPP access for the roaming scenario.

4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TR 33.899.

***
BEGIN OF FIRST CHANGE
***
5.1.4.6.2.1.2
Alternative Roaming Architecture
The architecture described in the previous has the feature that in the roaming use case (see figure 5.1.4.6.2.1-2) an authentication run can leave a key in the home network that means that additional keys that are not bound to the visited network can be derived without requiring a fresh authentication. The H-SEAF (a SEAF in the home network) is the network element that is proposed to hold this key. The reason for using the SEAF is that a SEAF needs to be stateful after an authentication run as it will hold the key that results from the authentication run.
The alternative possibility would be to use the AUSF to hold such a key. If there is a need for the key at the H-SEAF, then the H-SEAF needs to request the key from the AUSF. This has the disadvantage that the AUSF has now become stateful between authentication runs, i.e. it needs to store a key, in addition to the SEAF which is already stateful. Figure 5.1.4.6.2.1.2-1 provides the architecture for the roaming case when a key is held in the AUSF. The difference between this figure and figure 5.1.4.6.2.1-2 is that the interface between the V-SEAF and H-SEAF become an interface between the V-SEAF and the AUSF.  
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Figure 5.1.4.6.2.1.2-1: Alternative architecture for authentication framework in roaming scenario with AUSF holding a key after the authentication run
5.1.4.6.2.1.3
Architecture for untrusted non-3GPP access in the roaming scenario 
When the NG-UE is roaming, it may connect to the NGC through an untrusted non-3GPP access network. In this case, it is assumed that there is no NG-PDG in the visited network and the NG-UE connects to an NG-PDG in the home network. In the NextGen system, untrusted non-3GPP access is made through a NG-PDG, where the NG-UE establishes an IPsec tunnel with the NG-PDG.

If the NG-UE has previously registered to the NGC, then the NG-UE will have been authenticated and this authentication results in a security context (i.e., KH-SEAF) being established in the H-SEAF. The NG-UE establishes an IPsec tunnel with the NG-PDG in the HPLMN based on the security context established at the H-SEAF. If the NG-UE has not been registered to the NGC, the NG-UE performs an authentication (e.g., EAP authentication) through the NG-PDG.

Editor’s Note: It is FFS whether the H-SEAF obtains the KH-SEAF during the authentication run or upon request by the H-CN-CP.

Editor’s Note: The NG-PDG needs to be aligned with SA2 terminology.
Editor’s note: The terminology used in between different subclauses of this solution needs aligning.
NOTE 1: When the NG-UE connects to the NG-PDG before registering to the VPLMN, the NG-UE may performs a full authentication with the AUSF if there is no valid anchor key.

NOTE 2: When the NG-UE attempts to connect to NG-PDG, the NG-UE does not need to perform fresh authentication if the NG-UE has already successfully authenticated and registered to the NGC.
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Figure 5.1.4.6.2.1.3-1 Architecture for non-3GPP access in the romaing scenario

5.1.4.6.2.1.4
Procedure for home-terminated user plane session establishment for the roaming scenario
Figure 5.1.4.6.2.1.4-1 show a flow for establishing security between the NG-UE and a Home UP-GW when the UE is roaming. If no key is kept in the HPLMN from the authentication that happens in step 5 (either the AUSF or the H-SEAF), then it will be necessary to run an additional authentication at step 17. 

Editor’s note: Feasibility of Home UP-GW termination of the user plane security need to be considered in coordination with SA2 and RAN2.

Editor’s note: Details of how to protect the user plane between the UE and Home UP-GW is FFS.
NOTE 1: Does not support LI in VPLMN in the case of the user plane confidentiality protection terminating in the HPLMN.
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Figure 5.1.4.6.2.1.4 -1 authentiation and home terminated user plane session establishment for the roaming scenario
NOTE 2: Figure 5.1.4.6.2.1.4-1 shows MM procedures followed by separate SM procedures. This does not preclude this procedures being trigger simultaneously.

1 – 11. The NG-UE performs an attach procedure to the NextGen network. At the successful completion of the mutual authentication (at step 5), the AUSF provides the H-SEAF with KH-SEAF and the V-SEAF with KV-SEAF, from which subsequent keys are derived (e.g., NAS keys, AS keys, UP-GW keys). 

NOTE 3: An alternative would to hold a key in the AUSF. With this alternative step 6 would only contain the KV-SEAF and steps 16 and 18 would become mandatory.

12. The NG-UE sends a service session request messge to the NextGen network to establish a service session in which the user plane (and the user plane security) terminates at the HPLMN. The request includes the UE identity that is associated with KH-SEAF in the H-SEAF and an indication of security termination at H-UP-GW. The identity may include a NAI that can be used by the NextGen network to route the request to the SMF in the HPLMN (i.e., H-SMF).

NOTE 4: The UE security capability is provided in the service session request message.

13. The MMF, upon receipt of the service session request from the NG-UE, determines the V-SMF which interfaces with the H-SMF in the HPLMN and forwards the service session request to the V-SMF.

14. The V-SMF forwards the service session request to the H-SMF.

15. The H-SMF determines whether the NG-UE is allowed to create a home terminated service session based on the NG-UE subscription profile.

16. The H-SMF sends a key request for the home terminated user plane security protection (i.e., KH-UP-GW) to the H-SEAF.

17-1 – 17.3. The H-SEAF, upon the receipt of the key request, checks whether it has a valid security context (KH-SEAF) for the NG-UE. If the H-SEAF does not have a valid KH-SEAF, the H-SEAF sends a key request to the AUSF. If the H-SEAF determines that a fresh authentication is required (e.g., due to the key expiry), the H-SEAF triggers the authentication by sending a key request with an indication of fresh authentication to the AUSF. The AUSF sends a KH-SEAF to the H-SEAF.

NOTE 5: if the H-SEAF already has a valid KH-SEAF obtained during the prior authentication, the steps 16 to 18are skipped.

Editor’s note: It is expected that the authentication in step 17.2 is carried between the NG-UE and H-SM/UP-GW in NAS SM signalling via the MMF and between the H-SM/UP-GW and AUSF via the H-SEAF. The full details are FFS.

18. The H-SEAF derives a KH-UP-GW from the KH-SEAF and sends the KH-UP-GW to the H-SMF in the key response message.

Editor’s Note: Whether SM message protection is necessary in addition to NAS protection and how to protect SM messages are FFS.

19. The H-SMF sends the service session response message to the V-SMF to grant the service session creation.

20. The V-SMF forwards the service session response message to the NG-UE via the MMF. 

21. The NG-UE derives KH-UP-GW from KH-SEAF and starts protecting the user plane traffic for the service session based on the service session response from the H-SMF.

22. The NG-UE sends the service session complete message to the V-SMF to acknowledge the receipt of the response message. 23. The V-SMF forwords the service session complete message to H-SMF.

24. The H-SMF install the KH-UP-GW at the H-UP-GW.

25. UL/DL data transfer for the home terminated PDU session is protected using KH-UP-GW.

***
END OF FIRST CHANGES
***
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