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Abstract of the contribution:  This contribution describes a proposed solution to protect RRC connection re-establishment of NB-IoT for CP Solution.
1      Introduction
In the context of Mobility improvements for NB-IoT within R14 NB-IOT Enhancement WI, RAN2 discussed the introduction of RRC Connection Re-Establishment procedure to allow context fetch and Re-Transmissions by MME and UE NAS in the case of Radio Link Failure for NB-IoT UE using CIOT CP Optimisation solution.
3GPP RAN WG2 has included RRC connected mode mobility in Release 14 of NB-IOT.  RAN WG2 has issued an LS asking the following:  

“
Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.
“

This contribution discusses security threats resulting from not protecting RRC connection re-establishment messages and a solution proposal to protect RRC connection re-establishment messages.
2      Discussion
In Rel-13, no RRC Connected mode mobility is supported. When the UE moves out of the existing cell coverage, radio link failure occurs. For UE using the CIOT CP Optimisation solution, the UE will release the RRC Connection and performs cell selection when entering idle mode. The UE informs its NAS layer with cause RRC Connection failure. The NAS layer will then perform NAS recovery regardless of whether the UE moves within the cell in the same eNB or moves to a cell controlled by another eNB. The flowchart of the existing RLF interaction between UE and the network is shown in Figure 1 below:
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Figure 1: Existing RLF interactions
Invoking NAS recovery may involve more signaling overhead (e.g. RRC Connection establishment, TAU, etc.) and thus consume additional UE power. To avoid NAS recovery and to support RRC Connected mode mobility, there is a need to be able to ensure that RRC Connection Re-establishment can also be executed for NB-IoT UE using CIoT optimization without NAS recovery.
Observation # 1:  
One of the issues for CP solution is that RRC Connection Re-establishment procedure cannot be integrity protected (using Short MAC-I) as the AS security has not been activated. shortMAC-I cannot be generated to authenticate the UE. 
Observation # 2:  

If there is Radio Link Failure, UE needs to re-establish RRC connection to serving or target NB.  If the RRC connection re-establishment is not integrity protected then this may introduce denial of service attack which would disrupt services to the real UE. For example, Fake UE (impersonating the real UE) connects to the target eNB and diverts the downlink traffic intended to the real UE to the fake UE, resulting in possible service disruption to the real UE. The attack is limited to only UE and only if the UE enters connected mode. The severity of this DoS attack depends on the specific application of NB IoT where there is more than single data burst for uplink or downlink traffic– for example, for Firmware Download usage, the DoS attack can be classified as “high severity”.  If such denial of service attack on UE is deemed a security threat, RRC connection re-establishment for NB-IoT CP solution should also be integrity protected with replay attack prevention.
Solution Proposal: 

If such denial of service attack on a UE is deemed a security threat, NB-IoT UE using CIOT CP Optimisation solution performing RRC Connection Re-establishment should be integrity protected.  
3      Proposed Solution
After CIoT UE successfully authenticates to the network, “CIoT UE and MME” and “CIoT UE and eNB” shall generate KeNB and KRRCint respectively. KRRCint is used for calculation of ShortMAC-I for integrity protecting RRC messages between UE and eNB. The keys generation and ShortMAC-I calculation are achieved as it is currently defined for AS security for regular UE, without overhead of Security Mode Command (SMC) signalling. This conserves the CIoT UE battery power while providing the required security.  
As SMC procedure is skipped, the following steps shall be executed to setup CIoT UE and eNB with security context:

1) Source and target eNBs shall provide their supported security algorithms to MME via S1 initial setup.  

2) MME shall select the security algorithm for CIoT UE and eNB.
3) MME shall transfer the generated KeNB and {NCC, NH} values via s1 DL NAS transport or S1 connection establishment indication to eNB. 
4) MME shall transfer the selected security algorithm to CIoT UE via Attach-Accept message.

If there is radio link failure, CIoT UE sends RRC Connection Re-establishment Request message to eNB (either source or target eNB). The source eNB verifies the UE Identity protected by ShortMAC-I. Upon successful verification of UE Identity, source or target eNB completes RRC Connection re-establishment procedure. 
When X2 handover occurs, the source eNB shall sends KeNB*and {NCC, NH} values to target eNB via handover Context fetch Ack as per specified in TS 33.401. 
When S1 handover occurs, the source MME shall send the fresh {NCC, NH} values to the target MME via S10 FORWARD RELOCATION REQUEST message, and then target eNB computes KeNB*as per TS33.401.
In both S1 and X2 handover cases, the target eNB shall send the NCC value corresponding to KeNB*to the CIoT UE via RRC Connection Re-establishment.
The following is a high-level flow chart to illustrate how this can be achieved when there is radio link failure and UE moves to target eNB.
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Figure 3a: CIoT RRC Connection Re-establishment procedure with X2 handover
(1)  UE and Source eNB establish RRC connection. 
(2)  Upon successful RRC connection, source and target eNB shall provide their supported security algorithms to MME via S1 Setup Request.  
(3)  CIoT starts Attach/EPS-AKA procedure to authenticate CIoT UE to the network.
(4)  MME sends KeNB and selected security algorithm to source eNB.  

(5)  MME sends selected security algorithm to UE via Attach-Accept.

If there is Radio Link Failure (RLF), 

(6)  CIoT UE sends RRC Connection Re-establishment to target eNB.  The message includes UE-Identity protected by ShortMAC-I.

(7) Target eNB sends X2 CIoT UE Context fetch request containing UE-Identity including the ShortMAC-I.  

(8) Source eNB authenticates the CIoT UE by verifying the ShortMAC-I. 

(9) Upon successful verification of ShortMAC-I, , Source eNB sends UE Context fetch Ack to target eNB over X2 interface, indicating that CIoT UE is authenticated. It also includes KeNB* and corresponding {NCC, NH} values in the Ack handover message.
(10) When the target eNB has completed X2 handover signalling with the CIoT UE, it shall use S1 PATH SWITCH REQUEST / RESPONSE to receive fresh {NCC, NH} values for further handover.
(11) Target eNB shall send RRC Connection Re-establishment, containing NCC value corresponding c to the CIoT UE.   
(12) Remaining message flow to complete RRC Connection re-establishment procedure. 

CIoT UE may move to a new tracking area, where target eNB may have different security capabilities from the source eNB,  In this case, MME may need to select a new security algorithm for calculating ShortMAC-I, during TAU request/accept procedure as showed in below Figure 3b.
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Figure 3b: CIoT RRC Connection Re-establishment procedure when UE moves to a new Tracking Area
(1) CIoT UE sends TAU Service Request 

(2) MME retrieves UE’s security capabilities, selects security algorithm to be used between CIoT UE and Target eNB, and derives KeNB -. 
(3) MME sends KeNB and the selected security algorithm to target eNB via S1AP Connection Establishment Indication or S1AP DL NAS Transport message.

(4) MME sends TAU Accept to CIoT UE that includes the selected security algorithm.

(5) RRC Connection re-establishment procedures are done as shown in Figure 3a.

5  Conclusion
This contribution establishes the following:

1) For CP / NB-IoT solution, when RRC Connection Re-establishment procedure is performed, there must be a security mechanism to authenticate the UE to the eNB to prevent DOS and replay attack.
2) For CP / NB-IOT solution, it is possible to use a similar solution using RRC integrity key KRRCint as when AS security is established to protect RRC Connection Re-establishment for NB-IoT, without any overhead incurred from SMC signaling.
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