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1
Decision/action requested

This contribution analyses the security aspects of option 3 variants and proposes conclusions for the same.
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3
Rationale

One of the deployment option that needs to be supported with NR (NextGen Radio) is the integration of gNB with LTE eNB/EPC using LTE Dual Connectivity (Non-Standalone NR with LTE anchor, EPC connected). RAN3 agreed on three different architecture options (Option 3, Option 3a and Option 3x) for such integration [1].

The protocol architecture for Option 3 (MCG split bearer) /3a (SCG bearer) is shown below:
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The protocol architecture for SCG split bearer in Option 3x (SCG split bearer) is shown below:
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In option 3 (MCG split bearer), the PDCP for the split bearer terminates at the eNB and therefore the standard LTE PDCP encryption applies and no security impacts are foreseen for the NR/gNB (Secondary gNB).

Conclusion #1: Option 3 does not have any security impact on NR/gNB.
In option 3a (SCG bearer), the PDCP for the SCG bearer terminates at the gNB. This means the PDCP encryption for these bearers terminates at the gNB. 
There are two possible solutions for supporting PDCP encryption.

NOTE: If the integrity protection over NR needs to be supported, then the below solutions can be easily extended to support integrity protection. However, the integrity protection can be provided only for bearers that terminate at the gNB.

Solution 1: NR supports the same security algorithms as LTE.

In this solution, the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused as is with the gNB. This is because, LTE eNB (MeNB) can send the received UE EPS security capability to the gNB and the gNB can use it to select one of the supported encryption algorithm. 
The benefit of this solution is that there is no security impacts on the LTE eNB due to NR. The disadvantage is that gNB can only use the same algorithms as the LTE algorithms.
Solution 2: NR may support different security algorithms than LTE
In this solution, LTE eNB needs to be aware that it is working with NR/gNB and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. If the eNB does not have the NR security capabilities of the UE, then the eNB requests those using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331). It then passes NR security capabilities of the UE to the gNB. The response for the chosen algorithms is included in a transparent container that is protected in the RRC message when sent from the MeNB to the UE.
The benefit of this solution is that it allows the option for NR to select a different security algorithms than in LTE. The disadvantage is that it impacts eNB. However, if the eNB is anyhow impacted for supporting integration of NR for non-security reasons, then this solution is preferable to solution 1, as it allows for security algorithms of LTE and NR to evolve independently.

Conclusion #2: Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.
Conclusion #3: For Option 3a, solution 2 is preferred if the impacts to eNB are acceptable. This needs to be checked with RAN2. 
In option 3x (SCG split bearer), for both the SCG split bearer and the SCG bearer, the PDCP encryption terminates at the gNB. From security point of view, the security procedures defined for option 3a can be reused for 3x.

Conclusion #4: Option 3x can reuse the security procedures defined for Option 3a.

4
Detailed proposal

SA3 is kindly requested to agree on the following pCR to incorporate the above analysis and conclusions in TR 33.899.
****** START OF CHANGES *****

5.4.4.z
Solution #4.z: Security Aspects of Option 3/3a/3x
5.4.4.z.1
Introduction  
This solution addresses Key Issue 4.3 for the Dual Connectivity (DC) architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected)
5.4.4.z.2
Solution details
The protocol architecture for Option 3 (MCG split bearer) / 3a (SCG bearer) is shown in the below figure.
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Figure 5.4.4.z.2-1: Architecture for Option 3 and 3a
The protocol architecture for SCG split bearer in Option 3x (SCG split bearer) is shown in the below figure.
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Figure 5.4.4.z.2-2: Architecture for Option 3x
In option 3 (MCG split bearer), the PDCP for the split bearer terminates at the eNB and therefore the standard LTE PDCP encryption applies and no security impacts are foreseen for the NR/gNB (Secondary gNB). Therefore, it can be concluded that Option 3 does not have any security impact on NR/gNB.

In option 3a (SCG bearer), the PDCP for the SCG bearer terminates at the gNB. This means the PDCP encryption for these bearers terminates at the gNB. 

There are two possible solutions for supporting PDCP encryption.

NOTE: If the integrity protection over NR needs to be supported, then the below solutions can be easily extended to support integrity protection. However, the integrity protection can be provided only for bearers that terminate at the gNB.

Solution 1: NR supports the same security algorithms as LTE.

In this solution, the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused as is with the gNB. This is because, LTE eNB (MeNB) can send the received UE EPS security capability to the gNB and the gNB can use it to select one of the supported encryption algorithm. 

The benefit of this solution is that there is no security impacts on the LTE eNB due to NR. The disadvantage is that gNB can only use the same algorithms as the LTE algorithms.
Solution 2: NR may support different security algorithms than LTE
In this solution, LTE eNB needs to be aware that it is working with NR/gNB and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. If the eNB does not have the NR security capabilities of the UE, then the eNB requests those using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331). It then passes NR security capabilities of the UE to the gNB. The response for the chosen algorithms is included in a transparent container that is protected in the RRC message when sent from the MeNB to the UE.
The benefit of this solution is that it allows the option for NR to select a different security algorithms than in LTE. The disadvantage is that it impacts eNB. However, if the eNB is anyhow impacted for supporting integration of NR for non-security reasons, then this solution is preferable to solution 1, as it allows for security algorithms of LTE and NR to evolve independently.
The following can be concluded for Option 3a:
· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.

· Option 3a, solution 2 is preferred if the impacts to eNB are acceptable. 
In option 3x (SCG split bearer), for both the SCG split bearer and the SCG bearer, the PDCP encryption terminates at the gNB. From security point of view, the security procedures defined for option 3a can be reused for 3x. Therefore, it can be concluded that Option 3x can reuse the security procedures defined for Option 3a.
5.4.4.z.3
Evaluation 
The proposed solutions for Option 3/3a/3x have either no impact or relatively minor impacts to the eNB.
****** NEXT CHANGES *****

5.4.5
Conclusions 
For the Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) the following is concluded:

· Option 3 does not have any security impact on NR/gNB.

· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.

· Option 3a, solution 2 in 4.z is preferred if the impacts to eNB are acceptable. 
· Editor’s Note: Whether the impacts to eNB for option 3a are acceptable needs to be checked with RAN2.
· Option 3x can reuse the security procedures defined for Option 3a.
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