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Abstract of the contribution: The following contribution proposes a solution for horizontal key derivation mechanism during AMF change.
1 Introduction 

Following the SA2 agreement for collocating the SEAF and AMF, this contribution describes a new solution for achieving backward security during AMF change. The rationale is presented in a companion contribution (S3-170273). Another contribution (S3-170227) proposes the definition of backward security. 
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.899.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new.


5 1.4.z
Solution #1.z: Key management during AMF change
5.1.4.z.1
Introduction
This solution addresses key issues under the security area #1 such as KI #1.7, KI #1.14, as well as under the security area #4, i.e., KI # 4.x. The solution is based on the assumption that the SEAF is collocated with the AMF.

5.1.4.z.2
Solution details

5.1.4.z.2.1
General
The AMF is the termination point for NAS security. It is therefore assumed that AMF shares a key denoted by KCN that is used to derive the NAS protocol keys for integrity and confidentiality protection. In this respect, the KCN in NG Systems would be the equivalent to the KASME in EPS. It is always the case that following a new authentication procedure, a new KCN is taken into use. Now, how the KCN is derived after authentication is not in scope of this solution. The mechanisms described here work regardless of whether for example the KCN is derived from a higher level key (KSEAF) or directly like the KASME. 

5.1.4.z.2.2 
Key derivation

The NAS security context based on the KCN is shared between the serving AMF and the UE. The security context will most likely include parameters similar to those in the legacy context such as the NAS counters, key set identifier. This solution provides a LTE-like horizontal key derivation mechanism to generate a new KCN key during AMF change. The derivation of the new KCN could be solely based on the previous KCN.
From a security perspective, there is no benefit from an additional input in the key derivation step. However for efficiency reasons, there could be scenarios where an AMF needs to prepare in advance keys for more than one potential target AMFs. In that case, such an additional input parameter is needed for cryptographic separation. Depending on the type of this parameter, the UE might need to be provided with the chosen value alongside or as the notification that a key change has taken place. For example in case it is a nonce generated by the target AMF, it needs to be provided to the UE. However this would not be needed for a parameter that is available to the UE by other means such as an AMF public identifier-like parameter.
In this mechanism, it is assumed that such key derivation will rely solely on the old key. The resulting key chaining may go on until a new authentication is performed. In addition, the recommendation here is that it is per operator's policy how to configure the AMF in respect to which security mechanism is selected during an AMF change. Depending on an operator's security requirements, the operator can decide whether to have re-authentication at the target AMF or whether a key change is needed at the source AMF.
5.1.4.z.2.3
AMF change procedure
In the legacy systems, the security context is transferred unaltered to the target MME. In case an algorithm change is required at the NAS level, then the new algorithm is taken into use by a NAS SMC procedure. In fact the rule of thumb in EPS is that new NAS security parameters are always taken into use via an NAS SMC. Changing the used algorithm at the NAS protocol layer does not have any effect on the AN keys. However, changing the main NAS context key render the current AN keys outdated. Therefore, it is proposed that the new KCN key is put into use during the handover such that the target gNB starts using AN keys derived from the new KCN.
Figure 5.1.4.z.2.3-1 illustrates the additional steps based on the S1-handover procedure flow from TS 23.401 clause 5.5.1.2.2. Observe that the original flow was stripped of all irrelevant functions. It is then assumed that the NG2-based handover flow would be similar to the legacy one.
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Figure 5.1.4.z.2.3-1: Updated NG2-based handover flow
1. The source gNB decides to intiate an NG2-based handover due to for example no Xn connectivity to the target gNB.
2. The source gNB sends a handover required message to the source AMF. This is the AMF currently serving the UE with which it is sharing a full NAS security context based on a KCN key established possibly following a previous authentication or AMF change procedure.

3. The source AMF selects the target AMF and potentially based on an operator specific security policy decides to derive a new KCN key in order to obtain backward security.

4. The source AMF sends a forward relocation request message including the new KCN key alongside any relvant security parameters such as the UE capabilities. The target AMF uses this new key to set up a new security context and derive an AN key.
5. The target AMF sends a handover requet including the new AN key and all relevant security parameters such as the UE capabilities. This establishes the UE security context at the target gNB.

6. The target AMF sends a forward relocation response including a transparent container.

7. The source AMF sends a handover command message contained the relevant information from the forward relocation message and an indication that a new KCN has been derived.

The UE then acts accordingly on the indication by deriving a new KCN and AN keys.
For idle mobility the key change indication would be then provided to the UE during the NAS SMC procedure. The new AN keys will be derived and put to use when the UE moves to the RRC_CONNECTED like mode, i.e., after the next AS SMC procedure.
5.1.4.z.3
Evaluation

TBD

***
END OF CHANGES
***
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