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Abstract of the contribution: A solution terminating security over the air interface in the access network is presented in this pCR. A main feature of the solution is the possibility to place the security termination point in a central unit of the gNB that may be assumed to reside in a secure location.
1
Introduction

The pCR is supported by the discussion paper in S3-170265.
2
Proposal

It is proposed to approve the changes below for inclusion in TR 33.899 v060
3
pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: This is to be added to the reference clause.


[i]
3GPP TS 38.801: "Study on New Radio Access Technology; Radio Access Architecture and Interfaces ".
[j]
3GPP TS 33.102: "3G Security; Security architecture".
***
NEXT CHANGE

***

	Note to the rapporteur: All this text is new. The referred solution is introduced in a companion contribution. 


5.1.4.c
Solution #1.c: Terminating user plane security in the AN
5.1.4.c.1
Introduction  

This solution addresses key issue 1.15 “Termination point of UP security”. 

This solution proposes terminating security over the air interface in the access network. A main feature of the solution is the possibility to place the security termination point in a central unit of the gNB that may be assumed to reside in a secure location.
5.1.4.c.2
Solution details  
Split of protocol stack over the 5G NR radio interface 
The virtualization of RAN entities (“RAN cloud”) offers the possibility to consider a protocol stack split, but without the risk of centralized units becoming a bottleneck. 

One of the deployment scenarios for the RAN architecture described in TR 38.801 [i] (clause 5.4) supports the centralization of the upper layers of the NR radio stacks as illustrated by Figure 5.1.4.c.2-1. In relation to this, all the agreed options for the functional split between the central and the distributed units do place both the RRC and PDCP layers in the central unit. In addition, the RAN architecture will support the non-centralized deployment scenario where the full protocol stack is supported at the gNB (clause 5.2 of TR 38.801 [i]) with no protocol stack split at all.
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Figure 5.1.4.c.2-1: Centralized deployment (from TR 38.801)
In LTE, radio interface security is provided by the PDCP layer, both for the control and user planes. Assuming that security can be also provided in the PDCP layer for 5G NR, the functional split between central and distributed unit that is described in TR 38.801 [i] allows to terminate security where PDCP terminates, i.e. the central unit. And this central unit could be assumed to reside in a secure location. 

Solution c.1

For this solution, it is assumed that there is no protocol stack split of the gNB. In particular, there is no central unit where security could terminate.

For this case, the solution is largely identical to the one in LTE, i.e. security terminates in a PDCP layer in a monolithic gNB. The same platform security requirements as for the eNB in LTE would apply. Backhaul link protection is needed on N3, cf. solution 1.b. 

Solution c.2
For this solution, it is assumed that there is a protocol stack split of the gNB, and the PDCP layer resides in the central unit of the gNB. User plane security terminates in this central unit. This unit may be assumed to reside in a secure location so that no dedicated platform security requirements would be required. As the central unit may be assumed to reside in a RAN cloud, backhaul link protection may be provided in two ways (cf. solution 1.b): 
· In the same way as for LTE, cf. TS 33.401 [31], clause 12. 

· Realizing backhaul link security between the central unit and the 5G core by using generic protection mechanisms of the virtualized infrastructure. 
5.1.4.c.3
Evaluation 

One of the main objections against terminating security in the access network, namely that the security endpoint would reside in an exposed location, could be considered addressed when placing the security termination in the central unit of a gNB. For deployment scenarios of gNBs with no central unit, the platform security requirements from TS 33.401 [31] and TS 33.102 [j] would still apply to gNBs. But the deployment model would be an operator’s choice.

The complexities of dedicated backhaul link security in the way of TS 33.310 [37] could be avoided when terminating UP security in a central unit.
The constraints posed by Header compression and the application of policies based on packet headers can be fulfilled as the IP headers remain unencrypted. 

It is possible to provide the same protection mechanism for all types of PDU payloads, i.e. IP packets, non-IP PDUs and Ethernet frames.

The need for an additional user plane security gateway is avoided (cf. solution 1.b). 
If UP integrity is applied and terminated in the AN, false traffic can be stopped already in AN
***
END OF CHANGES
***
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