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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK1]Abstract of the contribution: This pCR proposes to add the security functional requirements in the section 4.2.3, 4.3.2 and 4.4 of TS33.250.
Introduction 
The security functional requirements of the technical baseline in the section 4.2.3 of the TS 33.117 are general security requirements and apply to the PGW. There are no additional security requirements for the PGW.
The hardening requirements of the technical baseline in the section 4.3.2 of the TS33.117 are general security requirements and apply to the PGW. There are no additional security requirements for the PGW
The BVT requirements in the section 4.4 of the TS 33.117 also apply to the PGW. There are no additional BVT requirements for the PGW.
This contribution proposes to add the above conclusions into the related sections.
Proposed pCR
***	BEGIN OF THE FIRST CHANGES	***
[bookmark: _Toc435180254][bookmark: _Toc456605686][bookmark: _Toc456645142][bookmark: _Toc467183368]4.2.3	Technical baseline
Editor's Note: Take TS 33.117, clause 5.2.3, as a starting point.
Editor’s Note:  This clause will document the security requirements which are described in the clause 5.2.3 of TS 33.117 and will identify if those requirements are PGW-specific or not. The requirements that are identified as PGW-specific will be described in detail. 
Editor’s Note: This clause will also describe any newly identified PGW-specific security requirements and related test cases that are not included in TS 33.117. 
[bookmark: _Toc435180255][bookmark: _Toc467183369]4.2.3.1	Introduction
This clause provides baseline technical requirements.
[bookmark: _Toc435180256][bookmark: _Toc467183370]4.2.3.2	Protecting data and information
[bookmark: _Toc435180257][bookmark: _Toc467183371]4.2.3.2.1	Protecting data and information – general
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.2.1 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.2.1 of TS 33.117.
[bookmark: _Toc435180258][bookmark: _Toc467183372]4.2.3.2.2	Protecting data and information – unauthorized viewing
[bookmark: _Toc435180259]Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.2.2 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.2.2 of TS 33.117.
[bookmark: _Toc467183373]4.2.3.2.3	Protecting data and information in storage
[bookmark: _Toc435180260]Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.2.3 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.2.3 of TS 33.117.
[bookmark: _Toc467183374]4.2.3.2.4	Protecting data and information in transfer
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.2.4 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.2.4 of TS 33.117.
[bookmark: _Toc435180261][bookmark: _Toc467183375]4.2.3.2.5	Logging access to personal data
[bookmark: _Toc435180262]Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.2.5 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.2.5 of TS 33.117.
[bookmark: _Toc467183376]4.2.3.3	Protecting availability and integrity
[bookmark: _Toc435180263]Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.3 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.There are no PGW-specific additions to clause 4.2.3.3 of TS 33.117.
[bookmark: _Toc467183377]4.2.3.4	Authentication and authorization
[bookmark: _Toc435180264]Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.4 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.4 of TS 33.117.
[bookmark: _Toc467183378]4.2.3.5	Protecting sessions
[bookmark: _Toc435180265]Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.5 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. There are no PGW-specific additions to clause 4.2.3.5 of TS 33.117.
[bookmark: _Toc467183379]4.2.3.6	Logging
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.2.3.6 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here. 
There are no PGW-specific additions to clause 4.2.3.6 of TS 33.117.
***	END OF THE FIRST CHANGES	***
***	BEGIN OF THE SECOND CHANGES	***
[bookmark: _Toc435180271][bookmark: _Toc456605693][bookmark: _Toc456645149][bookmark: _Toc467183386]4.3.2	Technical Baseline
Editor's Note: This clause will identify if there are any PGW-specific additions to the clause 5.3.2 of TS 33.117. If necessary, the PGW-specific security requirements and related test cases will be described in detail here.
There are no PGW-specific additions to clause 4.3.2 of TS 33.117.
***	END OF THE SECOND CHANGES	***
***	BEGIN OF THE THIRD CHANGES	***
[bookmark: _Toc467183399]4.4	PGW-specific adaptations of basic vulnerability testing requirements and related test cases
All text from TS 33.117, clause 4.4 also applies to the PGW. There are no PGW-specific adaptations or additions to this text.
***	END OF THE THIRD CHANGES	***

