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Abstract of the contribution: This contribution proposes to add eNB security requirement and test case related to AS security algorithm selection during UTRAN to E-UTRAN handover in TS 33.216

1 Introduction 

This contribution proposes to add eNB security requirement and test case related to AS security algorithm selection during UTRAN to E-UTRAN handover in  TS 33.216.
2 Proposal

***
BEGIN OF CHANGE ***

5.2.2.1.x Security in inter-RAT mobility
5.2.2.1.x.1  AS security algorithm selection during inter-RAT handover

Requirement Name:  AS security algorithm selection during UTRAN to E-UTRAN handover

Requirement Reference: TBA

Requirement Description: "The eNB shall trigger a change of AS algorithms if the received UE EPS security capabilities from the S1 CONTEXT MODIFICATION REQUEST message would contain higher priority AS algorithm (according to the priority list stored in the eNB). " as specified in TS 33.401, clause 9.2.2.1 B. 

Threat References: TR 33.926, clause X.2.2.x.2 – AS security algorithm selection during UTRAN to E-UTRAN handover.
Security Objective Reference: TBA

Test Case:

Test Name:TC_AS_SEC_Inter-RAT

Purpose: 

To verify that the eNB triggers an AS algorithm change if the received UE EPS security capability is higher than its configured list.

Pre-Condition:

· The UE, eNB and MME network products are connected in emulated/real network environments.

· The AS security context is established in eNB.

· The S1 CONTEXT MODIFICATION REQUEST received by eNB from MME contains higher priority AS algorithms (cipher and integrity algorithm).
· The tester shall have access to the configuration file of eNB to know their configured security capabilities (eg. algorithm type distinguisher, algorithm identifier etc.).

· The tester shall have access to the UE security capabilities (notified by MME in the S1 CONTEXT MODIFICATION REQUEST) available in the eNB.

· The tester shall have access to the RRC cipher keys, UP cipher keys and RRC integrity keys.

Execution Steps: 

1. The tester captures the control plane data over radio interface between eNB and UE.

2. The AS SMC procedure is filtered to check if the eNB triggers the AS algorithm change on reception of S1CONTEXT MODIFICATION REQUEST with higher priority AS algorithm.  

3. The tester captures RRC and UP downlink packets following the AS SMC procedure between UE and eNB.

4. The tester decrypts the captured RRC and UP downlink packets to verify if the eNB successfully performs AS ciphering algorithm change between UE and eNB with the higher priority ciphering algorithm as notified in the S1 CONTEXT MODIFICATION REQUEST.

5. The tester filters the RRC messages and the corresponding message authentication code, MAC-I.
6. The tester performs integrity check on the filtered RRC message by hash value computation and comparison of MAC-I to verify if the eNB successfully performs AS integrity algorithm change between UE and eNB with the highest priority integrity algorithm as notified in the S1 CONTEXT MODIFICATION REQUEST.
Expected Results:

· The eNB initiates the AS SMC procedure on reception of S1 CONTEXT MODIFICATION REQUEST that contains UE EPS security capability with higher priority AS algorithms than the priority list stored in it.

· The eNB successfully triggered the change in AS algorithms (cipher and integrity algorithms).

Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results.
***
END OF CHANGE ***

