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1
Decision/action requested

It is proposed to delete ENs in 5.3.4.8 of TR 33.899 and correct some editorials.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
3
Rationale

The pCR is proposed to delete ENs.
The first EN is deleted for the D-H key can be used as an inpurt parameter to generate new S-Kgnb.

The second EN is deleted because the large prime numbers shall be pre-configured at UE and gNB, and an indication will be assigned to each pair. All the indicators are transferred over the air instead of large prime numbers.
4
Detailed proposal

5.3.4.8
Solution #3.8: Key negotiation of dual connectivity to deal with the leakage of secret key

5.3.4.8.1
Introduction
This solution addresses the key issue #4.3 “Security aspests of dual connectivity” and key issue #2.2 “Reducing the impact of secret key leakage”.

It refers in the key issue #4.3 that “an attacker may eavesdrop on traffic involved in dual connectivity”, and requires in the key issue #2.2 that “anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen”. Therefore, this proposal provides a new solution to key negotiation in dual connectivity. 

5.3.4.8.2
Solution details
This solution proposes a D-H based key negotiation between UE and gNB. Figure 5.3.4.8.2-2 shows the procedure of key negotiation.
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Figure 5.3.4.8.2-2: the procedure of the key negotiation
0. D-H capability gourps shall be pre-configured at UE and gNB. The groups are a set of indicators that indicates the random number paris to 

1. eNB sends a gNB addition request to gNB containing the D-H capability groups of UE.
2. gNB selects the D-H capability according to its pre-determined priority D-H capability list and UE supported D-H capability groups, and then generates KEi the interim session key generated by gNB based on selected D-H capability.
3. gNB sends a gNB addition response to eNB containg the selected D-H capability and KEi.
4. eNB sends the RRC connection reconfiguration containing the selected D-H capability and KEi.
5. UE generates KEr, the interim session key generated by UE, based on the selected D-H capability, and then sends a RRC connection reconfiguration complete containing KEr to eNB. Meanwhile, UE can derive D-H key using KEi and KEr.
6. eNB sends the gNB reconfiguration complete containing KEr to gNB with which gNB can derive the same D-H key. The D-H key could be used as an input prarmeter to generate a new S-KgNB.


5.3.4.8.3
Evaluation

Editor’s Note: Computational overhead aspect needs to be considered in the evaluation.
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