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1
Decision/action requested

It is proposed to approve the pCR 
2
References

[1]
3GPP TR 23.799 Study on Architecture for Next Generation System (Release 14)

3
Rationale

The service based architecture has been in interim-agreement in TR 23.799[1] and a phase1 work, and SA3 did not cover this part. This pCR is proposed to modify KI 1.11 to add requirements for the security of service based architecture.
4
Detailed proposal

5.1.3.11
Key issue #1.11:  Security features for CN-CN Control Plane

5.1.3.11.1
Key issue details

The present key issue covers authentication, confidentiality and integrity for control plane traffic between appropriate Network Functions in the core network. 
Service based architecture is introduced in Next Generation. Security for service based architecture need to be considered. Current NDS/IP mechanisms needs to be reviewed and possibly enhanced for service based architecture.
NOTE1: 
This corresponds to network domain security in EPS, cf. TS 33.210 and TS 33.310.

NOTE2: 
This key issue is included in the security area "Architecture" so as to obtain a complete overview of the interfaces that need to be protected in this security area. Further details and solutions can be found in security area 10 "Network Domain Security".

5.1.3.11.2
Security threats 

The security context may be transferred from one CN node to another CN node in point to point architecture or service based architecture. The attacker can easily obtain it when there is no confidentiality protection between these CN nodes. Without integrity protection, the security context can be modified to make the UE and the CN use different keys.

If no authentication has been performed before signalling exchange between CN NEs in point to point architecture or service based architecture, these nodes will potentially suffer spoofing attack from both sides and Man-in-the-Middle attack, especially in the virtualization/NFV environment and the scenario when the NEs are deployed at the edge of network. 
If no authorization has been performed in service based architecture, a requester NF can potentially obtain information and request NF service which are not allowed for it, e.g. the AMF may obtain SMF related subscriber data from UDM or SMF directly, or SMF NF requests “Update UE Location” service from UDM to update UE location.
5.1.3.11.3
Potential security requirements

CN-CN control plane shall support mutual authentication.
CN-CN control plane traffic shall be confidentiality protected.

CN-CN control plane traffic shall be integrity protected. 
NF service access shall be authorized in service based architecture.
NOTE: 
Confidentiality protection is subject to national regulations

