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Abstract of the contribution:This contribution discusses Key Issue #1.4 and proposes a way forward.
1. Introduction
In this document we discuss the clause 5.1.3.4, KI 1.4 and propose a way forward.
2. Analysis of Key Issue
The key issue addresses the need for:
-
User plane confidentiality between UE and network

-
The selection of security termination points, which seems to be about using a termination point at a higher layer

-
The negotiation of user plane security between the network and the UE

During a conference call, the following was proposed:

-
To follow the idea of LTE, which means:


-
The UE and the network should support UP confidentiality

-
It should be optional to use UP confidentiality

-
UP confidentiality protection negotiation may be something new. 

3. Proposal for Discussion
Clause 5.1.3.4 is about UP confidentiality protection for the UP between the UE and the network. The key issue also deals with UP security termination selection, which is also addressed in key issue #1.15. Our discussion will therefore only focus on UP security termination selection.
3.1 Availabel solutions in TR 33.899
There are two solutions that address the key issue, namely solution #1.3 and solution #1.5. The solution #1.3 proposes to use the LTE model where UP confidentiality protection is mandatory to support and optional to use and straight forwardly addresses KI #1.4. However, solution #1.3 may need to be modified if the LTE model is not chosen for UP security protection, i.e. solution #1.3 will need to cater for a different UP security termination point.

Solution #1.5 differs from solution #1.3 in the level of details provided, but also in the approach. It assumes the presence of a security policy function and terminates the security in the UP-GW. It addresses KI #1.4 as well. Apart from that, solution #1.5 contains assumptions on session keys, session management and is based on two specific solutions in TR23.799, namely solutions #4.3 and #12.1. Also, this solution assumes that security capabilities for the UE are stored in the HSS, which may not be feasible. Apart from this, aspects from this solution may be useful in achieving an increased assurance level for security as desired by the operators.
3.2 Support of UP confidentiality protection

Both solutions #1.3 and #1.5 assume that the network is in control of setting up the security. As such, we follow the conclusions from the call and propose that SA3 agrees that:

-
UP confidentiality protection is mandatory to support

- 
UP confidentiality protection is optional to use

-
UP confidentiality protection is under control of the network.
3.3 Security negotiation

The confidentiality protection negotiation does not exist in LTE. Neither solutions #1.3 and #1.5 contain signalling to this purpose. However, it is understood that some use cases may not require UP security confidentiality and therefore it may be useful if the UE could signal this requirement to the network. As such, we propose that:
-
The 5G system shall support that the UE signals no need for UP confidentiality protection to the network.
4. Proposal for way forward
The previous paragraph contains some potential agreements that are used in the following companion pCRs to do the following:

-
Resolve the Editor’s Notes (S3-170091)

-
Propose questions for the questions annex (S3-170092)

-
Propose an interim agreement (S3-170093)

