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Abstract of the contribution: This contribution provides the details and the objective of solution#2.12 allowing the serving network to deliver its public key in the Initial Authentication Response message to the UE during Initial Authentication Procedure. It also explains why it is not a valid case for the serving network to lie about its public key in this case. In conclusion, the following EN can be deleted; “Editor’s Note: Whether serving networking lying about its public key is a serious security threat is FFS.”
1. Introduction & Discussion
One of the main goals for MASA solution is to address the documented security vulnerabilities against EPS-AKA. One of these vulnerabilities is the Fake Basestation Attack in the case on UNAUTHENTUICATED REJECT MESSAGES.

In order to protect the serving network from the fake basestation attack, solution# 2.12 provides a mechanism to the serving network to provide its Public Key and the serving network ID that identifies the public/private key pairs. This mechanism provides a protection for the serving network itself against the documented fake basestation attack in the case when the serving network itself is required to send an UNAUTHENTICATED REJECT MESSAGE to the UE.

Since this mechanism is mainly provided as a tool to protect the serving network itself, it is unreasonable to assume that the serving network possibly may lie to the UE in order to make itself vulnerable to the attack that it is trying to protect itself from.

Thus, it is in the best interest of the serving network to make sure that its correct public key is securely delivered to the UE in order for the UE to be able to validate any REJECT MESSAGE that is signed by the serving network private key; and thus to protect the serving network from the fake basestation attack.

2. Proposed Changes
***************Start of Change 1****************
…………

5.2.4.12.2.3
NG-UE Functionality

5.2.4.12.2.3.1
Initial Authentication Request (IAR)

· Initial Authentication Request is sent from the NG-UE to the serving network SeAN in resonse to Identify Request message from the SeAN.

· Initial Authentication Request carries two main blocks of information which can be identified as follows:

· IAR Inner Block 

· This block of the IAR includes security information related to NG-UE, e.g., UE security capabilities, IMSI, RAND1, RAND2, COUNTER.

· NG-UE generates RAND1 and RAND2 to be used to protect the respective blocks of the IAR and IAS as described in the following sections.

· NG-UE uses the RAND1 and the ‘K’ key to generate an Initial Authentication Request encryption and integrity protection keys, KIARenc + KIARint

· NG-UE uses KIARenc to encrypt the IAR inner block. The encrypted block is referred to as the IAR inner block.

· IAR Outer Block
· NG-UE will add RAND1 and IMSI.

· NG-UE uses KIARint to integrity protect both the Inner and outer IAR blocks and generate MAC.

· NG-UE encrypts the IAR message (including Inner and the Oter Blocks) using the Home Network public key.

· NG-UE includes the Home Network Identifier (HID) that is associated with the home network public key that was used to encrypt the IAR. This comprises the entire IAR,
5.2.4.12.2.3.2
Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SeAN to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing security material the SeAN currently receives from HSS, SeAN also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SeAN includes the security parameters that SeAN agrees with to use with UE based on the UE security capabilities that was received from the HSS. SeAN encrypts the information in the inner block using KIASenc.

· In addition, the SeAN adds the serving network ID (SNID), the serving network public key (SNPK), and the RAND2 and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the RAND2 as the same number that was included in the inner block of the respective outstanding IAR.

· NG-UE uses RAND2 and the subscriber ‘K’ with other keying material to derive KIASenc + KIASint. These keys could be derived ahead of time at the time of IAR initiation.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message while integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material.


NOTE: 
It is in the best interest of the serving network to securely deliver its public key to the NG-UE. This provides a protection against false basestation attack.
………….
***************End of Change 1****************
3. Conclusion
Since it is in the best interest of the serving network to make sure its correct public key is delivered to the UE, it is NOT reasonable to assume that the serving network may lie on the UE by sending the UE a false public key. Thus, SA3 is kindly requested to accept the changes in section 2 into TR33.899.
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