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Abstract of the contribution: Updating security area according to latest SA2 decisions.
Update to 1840: removing references to SA2 and replacing tdocs-references by the clauses of 23.799. In key issue 13.3 agreements are added as well.
5.13
Security area #13: Security for Interworking and Migration

5.13.1
Introduction 

This security area focuses on security aspects of migration and interworking scenarios.

Example interworking scenarios to consider are from EPC to NextGen core.
 In addition, typical roaming scenarios between operators are studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core. Typically an MNO will not deploy a standalone Next Generation System right from the beginning, but rather deploy it in parts of his PLMN area in addition to an existing legacy 3GPP RAN. 
Further NextGen core of an operator will need to support roaming with partners that have not yet migrated to the NextGen core. Thus migration strategies and interworking is required to maintain service for UEs changing between NextGen Radio (NR) and legacy 3GPP RAN. This key issue focuses on security aspects of migration and interworking scenarios based on the findings TR 23.799.

Several options of interworking and migration between radio technologies and possible core network concepts have been identified. 

-
Radio technologies to be considered are eLTE (Rel-15) and NR. 

-
Core Network concepts to be considered are EPC and Next Generation Core (NGCN). 



This key issue should in particular address security aspects of 

-
handover mobility and 

-
idle mode mobility 

when a NextGen system interworks with LTE/eLTE and vice versa, or other systems (e.g. WiFi). In the latter trusted and untrusted access needs to be considered.

Editor's Note: Mobility during inactive state may also have to be considered, depending on SA2 decisions.

Based on the identified migration and roaming scenarios the need for security in interworking solutions between the NextGen core network and EPC will be determined and related solutions will be discussed.
Possible
 deployment options (Option 3, 4, 5 and 7) for interworking between LTE/EPC and the NextGen System are collected in Annex J in TR 23.799 [2]. 
Interim agreements on EPC-NextGen Core interworking are collected in clause 8.11.1 of TR 23.799 [2]:

-
The standard defined for mobility procedures from NG Core to EPC shall be able to support "single radio/single attach" UEs and achieve minimal service disruption.

-
Support for these procedures in the network is optional and is based on network capabilities.

-
Common UP anchor is required for IP address preservation.

-
A common subscriber database (similar to HSS) is used between EPC and NG Core.

-
The standard shall support a source to target CN interface to transfer certain context between MME and CP Function of NG Core.

5.13.2
Security assumptions


Assumption: no SRVCC in NextGen, no interworking with GSM/GPRS, UMTS.

Furthermore, it is assumed that mobility scenarios can be considered separately for core network and radio access network. 

Editor's Note: It is ffs whether this assumption is warranted. It is to be verified e.g. whether we will use the same key derivation scheme as for (e)LTE with the vertical and horizontal handovers.

5.13.3
Key issues

5.13.3.1
Key issue #13.1: Security for Handovers 

5.13.3.1.1
Key issue details

NOTE: 
(e)LTE access networks can be attached to NextGen Core.

Security for the various handover scenarios needs to be considered: 

Core network:

•
UE moves inside NextGen Core (while changing radio access technology)

•
UE moves between EPC and NextGen Core

Radio access:

•
UE moves between NR and (e)LTE

•
UE moves between NR and non-3GPP access

•
UE moves between (e)LTE and non-3GPP access

Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 

5.13.3.1.2
Security threats 

5.13.3.1.3
Potential security requirements

5.13.3.2
Key issue #13.2: Security for Idle Mode Mobility  

5.13.3.2.1
Key issue details

NOTE: 
(e)LTE access networks can be attached to NextGen Core.

Security for the various idle mode mobility scenarios needs to be considered: 

Core network:

•
UE moves inside NextGen Core (while changing radio access technology)

•
UE moves between EPC and NextGen Core

Radio access:

•
UE moves between NR and (e)LTE

•
UE moves between NR and non-3GPP access

•
UE moves between (e)LTE and non-3GPP access

Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 

5.13.3.2.2
Security threats 

5.13.3.2.3
Potential security requirements

5.13.3.3
Key issue #13.3: Security aspects of migration  

5.13.3.3.1
Key issue details

This key issue is introduced to study security issues that may arise due to migration.

Typical roaming scenarios between operators are studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core. 

I
nterim agreements on option 3 to NG Core migration are collected in clause 8.11.2 of TR 23.799 [2]: 
· Solution 18.3 for migration from E-UTRAN/EPC including option 3 to NG Core options has been selected
· RAN related aspects of migration e.g. related to RRC or user plane will be addressed by RAN WGs
Solution 18.3 in TR 23.799 [2] is a solution for migration from E-UTRAN/EPC including Option 3 to Option 2,4,5, or 7. 
For the deployment options, see Annex J in TR 23.799 [2].
5.13.3.3.2
Security threats 

5.13.3.3.3
Potential security requirements

5.13.4
Solutions
5.13.4.z
Solution #13.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.13.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.13.4.z.2
Solution details  

5.13.4.z.3
Evaluation 

5.13.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
�Proposed to shift to below to keep track of SA2 important decisions


�This paragraph replaces the proposed change from 1840, which was:


Major decisions by SA2:


After SA2#117: 


The summary on interworking scenarios for NextGen, as given in SP-160464_RP-161266, resulted in 12 options how to combine radio technologies with CN concepts, some of them were ruled out for Rel-14. S2-163408 visualizes all possible deployment scenarios, also laid out in detail in S2-163464. S2-163348 proposes Option 2/4, Option 3 and Option 7 in the initial deployment options in Release 14 work for migration, interworking and forward compatibility considerations.  


After SA2#118: 


SA2 agreed on support of tight interworking from NGC to EPC assuming "Singel radio Single Attach". 


It was further concluded that a Common UP anchor is required for IP address preservation and that the standard shall support a source to target CN interface to transfer certain context between MME and CP Function of NG Core. A common subscriber database (similar to HSS) will be used between EPC and NG Core.








�Original inclusion from 1844 was:


SA2#118 agreed on the solution for migration from {legacy LTE/EPC, Option 3} to {Option 2/4/5/7}.








