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Abstract of the contribution: This contributions proposes some updates to enhance solution 3.4 (Untrusted non-3GPP access)
1. Discussion
This contribution proposes updates to solution 3.4 (Untrusted non-3GPP access) to:

a) Avoid the need for unnecessary full UE authentication (i.e., full EAP authentication), esp. if the UE has been already authenticated (e.g., through a different access network such as the 3GPP access) and a valid anchor key is available at the SEAF in the NG core.

b) Describe authentication/security procedures in a generic manner to show how non-3GPP access using NG-PDG fits in with the SA3 agreed security functions for the NextGen system.
In order to show the differences, we use solution 3.4 as the baseline text for the pCR. We also believe that these enhancements are useful optimizations and should be considered as part of solution 3.4 itself. If this is not agreeable, alternatively, these enhancements can be considered as an alternative solution variant. 

2. pCR

************ BEGIN CHANGES ************

5.3.4.4
Solution #3.4: Untrusted non-3GPP access
5.3.4.4.1
Introduction  

This solution addresses key issue #3.9 on "Untrusted non-3GPP access". It also relates to key issue #2.1 "Authentication framework".
5.3.4.4.2
Solution details  

Architectural aspects: 

The key issue states. "... an additional layer of security on top of whatever security is provided in the access network is required. This additional layer needs to extend between the UE and an entity considered trusted by the core network. "

We name this entity Next Generation Packet Data Gateway (NG-PDG). 

The NG-PDG has the following interfaces: 

· The NG-PDG exchanges IP packets with the UE across the untrusted access network.

· The NG-PDG exchanges signalling messages over IP with one or more control plane functions in the NG core. For simplicity, for the purposes of the present solution we subsume these control plane functions under the name Core Control Function (CCF). The CCF, in general, includes Mobility Management Function (MMF), Session Management Function (SMF), Security Anchor Function (SEAF), and Security Context Management Function (SCMF). 

Editor's Note: This solution does not take a stance on whether reference points should be defined between the various functions subsumed under CCF. This is for SA2 to decide.

· The NG-PDG exchanges user data over IP with user plane function UPF in the NG core.

Editor's Note: it is ffs whether NG-PDG is located in serving network or home network or both. 

Protocol aspects: 

· The additional layer of security between UE and NG-PDG is provided by IPsec. 

· IKEv2 is used to establish IPsec security associations between UE (IKEv2 initiator) and NG-PDG (IKEv2 responder).

· UE authentication is achieved using IKEv2 procedures using either a valid anchor key available at the SEAF or EAP methods. An anchor key is the intermediate key received by the SEAF from AUSF as a result of the NG-UE authentication process.
· NOTE: The use of an anchor key for IKEv2 authentication detailed below is an enchancement that avoids the need for full EAP authentication is an optimization Therefore, these enhancements can be considered as a solution variant.
Editor's Note: IKEv2 requires the use of certificates on the responder side to mitigate the so-called lying NAS (Network Access Server) problem. (This problem is better known in 3GPP as serving/access network impersonation). It is ffs whether an appropriate use of EAP-AKA' , together with IKEv2, could obviate the need for responder certificates as EAP-AKA' already provides access network authentication.
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Figure 5.3.4.4.2-1: 

Procedural aspects: 

· The UE establishes IP connectivity with the access network. How this is done is not within 3GPP remit. 

· The UE determines that the access network is untrusted.

NOTE: Rules for such a determination can be found in TSs 33.402 and 23.402. 

· The UE initiates IKEv2 with the NG-PDG.

Editor's Note: It is ffs which parameters the UE should include in various IKEv2 messages (e.g. configuration payload to obtain IP addresses). This will also be determined by needs expressed by SA2 and CT1.

· UE sends the IKE_AUTH request to the NG-PDG by including Identity of the UE in the IDi payload. The Identity, formatted as an NAI, includes either a UE temporary identifier that points to a valid anchor key at the SEAF (in which case the AUTH payload is included and is generated using a key derived that is bound to the NG-PDG from the anchor key) or an UE identifier that resolves to the permanent subscription identifier at the AUSF (in which case the AUTH payload is not included). The realm part of the Identity is used by the NG-PDG for routing to the SEAF in the CCF. Furthermore, it is also assumed that the Identity includes information to identify the authentication method (e.g., similar to the way NAIs are formatted for non-3GPP access in clause 19.3 of TS 23.003).  
· The NG-PDG sends Key Request (Identity, Indication of whether AUTH payload included) message to the SEAF part of the CCF.
Editor's Note: The above bullet expresses the security needs. In the interest of an access-agnostic mobility management framework, this initial message sent from the NG-PDG to the CCF could take the form of a generic Attach request. This is, however, for SA2 to decide. 
· Based on the received Key Request message, the SEAF determines whether to derive a key for the IKEv2 authentication of the UE to NG-PDG from the anchor key held at the SEAF or to initiate a new EAP authentication (e.g., indication that AUTH payload was included but anchor key not found or no longer valid, indication that AUTH payload was not included).
·  If a valid anchor key is available at the SEAF and can be used, the SEAF derives a key that is bound to the NG-PDG and sends it in a Key Response message to the NG-PDG and the NG-PDG uses it as a preshared key for the verification of the AUTH payload and establishment of IPsec security association between the UE and NG-PDG. If AUTH verification fails, the IKE_AUTH procedure is rejected and the UE may retry IKEv2 authentication without including the AUTH payload in the IKE_AUTH message. Otherwise (i.e., SEAF has determined that a new EAP authentication is required), the SEAF sends the EAP Identity Response message to the AUSF. 
· NOTE: In IKEv2, the omission of AUTH payload by the initiator is used as an indication to the responder to start the EAP authentication. In this solution, the decision of whether to start EAP authentication is left to the SEAF rather than the IKEv2 responder.
· Based on the received UE identity, the AUSF determines the EAP method to be used and initiates EAP method specific message exchanges (including, if required, EAP-method specific Identity request/response exchange) with the UE with the SEAF performing the functions of a 3GPP AAA proxy, as defined in TS 23.402, as far as proxying EAP messages between NG-PDG and AUSF (which takes the role of EAP server) is concerned. 

· At the end of the EAP authentication process, the SEAF sends (possibly via another function in the CCF) the EAP Success message and a key to the NG-PDG. 

· The NG-PDG uses this key to complete the authentication of the UE within IKEv2. 

· The UE and the NG-PDG complete the establishment of an IPsec security association. 

· IP packets protected between the UE and the NG-PDG can now be exchanged between the UE and the NG core. These include user plane packets as well as NAS messages sent over IP.

Editor's Note: It is ffs by SA2 whether any further NAS messages need to be sent.

Editor's Note: It is ffs whether there are security implications of IP address assignment. IP address assignment as such is within the remit of SA2 and CT1.

Security context management aspects: 

· The SEAF, by its definition, receives key from the AUSF. This is the anchor key, from which further keys are derived. 
· The SEAF takes an active role in key delivery: when the SEAF receives the anchor key from the AUSF, the SEAF requests the SCMF to derive a key from the anchor key and return it to the SEAF. The derived key is bound to the identity of the NG-PDG. The derived key is delivered to the NG-PDG, together with the EAP Success message if EAP authentication was performed. 

NOTE: 
For the purposes of IKEv2 between UE and NG-PDG, the derived key takes the role of either preshared key for IKEv2 UE authentication or of that MSK takes in 33.402, clause 8. 
Editor's Note: Re-use of anchor key over multiple instances of untrusted access is ffs. One solution to consider is EAP-Re-authentication (ERP). 

Editor's Note: it is ffs whether EMSK should be used to derive the anchor key instead of using MSK as the anchor key in case an EAP method other than EAP-AKA' is used (to achieve serving network binding).
· The UE performs a corresponding key derivation of derived key from the anchor key. 

· In case, NAS messages are sent after the establishment of an IPsec security association then they can be protected as follows: 
· Use of NAS layer security: The SCMF derives NAS keys from the anchor key and delivers the NAS keys to the MMF and SMF, as appropriate. This would be in line with an access-agnostic handling of NAS security. It would have the downside, though, of double protection, by IPsec and by NAS security. This may be acceptable, though, as signalling messages are rare.
Editor's Note: The possibility of protecting NAS messages by some form of IP address binding is ffs.
5.3.4.4.3
Evaluation 
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