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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This PCR is going to identify security threats and bring requirements on key handling in RRC inactive connected state to RRC connected state transition.
Introduction
Next Generation security framework should take into consideration the state machines envisioned for RRC protocol within new RAT. TR 38.804 has proposed that the mobility state machine for RRC should have an inactive connected state (in addition to an RRC connected state and an RRC idle state).
The inactive connected state can be characterised by, at least [1]:
a) UEs in inactive connected state should incur minimum signalling, minimise power consumption, minimise resource costs in the RAN/CN making it possible to maximise the number of UEs utilising (and benefiting from) this state.
b) Able to start data transfer with low delay (as required by RAN requirements).
From the Next Generation core network perspective, the transitions between RRC connected state and RRC inactive connected state is invisible.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE [2]. 
Key hierarchy has been studied in TR 33.899 and several solutions were proposed. However key handling in RRC inactive connected state to RRC connected state transition has not taken into consideration.  The goal of this PCR is going to identify security threats and bring requirements on key handling of this state transition.
[bookmark: _GoBack]In the revision, two reference documents are added and the agenda item has been changed to 8.6.4, RAN security.
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***	BEGIN OF CHANGES	***
[bookmark: _Toc456605696][bookmark: _Toc456645152][bookmark: _Toc457562818]5.1.3.X	Key Issue #1.X  Key handling in RRC inactive state to RRC active state transition 
5.1.3. X.1 Key issue details 
In additional to RRC idle and RRC connected, inactive connected state has been introduced into the new RAN.  In the inactive connected state, the connection (both CP and UP) between RAN and Core should be maintained, and the AS context should be stored in RAN and the UE. As forward security defined in TS33.401, for a eNB with knowledge of KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB.  Similar with LTE, the next generation network also needs forward security during RRC state transition.  Consequently, key handling mechanism in RRC inactive connected state to RRC connected state transition is needed.
5.1.3. X.2   Security threats
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
5.1.3. X.3   Potential security requirements
If a UE transits to RRC connected state from RRC inactive connected state when connecting a new (another) gNB, new KAN shall be derived between the UE and the new gNB.
***	END OF CHANGES	***

