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Abstract of the contribution:

This contribution introduces a variant of EPS AKA, called EPS AKA*, with the visited network sending an authentication confirmation to the home network. The confirmation shows to the home network that the UE actually was involved in the HN; it cannot be spoofed by the VN.  The UE sees no difference between EPS AKA and EPS AKA*.

All the text in the following is new, hence no revision marks are used.  

----------------------- start of new text-----------------------

5.2.4.z
Solution #2.z: EPS AKA with UE authentication confirmation
5.2.4.z.1
Introduction  




This solution addresses key issue xxx

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.z.2
Solution details  

The present solution enhances EPS AKA with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA in 5G, as e.g. described in solution 2.7. In particular, the solution does not affect the authentication behaviour of the UE, compared to EPS AKA. 

The present solution is called EPS AKA*.

NOTE: It was purposely avoided calling the new solution EPS AKA' as this would have suggested a wrong analogy between EAP-AKA and EPS AKA on the one hand and EAP-AKA' and the new EPS AKA' on the other. But the main difference between EAP-AKA and EAP-AKA' is that the latter provides serving network authentication while the former does not. However, EPS AKA already provides serving network authentication, too.
In the following, the agreed terminology for authentication-related functions from clause 5.2.1.2 of the present TR is used. 

EPS AKA* works as follows: 

The SEAF in the visited network requests a new authentication vector by sending a Next Gen Authentication Information Request (NG-AIR) to the AUSF in the home network.

The AUSF translates the NG-AIR into a request to the ARPF. The ARPF generates the authentication vector in the same way as for EPS AKA in TS 33.401 and returns it to the AUSF. Only one authentication vector shall be returned in response to an NG-AIR.
NOTE: Returning only one authentication vector at a time is already recommended in EPS. 

The AUSF splits the parameter XRES into two equal parts XRES1 and XRES2 (e.g. by choosing XRES1 to be the n least significant bits of XRES where 2n is the length of XRES). The assumption is made here that the knowledge of XRES1 does not help in guessing XRES2.

NOTE: This assumption is believed to be fulfilled when the expected authentication response XRES is pseudo-randomly generated, e.g. as in MILENAGE or TUAK. 

The AUSF stores XRES temporarily until a protocol timer expires. 
Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF then returns an authentication vector AV* in a Next Gen Authentication Information Answer (NG-AIA). The only difference between AV* and an authentication vector AV, as described for EPS AKA in TS 33.401, is that AV* contains only XRES1 while AV contains the full XRES. 
The SEAF understands from the NG-AIA that it includes AV*, not AV. 

The SEAF sends RAND, AUTN to the UE. The UE returns RES, as described for EPS AKA in TS 33.401.

The SEAF splits RES into RES1 and RES2 in the same way as the AUSF did and compares RES1 with XRES1. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the SEAF sends RES, as received from the UE, in a newly defined Next Gen Authentication Confirmation (NG-AC) message (containing identifications of the subscriber and the visited network) to the AUSF. 

When the NG-AC message was received in response to an NG-AIA and was received in time (cf. protocol timer above) the AUSF compares the received RES with the stored XRES. If they coincide the AUSF considers the authentication successful and records the event, together with the time, the identity of the visited network and the subscriber identity, in a database of successful authentications. 
NOTE: Solution 2.y 
explains how EPS AKA* can be used to address key issue 2.xxx
.  

Editor's Note: The extent to which the reaction of the AUSF needs to be standardised is ffs.
Editor's Note: It is ffs whether the SEAF should also report failed authentications. The feature "Authentication failure report" was available in 3G, cf. TS 33.102, clause 6.3.6, but was abandoned in 4G as it was not found useful.
5.2.4.z.3
Evaluation 

Security: 

1) Probability of spoofing the response: 
Assume that an SEAF wants to spoof RES in the absence of the subscriber. (This is the first threat described in key issue xxx
.) The SEAF has obtained XRES1 from the AUSF, but needs to guess RES2. In EPS AKA, RES has a minimum length of 32 bits. (For the commonly used authentication algorithm set MILENAGE, the length of RES is 64 bits.) So, RES2 has a minimum length of 16 bits. This means that the SEAF has a chance of at most 1 in 2^16 =65.000 to guess RES2 correctly. 
This success probability for a fraudulent SEAF is considered sufficiently low for the following reasons: 

· A chance of at most 1 in 65.000 (1 in 4 billion for MILENAGE) is considered commercially unattractive. 

· It would be highly suspicious to the home network if the visited network reported a high number of authentications as successful that the home network found incorrect. (The home network could, e.g., compare the corresponding figures among various networks to obtain heuristical values.)
2) RES1 correct, but RES2 incorrect
It can happen that the UE sends an incorrect RES where, however, the RES1 part is correct. The SEAF would then see the authentication as successful, but, when the UE was indeed not the one it claimed to be, the UE would not be able to compute (the NG equivalent of) KASME correctly, and the SEAF would notice the failure when trying to take (the NG equivalent of) KASME into use in the NG Security Mode procedure. The probability for a false UE to guess RES1 correctly is determined by the length of RES1 and is considered sufficiently low, cf. 1), for any practical purposes. If the UE did send the correct RES, but RES2 was corrupted over the air interface, while RES1 was not, the SEAF would indeed go ahead in serving the UE (rightfully so), but the AUSF would not record this as a successful authentication, which may result in an additional authentication requested by the home network. This is not believed to do much harm as corruption of a correct RES over the air should be a rare event. 
3) Impersonating an MME towards the home network
Assume the SEAF presented itself as an MME to the home network. (This case is included for completeness, it is not clear if this was ever possible protocol-wise.) Then the home network would issue authentication vectors AV for EPS AKA, which include the full RES. However, the AUSF would not expect any Next Gen Authentication Confirmation message and would not record any successful authentications. So, this would not help the SEAF when the home network would consequently link an NG Update Location request with recent successful authentications (as described in solution 2.y
). 

4) Impersonating an MME towards the UE
Assume that the SEAF correctly presents itself to the AUSF to obtain authentication vectors AV* for EPS AKA*. The SEAF would then present itself to the UE as an MME. Even if this was possible protocol-wise, it would not make any difference from a security point of view as the UE behaviour is the same for EPS AKA and EPS AKA*. In any case, the AUSF gets the guarantee, by receiving the Next Gen Authentication Confirmation message, that the SEAF had a recent successful authentication exchange with the UE (through whatever intermediate entities). 

5) Key issued to SEAF before AUSF knows about UE authentication success
The security guarantees given to the home network by EPS AKA* are still lower than those given by EAP-AKA'. The difference lies in the point of time the intermediate key (which is KASME in EPS AKA* and MSK in EAP-AKA') is given to the SEAF: for EPS AKA*, the intermediate key is issued by the AUSF before authentication success is known, for EAP-AKA' this happens only afterwards. 
The question is in how much this difference in security guarantees matters in practical terms.

At the time the authentication vector is sent, the home network has had the chance to check that the visiting network is authorized to serve the subscriber. So, when the subscriber is actually present at this time, everything is fine. 

When the subscriber is not present in the visited network, the SEAF cannot generate a correct Authentication Confirmation message, but it has already received KASME. What attacks could a fraudulent SEAF mount in this case?

· The SEAF could wait until the subscriber finally arrives in the visited network and could then use the key KASME. This would constitute an attack only if the authorization to serve the subscriber had expired in the meantime. But such authorizations are believed to be quite long-term. Furthermore, sitting and waiting for a subscriber to stumble into the visited network does not seem a very effective attack strategy. 

· So, the SEAF would have to pursue a more active strategy by following the subscriber around with a network-in-a-box piece of equipment and entice the subscriber to attach to this equipment. This would be possible, in principle, but it would probably require some IP connectivity from the network-in-a-box to provide Internet access for the subscriber. The attacker could mount the attack any time after receiving the key KASME, but only as long as the sequence number in the authentication challenge remains fresh from a UE point of view. The more authentications the UE successfully performs in other networks, the sooner the sequence number will become stale. 
· An online variant of the attack in the previous bullet seems also possible with EAP-AKA': if the network-in-a-box had an IP connection to the real visited network, the network-in-a-box could transparently forward EAP authentication messages between the UE and the SEAF in the real visited network via the network-in-a-box, and the SEAF would then communicate with the AUSF in the home network as usual. A difference to the attack scenario in the previous bullet is that the attachment of the UE to the network-in-a-box would have to happen at the time of the EAP authentication exchange with the AUSF in the home network, and not at any time later. This difference does not seem a major obstacle, though, when IP connectivity from the network-in-a-box has been established, as the authentication would be initiated by the network-in-a-box via the SEAF towards the AUSF. 
Furthermore, the second threat described in key issue xxx
 (correct authentication of UE, followed by detach and overbilling) could not be thwarted by the use of EAP-AKA' either. 

Efficiency: 

1) Authentication delay
The efficiency advantage of EPS AKA over EAP-AKA' is inherited by EPS AKA* as far as authentication delay over the air interface is concerned: The SEAF can go ahead with the NG Security Mode procedure etc. without having to wait for a second roundtrip of authentication with the AUSF. This is particularly useful in full authentications that do not entail an Update Location procedure or any further interaction with the home network.
2) Computation overhead
Computation overhead of EPS AKA* is also the same as for EPS AKA and lower than for EAP-AKA'. This may be an advantage for UEs with restricted capabilities. 
3) Statelessness

The AUSF is no longer stateless as in EPS AKA. It becomes stateful as in EAP-AKA'. 
----------------------- end of new text-----------------------
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