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SA2's TR 23.799 is currently discussing whether to have a single termination point for NAS security. The present contribution introduces this as a solution into the architecture area of TR 33.899. One of the purposes of the contribution is to show that inter-layer address spoofing must be addressed when choosing a single termination point for NAS security.
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5.1.4.z
Solution #1.z: Single termination point for NAS security
5.1.4.z.1
Introduction  
The present solution addresses key issues 1.5 " Integrity protection for the control plane between UE and network" and 1.6 "Confidentiality protection for the control plane between UE and network". 

The present solution specifically addresses signalling between the UE and the NG core over the NG1 interface. Different types of signalling are carried over NG1, e.g. Mobility Management (MM) signalling and Session Management (SM) signalling. 
Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.1.4.z.2
Solution details  

For the present solution, there is one termination point in the NG core (called 'NAS security termination' henceforth) for confidentiality and integrity protection of signalling messages sent over NG1. This means that the same confidentiality and integrity protection mechanisms are applied irrespective of the type of signalling, e.g. MM or SM.  
When a signalling messages is received in the NG core from the UE over NG1 it is first routed to the NAS security termination for integrity-checking and (potential) decryption. It is then routed further to the entity that processes the corresponding type of signalling, e.g. SM or MM entity. 

When a signalling messages is to be sent from the NG core to the UE over NG1 it is routed by the entity that processes the corresponding type of signalling, e.g. SM or MM entity, to the NAS security termination for adding the integrity-check value and (potential) encryption. It is then sent out to the UE over NG1.

The UE-specific security context available in the NAS security termination is (as is always the case with security contexts) tied to a particular user identity, called ID_NAS (only for the purposes of describing the present solution). 
5.1.4.z.3
Evaluation 

Whether this solution should be selected depends, to a large degree, on efficiency and complexity considerations. 

Editor’s note: Efficiency and complexity considerations are to be decided by SA2. 
However, there are several security aspects to be taken into account: 

Secure location: 

The NAS security termination shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access.
Inter-layer address spoofing:

TR 23.799 v080, clause 6.12.1.1.3, contains the following Editor's Note: "Whether a single user identity or multiple user identities are needed for the various functionalities (e.g. MM, SM, etc.) is FFS, depends on the solutions for such functionalities, and requires SA3 input." 
This raises the prospect of having an ID_MM, an ID_SM etc., different from ID_NAS, and the entity that processes the corresponding type of signalling, e.g. SM or MM entity, would act only upon the identity ID_MM or ID_SM etc. If now the NAS security termination checked the NAS message origin authentication based on a different identity, namely ID_NAS, there would be the possibility for a UE to use the correct ID_NAS while spoofing the ID_MM or ID_SM. It is therefore a security requirement for this solution to work that such inter-layer address spoofing is prevented. It is envisaged that this could easily achieved in at least one of the two following ways: 
· using a single identifier for ID_NAS, ID_MM and ID_SM;

· using a master identifier, e.g. IMSI or ID_NAS, to which all the other identifiers are securely tied. In this case, the NAS security termination has to communicate the verified master identifier to the signalling entities that process ID_MM or ID_SM for comparison. 
Privacy: 

If there was no single NAS security termination then the unencrypted part of a signalling message would have to contain parameters that would allow routing to the correct NAS entity, e.g. SM entity in a network slice. This information about the slice may give away information on the services used. However, user identity privacy should prevent that an eavesdropper can associate a particular signalling message with a particular subscriber. 

Editor's Note: The above paragraph has been included for completeness. It is ffs whether leaving parameters unencrypted that are required for NAS-internal routing would endanger privacy. 

Editor's Note: Additional security aspects are ffs: e.g. the case MM and SM are in separate domains and the case of moving UEs. 

Editor's Note: Slice security isolation with this solution is ffs. 
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