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Overall comments: This contribution provides comments on S3-161731 by adding Editor's Notes and providing text for the evaluation section. The added Editor's Notes are highlighted in turquoise. The main conclusion is that the present solution is potentially useful only for non-AKA, non-EAP authentication methods as there are simpler alternatives otherwise. However, it is not clear whether 5G authentication will support non-AKA, non-EAP methods. Furthermore, the solution suffers from an incomplete threat and risk analysis.
Abstract of the original contribution: This pCR proposes a solution for the key issue – 5.3.3.1 Key issue #3.1: Interception of radio interface keys sent between operator entities
Introduction 

This pCR proposes a solution for the key issue – 5.3.3.1. Key issue #3.1 Interception of radio interface keys sent between operator entities.
Proposed pCR

***
BEGIN OF FIRST CHANGE
***
5.3.4.x
Solution #3.x: binding of keys to an authentication session with a serving network in NextGen systems
5.3.4.x.1
Introduction  

This solution addresses Key Issue #3.1 (Theft of keys). Keys can be stolen not only by passive eavesdropping of communication links between the home and serving network nodes but also via triggering a genuine serving network requesting the keys from the home network on behalf of the UE when the UE is not present at the serving network. Such stolen keys can be used by an attacker to impersonate the legitimate serving network and intercept UE’s communication traffic.
Editor's Note: The threat needs to be clarified: Who triggers? Who is the attacker? If the attacker is not the genuine network how does the attacker get hold of the keys if not by eavesdropping on communication links? If the attacker is the genuine network what exactly is the associated risk? The present solution needs further justification based on a thorough risk analysis. 
This solution describes an enhanced authentication protocol that binds an authentication session root key (KASRK) to the authentication session. 
Editor's Note: The notion of authentication session is not defined in TR 33.899 nor in TS 33.401. Who is involved in this authentication session, UE and serving network, or UE, serving network and home network?
Such binding ensures the UE that the current authentication session and corresponding communication with the serving network is authorized by the home network. 
This binding to the authentication session also has the affect of binding the authentication to a serving network
Editor's Note: It seems that two protocol properties are mixed here: it is easily possible that an MSK is bound to the authentication session (if the meaning is that the MSK was generated after the UE sent a certain freshness parameter), but there is no serving network authentication, cf. example of EAP-AKA. It is the other way around for EPS AKA: the visited network can request an authentication vector independent of any request from the UE, but serving network authentication is guaranteed. 
NOTE: The solution ensures the UE that the current authentication session and corresponding communication with the serving network is authorized by the home network when used with EPS AKA. Similarly, it implicitly ensure that the home network that any authentication vector sent can only be used for the present session. 
Editor's Note: It needs further clarification whether the home network has any notion of authentication session. 

Editor's Note: It is FFS which other authentication methods require the additional mechanisms to bind the key to the authentication session and/or serving network.
5.3.4.x.2
Solution details  

Binding an authentication session root key (KASRK) to a serving network is achived based on an attach request with an information element (IE) that is encrypted by the UE and can only be decrypted by the AUSF in the home network. The encrypted IE contains the serving network identifier (SNID) and a session specific key encryption key (KEK) generated by the UE. The SNID provided by the UE (i.e., not by the serving network) is used by the AUSF to bind a KASRK to the serving network. The KEK is used to bind KASRK to the authentication session in such a way that the NG-UE who initially generated the KEK can be confirmed with the knowledge of the KEK by the serving network during the authentication procedure.

Binding KASRK to the serving network prevents an attacker who acquired the messages exchanged between the AUSF and the serving network from masquerading the serving network identified by the SNID. 
Editor's Note: This statement suffers from a lack of clarity in the threat analysis, cf. first added EN. If the attacker obtains any secret information by eavesdropping then confidentiality protection in the interconnection network would seem sufficient. If the genuine serving network acts as an attacker then there is no issue of masquerading as the serving network cannot masquerade as itself.  

And, binding KASRK to the KEK prevents an attacker who obtains the authentication session root key (or other information used by the serving network to authenticate the NG-UE, e.g., an authentication vector in LTE) from masquerading the serving network after the authentication procedure associated with the KEK has been completed.
Editor's Note: This seems impossible to accomplish as anybody knowing the KASRK will also know the derived keys and can, hence, e.g. eavesdrop on the radio link long after the authentication procedure has been completed,until the KASRK is refreshed. 
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Figure 1. Attach procedure with intrinsic serving network and session binding when using EPS AKA
1. The NG-UE sends an attach request to the serving network with UE identity and an encrypted information element (IE) that contains the serving network identity (SNID) to which the NG-UE is attaching and a key encryption key (KEK) that is generated by the NG-UE. 

NOTE: either the AUSF’s public key or a shared key between the NG-UE and the AUSF can be used as an encryption key. In case that the AUSF’s.public key is used for encryption, the NG-UE shall be provisioned with the AUSF’s public key or certificate.
Editor’s Note: SEAF and CP-CN are shown in the same box since the interface between them has not been defined. 

2. The SEAF/CP-CN adds its SNID and certificate (or public key) to the information received from the NG-UE and sends an authentication request to the AUSF. The AUSF obtains the SNID and the KEK by decrypting the authentication request message.

NOTE: If the certificate or public key associated with SNID is stored in the AUSF, it need not be included in the authenetication request. 

3. 
4. The AUSF sends the authentication response that includes an encrypted authentication session root key (KASRK) and an encrypted KEK. The KASRK is encrypted using the KEK and the KEK is encrypted using the public key of the serving network. 

NOTE: Only the serving network (node) that owns the private key associated with the public key used for the KEK encryption can decrypt the KEK and subsequently decrypt the KASRK using the KEK. 


NOTE: In EPS AKA, the AUSF includes an authentication vector (AV) in the authentication response so that the serving network can perform authentication with the NG-UE. In this case, the AV is encrypted using the KEK.

The SEAF/CP-CN obtains the KEK using its private key and subsequently AV or KASRK using the KEK.

5. The SEAF/CP-CN authenticates with the NG-UE based on the AV.

6.  The SEAF/CP-CN integrity-protects the attach accept message using the KEK and sends the integrity-protected message to the NG-UE. If the NG-UE successfully verifies the attach accept message, then the NG-UE can be confirmed with the binding of KASRK to the current authentication session and the binding of the KASRK to the serving network, based on the SEAF/CP-CN’s knowledge of KEK.
7. NOTE: Integrity protection of this message using KEK assures to the UE that the AVs used for the authentication in step 4 is freshly provided by the home network to this serving network for the Attach Request in step 1. The step 5 can be performed as part of the step 4.
5.3.4.x.3
Evaluation


The risk of a genuine serving network obtaining authentication vectors ahead of an Attach request by the UE seems quite limited, as shown by the evaluation section of solution 2.z 
. Furthermore, even the solution presented in this clause cannot completely mitigate the risk of a genuine serving network abusing authentication vectors or root keys, cf. online variant of the attack in the evaluation section of solution 2.z 
. 
The present solution is not needed for AKA-based authentication methods: 
· It appears that EPS AKA* in solution 2.z 
 suffices to mitigate the risk of a serving network obtaining authentication vectors when the UE is not present in the serving network. 
· Even if it is decided that a stronger mitigation of this risk is needed the method of choice would rather be EAP-AKA', a well-proven method, than a totally new protocol that seems to have no stronger security properties than EAP-AKA', but is considerably more complex. 
· It is also pointed out that, for enhancing EPS AKA according to the intention of the present solution, a much simpler solution would work: the UE includes an unencrypted random value in the Attach request, which the serving network forwards to the home network. The home network then includes this random value in the computation of KASME from CK, IK, together with the serving network identity. This works as CK, IK never leave the home network in EPS AKA. 
The present solution is not needed for EAP-based authentication methods: 

· For EAP-based authentication methods, the simpler solution 2.19 where the AUSF calculates KSEAF from the EMSK in a way that KSEAF is bound to the serving network identity seems preferable to the present solution for reasons of complexity. 
The present solution is therefore potentially useful only for non-AKA, non-EAP authentication methods. However, it is not clear whether 5G authentication will support such methods.  
***
END OF FIRST CHANGES
***
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