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	Work Item details

	Which Technical Body is responsible?
[bookmark: WITB]CYBER
	[bookmark: WICommittee][bookmark: WIProject]Sub Group: 	CYBER
Project: 	

	WI reference number (if known): 
[bookmark: WIReferenceNumber] DTS/CYBER-0020

 (number will be allocated by Secretariat if not shown)
	PWI reference: 
[bookmark: PWIReference] PWI_CYBER_1612_v3


	Formal title  
of deliverable:
	[bookmark: Title1]CYBER
[bookmark: Title2]Application of ABE for data protection on smart devices, cloud and mobile services
[bookmark: Title3]

	Working title:
[bookmark: WorkingTitle]
	[bookmark: ScopeOfWork]Scope of work to be undertaken: This WI specifies an application of ABE to implement ABAC for specific environments where access to data has to be given to multiple parties and under different conditions.
The work item will describe the ABE encryption and decryption mechanisms, the boundary conditions relating to the underlying cryptography, the key distribution protocols and any related architectural aspect.
Three main use cases will be addressed: Cloud, Mobile, IoT.
Cloud: At least one use case from ISO 19944. The use case will adopt policy rule syntax from 19944, and ISO definition and standard architecture for Cloud computing from ISO/IEC 17788/9. Under the liaison with ISO/IEC SC38, it is proposed that this activity could be performed in connection and with the advisory of ISO 19944 project for impact evaluation.
Mobile: At least one use cases from the Smarter 3GPP document TR22.891 related to the scenario of user access from less trusted networks. The objective is to provide user identity protection preventivg disclousure to unauthorized entity.
IoT: At least two use cases covering IoT or edge scenarios where data access mechanisms are actioned either in the network or on the device. The objective is to retain flexibility w.r.t. reuse of the work by other standardisation bodies, e.g. oneM2M.

	Rapporteur (named individual person):
[bookmark: RapporteurName]name: 	 Giovanni Bartolomeo
[bookmark: RapporteurOrganisation]organisation:	CNIT
[bookmark: RapporteurMail]e-mail:	giovanni.bartolomeo@uniroma2.it
	Supporting ETSI Member organisations:
(name at least four) 

	
	[bookmark: SupportingOrganisations]

	Deliverable document details:

	What type of document will be produced?
[bookmark: EN][bookmark: EG][bookmark: ES][bookmark: TS][bookmark: TR][bookmark: SR][bookmark: GS]EN[  ]   EG[  ]   ES[  ]    TS[ X ]   TR[  ]   SR[  ]   GS [  ]
For EN deliverables only: 
· [bookmark: OAPorTAP]Is the draft EN to be approved by EN Approval Procedure or Two-step Approval Procedure (*)? 	
· [bookmark: IsHarmonized]Candidate harmonized standard? 	
· [bookmark: Directive]Directive:   
* TAP may be used for ENs produced jointly with a co-operating partner (e.g. CEN or CENELEC)
	Is it a new document or a revision of an existing one?
[bookmark: NewOrRevision]New

If a revision, state the deliverable (e.g. TS 102 987 v1.1.1) being revised:
[bookmark: DeliverableNumber][bookmark: DeliverableVersion]   edition / version   

	Hierarchy: if this Work Item fits in a hierarchical tree (see TWP clause 1.6.1), its position shall then be indicated here by giving the reference of its parent node (WI reference / deliverable number / topic name).
___________________________________

	Work schedule:

	

	
	Milestone name
	Target date
	

	
	· TB adoption of WI
	[bookmark: DateTBAdoption]2016-06-17
	

	
	· Early Draft
	[bookmark: DateEarlyDraft]2017-02-15
	

	
	· Stable Draft
	[bookmark: DateStableDraft]2018-02-12
	

	
	· Draft for approval
	[bookmark: DateDraftForApproval]2018-06-18
	

	
	· WG approval (delete if no WG)
	[bookmark: DateWGApproval]
	

	
	· TB approval
	[bookmark: DateTBApproval]2018-06-18
	

	
	To be published as version:
	[bookmark: ToBePublishedAsVersion]V 1.1.1
	

	
	

	[bookmark: Remarks]Remarks:  

	

	Environmental Aspects
	[bookmark: HasEnvAspects]No
	User /Consumer Aspects
	[bookmark: HasUserAspects]Yes

	Key aspects (in an overall perspective):
· Power consumption and saving mechanisms
· Operational conditions 
· Other matters
	
[bookmark: EnvCons]No
[bookmark: EnvOpe]No
[bookmark: EnvOther]No
	Key requirements:
· Accessibility and/or Usability
Control of devices through a user interface
Control of services
Media presentation to the user
Media entry by the user
Media processing
User and device profile management and usage
· User security
· Privacy
· Safety
	
[bookmark: UsrAcc]No
[bookmark: ControlDev]No

[bookmark: ControlServ]No
[bookmark: MediaPresn]No
[bookmark: MediaEntry]No
[bookmark: MediaProcs]No
[bookmark: UserDeviceProf]No

[bookmark: UsrSec]Yes
[bookmark: UsrPri]Yes
[bookmark: UsrSaf]No

	[bookmark: EnvAspects]	Comment: 
	
	[bookmark: UserAspects]	Comment:   
	

	[bookmark: _GoBack]Security Aspects 

[bookmark: SecurityAspects]Comments: 
	[bookmark: HasSecurityAspects]Yes
	Keywords (at least 2 from those available at http://webapp.etsi.org/ContextHelp/WorkProgram_help.asp?type=CODES_KEYWORDS)
[bookmark: Keywords] access control;CONFIDENTIALITY;PORTABILITY;privacy
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