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At SA3#81 in Anaheim, SA3 agreed on a major update of the 3GPP security profiles for TLS, X.509 certificates, CRLs, IKEv2, ESP, and SRTP. The update provides a good basis for future releases. However, several issues remain, and as attacks, standards, requirements, and deployments are updated constantly, yearly reviews of the security profiles are in order. Cryptographic algorithms and security protocols are a very active area with rapid changes in both standardization and deployments. While we do not anticipate as large update as in Rel-13, we anticipate significant updates in Rel-14 as well as in future releases.
		X.509 (PKIX) Certificates and CRLs
The 3GPP profiles for X.509 certificates and CRLs are in TS 33.310 Section 6.1. The profiles apply to both (D)TLS and IKEv2.
The Certificate and CRL profile allow several options (RSA-1024, SHA-1) giving less than 80 bit security, a security level that according to NIST recommendations [1] should have been forbidden no later than 2010. The current minimal requirement by NIST is 112 bit, and US and EU recommendations agree on 128-bit security level as the future minimum. The current minimum requirements for US governments are RSA-3072, and SHA-384.
All major browsers stopped supporting RSA-1024 certificates in 2015 and SHA-1 certificates in 2016. Recent research shows that resourceful attackers have likely been able to break some algorithms with 80-bit security for several years [2][3]. In the case of certificates, the security is not increased at all by implementing or even using new algorithms, it is only increased by not supporting the old weak algorithms. 80-bit security will likely be trivial to break when Rel-14 nodes are taken out of service.
The support of such certificates in the 3GPP standards is not only a security risk; it’s also a risk for negative media coverage and publicity for 3GPP and the industry [4][5][6].
As all Rel-9 nodes are mandated to support SHA-256, certificates have limited lifetime, and there are some time until Release 14 will be deployed, we propose that 3GPP shall forbid support of RSA-1024 and SHA-1 certificates in Rel-14.
Some requirements in RFC5280 are conflicting with the requirements in the 3GPP certificate profile, e.g. the requirements on support of MD5. We propose additional text explaining that Section 6.1 of 33.310 overrides any conflicting requirements in RFC5280.
Both the IPsec and TLS profile has a 192–256 bit security level as should support. This is required by many governments. The Certificate and CRL profiles should also have a 192–256 bit security level as should support.
The signature algorithm sha256WithRSAEncryption uses PSASSA-PKCS1-v1_5 instead of the modern and more secure RSASSA-PSS.  But as 3GPP is transitioning to ECDSA and later PQC, it is unclear if updates are needed.
SA3 agreed on the general principle to have mandate at least two different algorithms in case one gets broken (like SHA-1). SA3 should consider mandating support of SHA-3 (which is already used in TUAK).
The proposed changes are implemented in CR S3-161910.
We propose the following changes to TS 33.310 Section 6.1 (Rel-14):
· The requirements in TS 33.310 Section 6.1 override any conflicting requirements in RFC5280.
· SHA-1 shall not be supported. (SHA-1 signatures have approximately 67-bit security)
· SHA-384 should be supported.
· RSA key lengths less than 2048-bit shall not be supported. (RSA-1024 has approximately 73-bit security)
· RSA key lengths of at least 4096-bit shall be supported.
· id-RSASSA-PSS shall be supported
· secp384r1 should be supported
· ECC key lengths of less than 255-bit shall not be supported.
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