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Abstract of the contribution:

This contribution proposes a PCO based user authentication in the network slice at the time of setting up PDU sessions in the network slice.

1. Introduction

LTE has defined a mechanism where the P-GW, on a per APN basis, may use Diameter based authentication [RFC 7115] to authenticate a user with a non-3GPP AAA Server connected to it over the SGi interface. 
The user provides the PAP/CHAP user credentials in the Protocol Configuration Options (PCO) IE during an initial attach. For example, a PCO IE containing CHAP based user credentials may be sent in the PDN Connectivity Request message along with the Attach Request NAS message during the initial attach. 

When the P-GW receives the NAS session management message (for ex., PDN Connectivity Request) with the user provided PAP/CHAP credentials in the PCO IE, the Diameter client function in the P-GW encodes this authentication information in a AA-Request Diameter message (cf. TS 29.061) and forwards it to the APN-specific external AAA server over the SGi interface.

The AAA server checks whether the user can be accepted. When the P-GW receives a positive response from the AAA server, it shall complete the initial access procedure.

The SGi based mechanism therefore provides a 3rd party an ability to authenticate the user based on its own credentials presented by the user at the time of authentication.
2. Applicability to Network Slicing

PCO based AAA authentication provides a 3rd party tenant of a slice the ability to authenticate the user with its own credentials, before providing “its” user, access to the slice network functions it presumably owns and manages. 

Whether it qualifies as “secondary authentication” by a 3rd party is not concluded by this paper. All this solution provides is a mechanism for a 3rd party owned AAA server to authenticate the user at the time of initial access. This doesn’t provide a mechanism to generate slice-specific keys based on successful authentication by the 3rd party. Whether this so-called “secondary authentication with key establishment” mechanism is required or not, is still an open issue.

It is proposed that PCO based authentication be adopted as one of the solution for slice access authentication.

3. Pseudo CR
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5.8.4.7
Solution #8.7: PCO based authentication and authorization for Slice access
5.8.4.7.1
Introduction 

LTE has defined a mechanism where the P-GW may use Diameter based authentication [RFC 7115] to authenticate a user with a non-3GPP AAA Server connected to it over the SGi interface. 
The user provides the PAP/CHAP user credentials in the Protocol Configuration Options (PCO) IE during an initial attach. When the P-GW receives the NAS session management message (for ex., PDN Connectivity Request) with the user provided PAP/CHAP credentials in the PCO IE, the P-GW sends encodes this authentication information in a AA-Request Diameter message (cf. TS 29.061) and forwards it to the APN-specific external AAA server over the SGi interface.

The AAA server checks whether the user can be accepted. When the P-GW receives a positive response from the AAA server, it shall complete the initial access procedure.

The proposed solution uses PCO based mechanism to provide user authentication for slice access. 
PCO is used as a container to carry authentication protocol messages between the UE and the external server. The AAA server is connected to the slice over the NG6 interface. Diameter protocol is used for carrying authentication messages between the slice and the external AAA server.
5.8.4.7.2
Solution details  
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Figure 5.8.4.7.2-1 PCO based user authentication based on CHAP authentication protocol
In the following sequence, CHAP based authentication is used to illustrate PCO based authentication. As a container, PCO could be used to carry other authentication methods applicable directly between the UE and the external server.
1. The UE initiates the PDU Session Request SM message to establish a PDU session via the SMF. UE includes the Temp ID, Accepted NSSAI and a Protocol Configuration Option (PCO) IE with user’s CHAP credentials. 

2. RAN routes and forwards the NAS message to the proper CCNF based on information in step 1.

3. The Serving CCNF forwards the PDU Session Request to the target NSI.
4. The NSI extracts CHAP related information from the PCO IE in the NAS message, and triggers user authentication.

5. The NSI initiates a Diameter based AA-Request message to the AAA Server. This message will contain CHAP-Auth and CHAP-Response (RFC 7115) parameters carrying user provided CHAP details.

6. The AAA server checks whether user’s CHAP credentials and responds with a AA-Response message with Result-Code set to success if verification succeeds.

7. NSI verifies that the user is authenticated and continues with the PDU Session establishment procedure.
The AAA server is connected to the NSI GW over the SGi interface.
5.8.4.7.3
Evaluation 
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