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Abstract of the contribution: This contribution proposes to add new solution under security area of subscriber privacy. The corresponding key issue detail is also updated.
1 Proposal

This contribution presents one potential solution to address the key issue #7.1 "Refreshing of temporary subscriber identifier". The corresponding key issue detail in clause 5.7.3.1.1 is also updated with more description that is relevant. 

The solution also addresses the key issue #7.4 "Using effective temporary or short-term subscriber identifiers".

It is proposed that the changes presented in the clause pCR be applied to the TR 33.899.
This contribution is a submission of the postponed document (was S3-161461, which itself was S3-161340). 
The changes-over-changes are kept so that the reader can know what changes were made. 
2 pCR 

***
BEGIN CHANGES
***
	Note to the rapporteur: Two new reference items to be added to the reference clause.


[EEE 1]
Shaik A, Borgaonkar R, Asokan N, Niemi V, Seifert JP. Practical attacks against privacy and availability in 4G/LTE mobile communication systems. arXiv preprint arXiv:1510.07563. 2015 Oct 26. Available from: https://arxiv.org/pdf/1510.07563v2.pdf
[EEE 2]
3GPP TS 23.003: "Numbering, addressing and identification".
***
NEXT CHANGE
***
5.7.3.1.1
Key issue details

The GSM/GPRS, UMTS and LTE systems already use temporary subscriber identifiers.  For example, in a current LTE system, a Mobility Management Entity (MME) assigns an M-Temporary Mobile Subscriber Identity (M-TMSI) to a subscriber. The M-TMSI, which is local to a MME, and a MME Code (MMEC) form another identifier called an S-TMSI. The S-TMSI, which identifies a particular subscriber in a particular MME, is itself a part of an identifier called Globally Unique Temporary Identifier (GUTI). A GUTI uniquely and globally identifies a particular subscriber. The MME can allocate or reallocate a GUTI to a UE in the following messages:
· ATTACH ACCEPT: The MME either allocates the GUTI for the first time or optionally reallocates the GUTI depending upon if the UE sent an ATTACH REQUEST using an IMSI or an existing GUTI respectively. 
· TRACKING AREA UPDATE ACCEPT: The MME optionally reallocates the GUTI.
· GUTI REALLOCATION COMMAND:  The MME explicitly reallocates the GUTI.

Temporary subscriber identifiers are used as a privacy measure to mitigate subscriber identification and tracking by eavesdroppers on the radio link, making it harder to track the location or activity of a particular subscriber. For example, in a current LTE system, a GUTI or an S-TMSI is visible in plain-text over the air in the following messages. 

· RRC CONNECTION REQUEST: The S-TMSI may be used as an "InitialUE-Identity";

· RRC CONNECTION SETUP COMPLETE: The GUTI may be used as an "EPS mobile identity" in the tunnelled ATTACH ACCEPT message.

· Paging: The S-TMSI may be used as a "PagingUE-Identity".
In the past, acquiring or tracking the temporary subscriber identifiers has been one of the most important attack strategies in compromising the subscriber privacy. However, if the M-TMSI part of the GUTI or S-TMSI is randomly generated and is updated frequently, it is not feasible, or at least much more complex, for an eavesdropper to correlate the GUTI to any particular subscriber. The longer time a temporary identifier remains unchanged,  the easier it is for an attacker to identify or track the corresponding subscriber, thereby compromising the privacy of the subscriber. Researchers in [EEE 1] presented the location leakage of a UE (in three PLMNs) because the observed PLMNs did not change the GUTI for the UE up to three days even when the UE was moving within a city, even though the LTE standards makes it possible to change the S-TMSI more frequently than that.
The major problem with a mechanism of GUTI allocation in a current LTE system is that it is up to the MME implementation and/or policy configuration when and if at all to reallocate the GUTI. It is also possible for the MME to keep (re)allocating the same old GUTI to the UE. The UE neither takes part in the generation of the GUTI nor verifies that new allocated GUTI is not the same as the old one. This opens up possibilities for either poor implementations or poor configuration that keeps the GUTI same for a long time. 
Therefore, developing mechanisms to regularly refresh temporary subscriber identifiers, that are used in a Next Generation system and that could compromise privacy, is one of the most important key issues towards achieving the subscriber privacy.
***
NEXT CHANGE
***
	Note to the rapporteur: All text is NEW. Therefore, for easier reading, track-changes are not present.


5.7.4.x
Solution #7.x: Refreshing CN short-term subscriber identifiers
5.7.4.x.1
Introduction  

This solution addresses the key issues #7.1 "Refreshing of temporary subscriber identifier" and #7.4 "Using effective temporary or short-term subscriber identifiers". The solution proposes potential ways to refresh the core network short-term subscriber identifiers (c.f. GUTI, S-TMSI in LTE) by building into the protocol design, the refreshment of core network short-term subscriber identifier. By doing so, the proposed solution aims at closing the doors for poor implementation or poor configuration, regarding the identifier refreshment, in the NextGen Core (NGC) and or the UE.

NOTE:
The short-term subscriber identifiers used in the radio access network (c.f. C-RNTI in LTE) are not in the scope of this solution.
5.7.4.x.2
Solution details  

5.7.4.x.2.1
General
It shall be mandatory to refresh the core network short-term subscriber identifier during or after certain NextGen NAS (NG-NAS) procedure(s) or NG-NAS message(s). In order not to introduce unnecessary signalling or computational overheads, only those NG-NAS procedure(s) or message(s) shall trigger the refreshment where the short-term identifier is actually used. Some examples of such procedure(s) or message(s) in terms of a current LTE system are attach procedure, tracking area updating procedure, service request procedure in response to the paging message, and paging procedure. An explicit procedure such as the one similar to a GUTI reallocation procedure, in a current LTE system, may also still be useful. The acknowledgement or confirmation of the identifier refreshment may be performed as a part of the triggering procedure, e.g. using message(s) such as ATTACH complete, TAU complete, or GUTI reallocation complete in terms of a current LTE system. 
A UE, communicating with the network, might support both the legacy LTE and the NextGen system, i.e. both a LTE MME and a NGC function. Therefore, in order not to break the legacy mechanism, the UE performs the mandatory refreshment mechanism only with the NGC. Two variants of the solution are discussed as follows.
5.7.4.x.2.2
Solution Variant-A
The UE and the NGC each derive the next short-term identifier from common parameters known to the two parties, e.g., KASME in LTE and a parameter that changes for each derivation, such as the previous short-term identifier, or a random value chosen by the NGC. The derivation can be done using, e.g., the KDF.  The generated short-term identifier will be used the next time the UE contacts NGC. In this way, neither implementations nor configurations can avoid the refreshment of short-term identifier, thereby enhancing the subscriber’s privacy. 
Figure 5.7.4.x.2-1 illustrates a high-level generalized data-flow of the variant-A.


[image: image1]
Figure 5.7.4.x.2-1: High-level data-flow of solution (variant-A)
The short-term subscriber identifier used in the NGC may have some defined structure, e.g. for routing purposes, and it may not be possible to generate or randomize all the bits of the identifier value. For example, in a current LTE system, a GUTI is constructed using the following fields (3GPP TS 23.003 [EEE 2]):
GUTI =  MCC (12 bits) || MNC (12 bits) || MMEGI (16 bits) || MMEC (8 bits) || M-TMSI (32 bits) 
The first 48 bits, i.e. MCC || MNC || MMEGI || MMEC, uniquely identify the MME that assigned the GUTI. Furthermore, it is also specified in [EEE 2] that the M-TMSI shall not have a value with all 32 bits equal to 1, and the 2 MSBs of the M-TMSI have special meaning. Hence, there are 30 bits available for any MME for assigning unique identifiers to the UEs that are served by the MME.

Therefore, only the part of the identifier that is not a part of a standard structure should be generated separately at the UE side and the NGC side, e.g. 30 bits of the M-TMSI in a current LTE system. The NGC may also need to transfer one of more parts of the identifier to the UE, e.g. MCC, MNC, MMEGI, MMEC and 2 bits of M-TMSI in a current LTE system.

The generation of the short-term identifier must be done with care to ensure that the probability of collisions between short-term identifiers allocated to different UEs is sufficiently small. Should there be collisions the NGC will not be able to tell the two UEs apart and would have to resort to a recovery mechanism, e.g., requesting the long-term identifier.

It should be noted that the reliability of this mechanism can be brought to the same level as the currently used mechanism in LTE, GSM/GPRS and UMTS. For example, lost messages can be re-transmitted as is done in the LTE NAS protocol. 

5.7.4.x.2.3
Solution Variant-B
The NGC assigns a new short-term identifier to the UE in NGC-NAS messages like in LTE. Some examples of such message(s) in terms of a current LTE system are ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT, and GUTI REALLOCATION COMMAND. Apart from mandating the NGC to assign a new short-term identifier each time to the UE, it is crucial that the UE verifies the freshness of the newly assigned short-term identifier. Because, a poor implementation and/or policy configuration of the NGC could assign the same identifier repeatedly to the UE or the NGC could toggle between two fixed identifiers for the UE. Therefore, the UE verifies that the newly assigned short-term identifier is a fresh one, for example by at least comparing to the last one or the last two. 
Editor's Note:               It is FFS to determine how many of last assigned temporary identifiers are sufficient for the UE to check for enhancing the privacy.
If the verification fails, the UE disconnects from the network, refuses to establish a user plane connection or other self-crippling feature. Figure 5.7.4.x.2-2 illustrates a high-level generalized data-flow of the variant-B.
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Figure 5.7.4.x.2-2: High-level data-flow of solution (variant-B)
5.7.4.x.3
Evaluation 

Editor’s Note:
LTE standard allows changing GUTI, but this is an optional feature and up to the operator policy. One solution is to mandate in NextGen to change GUTI at each TAU accept, attach accept, etc. The advantage of using the proposed variants A and B is FFS.
Variant-A changes the short-term identifier per a variable calculation. Therefore, if the NGC does not perform the same calculation, it will not recognize the UE on the next communication between the two, degrading the performance of the NGC. This provides an incentive to adhere to stricter implementation and privacy configuration policy in the NGC.

In Variant-B, the NGC may chose not to renew the short-term identifier. Doing so would result in degraded service for the UEs, since the UEs check whether they are allocated a new short-term identifier or nor.

One could argue that there may be an incentive for UE manufactures not to implement the self-crippling functions. To provide also them with an incentive to implement the UEs in a privacy conscious fashion, it could be added as a feature that is configurable via the UE's user interface. 
***
END OF CHANGES
***
[image: image3.png]Verify that the newly
assigned short-term
identifier is fresh

<

<Communication>

<8pecific NG-NAS procedure(s)>

<Communication>

>

Assign new short-
term identifier to
the UE



[image: image4.png]<Communication>

I ittt »
<8pecific NG-NAS procedure(s)>
N >
Generate next Generate next
short-term short-term
identifier identifier

<Communication>




