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Abstract of the contribution: This contribution discusses IP address change of V2X UE for TS 23.285.
1. Introduction
We propose to resolve following editor’s note about identifier in TS 23.285 v14.0.0, which requires clarification from SA3.
	4.5
Identifiers

4.5.1
Identifiers for V2X communication over PC5 reference point

Each UE has a Layer-2 ID for the V2X communication over PC5 reference point, which is included in the source Layer-2 ID field of every frame that it sends on the layer-2 link. The UE self-assigns the Layer-2 ID for the V2X communication over PC5 reference point.
When IP based V2X messages are supported, the UE auto-configures a link local IPv6 address to be used as the source IP address, as defined in clause 4.5.3 of TS 23.303 [5].

In order to ensure that a vehicle cannot be tracked or identified by any other vehicles beyond a certain short time-period required by the application, the source Layer-2 ID must be changed over time.

Editor's Note: For IP based V2X communication over PC5 reference point, SA3 will decide whether the source IP address needs to be changed over time.


2. Discussion
According to security requirements of key issue #7: Vehicle UE Privacy, TR 33.885 v0.4.0,

The content of the data transmitted  by a vehicle UE should not lead to the ability of another V2X entity (UE, network, application server) to identify or track the sender UE beyond a short time period necessary for the V2X application.
TS 22.185 v14.2.0 also includes the following requirement in section 5.3:
[R.5.3-005]
Subject to regional regulatory requirements and/or operator policy for a V2X application, the 3GPP system shall support pseudonymity and privacy of a UE using the V2X application, by ensuring that a UE identity cannot be tracked or identified by any other UE beyond a certain short time-period required by the V2X application.

To support these requirements, all of UE’s identifiers should be changed periodically (preferably at the same time). Otherwise, an attacker can track the same/unchanged identifier in one layer, and link changed identifiers in another layer. Even if it is a pseudonym, it is not desirable to remain as the same for a long period of time, because it increases the change of disclosure. Auto-configured source IP address for V2X communication over PC5 cannot be the exception.
Therefore, we propose to send a LS to SA2 informing that source IP address needs to be changed over time, including the case for IP based V2X communication over PC5 reference point. The accompanied contribution is draft LS (S3-161798)
