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1. Introduction
The security mechanism in IEEE 1609.2 standard is an application layer security relying on the certificate-based security, which is independent with the network-layer security, so it can be introduced and applied in the LTE-V2X communication regardless of networl-layer wecurity. 
However, the IEEE 1609.2-based security may have some inadequacies of if it is totally introduced into LTE-V2X communication, so there need some optimizations.
2. Analysis
2.1 Inadequacy of IEEE 1609.2-based security
Security overhead in IEEE 1609.2-based security
Both ETSI ITS and IEEE 1609.2 consider public key infrastructure (PKI) based security solutions for V2X communications, which is an asymmetric-based application-layer security solution. Typically, every V2X message needs to carry a message signature, as well as either a certificate to achieve authentication and integrity protection. The typical sizes for signature and certificate are 64 bytes and 117 bytes, respectively.

LTE-V2X message size
It is captured in SA1 TS22.185 that the requirement on the V2X message size:
“5.2.2
Message Size Requirements

[R-5.2.3-001]
The E-UTRA(N) shall be capable of transferring periodic broadcast messages between two UEs supporting V2X application with variable message payloads of 50-300 bytes, not including security-related message component.

[R-5.2.3-002]
The E-UTRA(N) shall be capable of transferring event-triggered messages between two UEs supporting V2X application with variable message payloads which can be up to 1200 bytes, not including security-related message component.

NOTE: 
3GPP only handles the transport of messages for V2X services/applications based on message characteristics (e.g., latency, message size) and is agnostic to message types.”
During V2X communication, most of V2X messages are the periodic broadcast messages that its payload varies 50-300 bytes.

Inadequacy 
As we can see from above, the security overhead takes a big ratio of the whole typical V2X message compared with the content itself. It is remembered that when RAN1 designed the V2X traffic modle, they concerned a lot on this so heavy security overhead in V2X message. Because considering the limited radio resource allocated for V2X communication, the heavy security overhead would severely impact the user capacity of each V2X-cell. That’s why both RAN1 and SA1 always ask SA3 whether security overhead can be reduced. 
2.2 Shift the security overhead-certificate from V2X message in PC5 
Which part of security overhead can be shifted from V2X message in PC5?

Generally, a typical V2X message consists of content payload, certificate, and a message signature. The first security part, i.e. the message signature, is tightly coupled with the V2X message so as to achieve the message integrity protection, thus it shall not be shifted from the V2X message.
The second security part, i.e. certificate, is not coupled with the message but tightly couoled with the sender UE. It is used to authenticate that the sender UE (i.e. subject ID, included in the certificate) is legal to obtain the public/private key pair, thus only the real sender UE can generate a valid signature. As a result, the receiver UE only needs to obtain the certificate when receiving the V2X message rerardless of how it can get the certificate. Consequently, the certificate can be shifted from the V2X message and sent to receivers through other means.
How to send the shifted certificate to the neighbouring receiver UEs?

In V2X communication scenario, the vehicle broadcasts its V2X message to the neighbouring vehicles. Obviously, it is more appropriate to broadcast the used certificate.
Note: for easy understanding, it can be referenced to the figure1.
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Figure-1 Delivery of Sender’s certificate to neighbouring UEs

If it is still the sender to broadcast the certificate, there makes no sense:

· this PC5 broadcasting still occupies and cost the PC5 radio resources
· PC5 broadcasting has a limited communication range, considering the vehicles are always moving, the sender’s neighbouring vehicles are changing all the time, so the sender shall also broadcast its certificate so as to let neighbouring vehicles get the certificate timely.

As a result, the network controlled broadcast, e.g. MBMS/SC-PTM, is more appropriate to broadcast the used certificate:

· The network controlled broadcast/multicast radio resource is used so that the PC5 radio resources can be saved.

· The network controlled broadcast/multicast can cover a much larger communication range, compared with the PC5 broadcasting. Consequently, when the UE is in the MBMS area, it can obtain the certificates of all other UEs in this area and even its neighbour areas from the network by the MBMS. Thus even when the neighbouring UEs of sender/receiver are changing all the time, they can always have a list of certificates including the certificates of its neighbouring UEs.

· Obviously, when UEs enters into a new MBMS area or the used PC5 certificate needs to be update, the certificate shall be reported to the network and broadcasted to the UEs in certain area. Actually, this naturally fit the eMBMS and LTE-Uu based V2X architecture communication, which is considered as one V2X communication option in SA2.

The detailed mechanism for the Delivery of Sender’s certificate to neighbouring UEs
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Figure-2 Procedure of certificate delivery to UEs in certain MBMS area

Above Figure-2 gives a detailed procedure on how to deliver the public keys of certificates to UEs in certain MBMS area. It is assumed that the V2X-F is a trusted network function, so after V2X-F verify the UE reported certificate, it just extract the corresponding public key and put it to the public key list. And before the public key list is broadcasted to UEs, it shall be signed with the private key of V2X-F.
0a. The vehicles and V2X-F fetch the certificates used for V2X communication from the CA-V2X.

0b. vehicles participated in the V2X communication is assumed to be always in the connected mode, so the PDN connection for V2X is active.

0c. The V2X areas shall be defined and configured in BM-SC and V2X-F, which is identified by a V2X area ID. 

Editor note: the relation between V2X area and MBMS area is FFS.

1. Under following conditions, the UE Triggers the V2X Certificate report procedure:
The used certificate for V2X communication is update due to privacy and anti-tracability.

When vehicle detects it enters into a new V2X area.

2. UE reports its certificate to the V2X-F.

3. V2X-F veries the validity of the certificate and signature, and then extracts the public key from certificate and put it to the complete public key list, which is correlated with the corresponding area ID.

4. V2X-F sends the complete public key list and correlated area ID to UE.
5. UE stores the complete public key list and correlated area ID locally.

6. V2X-F updates a variant public key list including the public keys varied in a MBMS broadcast period. Before the variant public key list is broadcasted to UEs in the area correlated with the list, it shall be signed with the private key of V2X-F.

7. Based on the policy, V2X-F trigger the MBMS broadcast by sending the V2X public key notification message to the BM-SC, in which the variant public key list, area ID, signature, and certificate_V2X-F are included.

8a&8b. BM-SC broadcast the content of variant public key list, area ID, signature, and certificate_V2X-F to UEs in the area identified by area ID.

9a&9b. UE verifies the certificate_V2X-F and the signature. If successful, based on the variant public key list, UE updates its maintained complete public key list.
10. The nearby UEs share all the necessary public keys for V2X communication.
2.3 Benefit
If he IEEE 1609.2-based security is totally introduced into LTE-V2X communication, the security overhead takes a big ratio of the whole typical V2X message compared with the content itself. Considering the limited radio resource allocated for V2X communication, the heavy security overhead would severely impact the user capacity of each V2X-cell. This optimized solution can shift the overhead of certificate in PC5 interface to the MBMS service through the Nerwork, so it can highly increase the user capacity of each V2X-cell.
3. Proposals
It is kindly asked to introduce this optimized solution into TR33.885.
PCR
*****************************************start first change *****************************************
6.10.x Optimized certificate-based security solution for PC5 LTE-V2X communication
6.10.x.1 Security requirements addressed

This solution addresses the security requirements given in subclause 5.1.

6.10.x.2 Justification of the solution
Both ETSI ITS and IEEE 1609.2 consider public key infrastructure (PKI) based security solutions for V2X communications, which is an asymmetric-based application-layer security solution. Typically, every V2X message needs to carry a message signature, as well as either a certificate to achieve authentication and integrity protection. The typical sizes for signature and certificate are 64 bytes and 117 bytes, respectively.

However, during V2X communication, most of V2X messages are the periodic broadcast messages that its payload varies 50-300 bytes.

The security overhead takes a big ratio of the whole typical V2X message compared with the content itself. Considering the limited radio resource allocated for V2X communication, the heavy security overhead would severely impact the user capacity of each V2X-cell. So the security overhead in PC5 interface shall be decreased.

6.10.x.3 Detailed solution

6.10.x.3.1 Overview of solution 

Generally, a typical V2X message consists of content payload, certificate, and a message signature. The first security part, i.e. the message signature, is tightly coupled with the V2X message so as to achieve the message integrity protection, thus it shall not be shifted from the V2X message.

The second security part, i.e. certificate, is not coupled with the message but tightly couoled with the sender UE. It is used to authenticate that the sender UE (i.e. subject ID, included in the certificate) is legal to obtain the public/private key pair, thus only the real sender UE can generate a valid signature. As a result, the receiver UE only needs to obtain the certificate when receiving the V2X message rerardless of how it can get the certificate. Consequently, the certificate can be shifted from the V2X message and sent to receivers through other means.

In V2X communication scenario, the vehicle broadcasts its V2X message to the neighbouring vehicles. Obviously, it is more appropriate to broadcast the used certificate.

The network controlled broadcast, e.g. MBMS/SC-PTM, shall be used to broadcast the used certificate:

· The network controlled broadcast/multicast radio resource is used so that the PC5 radio resources can be saved.

· The network controlled broadcast/multicast can cover a much larger communication range, compared with the PC5 broadcasting. Consequently, when the UE is in the MBMS area, it can obtain the certificates of all other UEs in this area and even its neighbour areas from the network by the MBMS. Thus even when the neighbouring UEs of sender/receiver are changing all the time, they can always have a list of certificates including the certificates of its neighbouring UEs.

· Obviously, when UEs enters into a new MBMS area or the used PC5 certificate needs to be update, the certificate shall be reported to the network and broadcasted to the UEs in certain area. Actually, this naturally fit the eMBMS and LTE-Uu based V2X architecture communication, which is considered as one V2X communication option in SA2.

Note: Figure-6.10.x.3.1 can be referenced for easy understanding.
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Figure-6.10.x.3.1 Delivery of Sender’s certificate to neighbouring UEs

6.10.x.3.2 The detailed procedure of certificate delivery 
The Figure-6.10.x.3.2 gives a detailed procedure on how to deliver the public keys of certificates to UEs in certain MBMS area. It is assumed that the V2X-F is a trusted network function, so after V2X-F verify the UE reported certificate, it just extract the corresponding public key and put it to the public key list. And before the public key list is broadcasted to UEs, it shall be signed with the private key of V2X-F.
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Figure-6.10.x.3.2 Procedure of certificate delivery to UEs in certain MBMS area

0a. The vehicles and V2X-F fetch the certificates used for V2X communication from the CA-V2X.

0b. vehicles participated in the V2X communication is assumed to be always in the connected mode, so the PDN connection for V2X is active.

0c. The V2X areas shall be defined and configured in BM-SC and V2X-F, which is identified by a V2X area ID. 

Editor note: the relation between V2X area and MBMS area is FFS.

1. Under following conditions, the UE Triggers the V2X Certificate report procedure:

The used certificate for V2X communication is update due to privacy and anti-tracability.

When vehicle detects it enters into a new V2X area.

2. UE reports its certificate to the V2X-F.

3. V2X-F veries the validity of the certificate and signature, and then extracts the public key from certificate and put it to the complete public key list, which is correlated with the corresponding area ID.

4. V2X-F sends the complete public key list and correlated area ID to UE.

5. UE stores the complete public key list and correlated area ID locally.

6. V2X-F updates a variant public key list including the public keys varied in a MBMS broadcast period. Before the variant public key list is broadcasted to UEs in the area correlated with the list, it shall be signed with the private key of V2X-F.

7. Based on the policy, V2X-F trigger the MBMS broadcast by sending the V2X public key notification message to the BM-SC, in which the variant public key list, area ID, signature, and certificate_V2X-F are included.

8a&8b. BM-SC broadcast the content of variant public key list, area ID, signature, and certificate_V2X-F to UEs in the area identified by area ID.

9a&9b. UE verifies the certificate_V2X-F and the signature. If successful, based on the variant public key list, UE updates its maintained complete public key list.
10. The nearby UEs share all the necessary public keys for V2X communication.
6.10.x.4 Benefit

If he IEEE 1609.2-based security is totally introduced into LTE-V2X communication, the security overhead takes a big ratio of the whole typical V2X message compared with the content itself. Considering the limited radio resource allocated for V2X communication, the heavy security overhead would severely impact the user capacity of each V2X-cell. This optimized solution can shift the overhead of certificate in PC5 interface to the MBMS service through the Nerwork, so it can highly increase the user capacity of each V2X-cell.

*****************************************End first change *****************************************
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