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Abstract of the contribution: The importance of backwards compatibility is highlighted for enhanced subscriber identity privacy. Discussion of the issue and potential solutions are proposed to be added to TR 33.899.
1 Introduction	
[bookmark: OLE_LINK134][bookmark: OLE_LINK135][bookmark: OLE_LINK136]This contribution proposes additions to the Security Area #7 “Subscriber Privacy”, for the Key Issue #7.2. “Concealing permanent or long-term subscriber identifier”. The starting point is the observation that it is highly likely that many 5G capable UEs also support legacy 3GPP technologies such as 3G or LTE. Let us assume enhancements to concealing permanent or long-term subscriber identities are introduced in 5G that make the protection better in 5G than what we currently have for earlier generations of 3GPP networks. It would be highly desirable that these enhancements could also improve protection of identities when the 5G UE is connected to legacy 3GPP networks.
Let us consider an active attack with an “IMSI catcher” as an example. If 5G UE is protected against IMSI catchers that pretend to be parts of genuine 5G networks then the attacker could instead try whether the 5G UE would reveal its IMSI to an IMSI catcher that pretends to be a genuine LTE eNodeB. This alternative attack would work against such 5G UEs that also support LTE unless the new protection solution somehow extends also to legacy LTE networks. Extensions to an even earlier 3G generation would also be preferred.
One of the solutions in the draft TR, namely solution #7.4 “Privacy enhanced Mobile Subscriber Identity (PMSI)” partially meets the above described requirement for backwards compatibility. However, there are certain elements in the solution that seem to limit its potential with respect to this aspect (of backwards compatibility).
The below pCR firstly proposes to capture the preference for backwards compatibility in the description of the key issue, and secondly proposes some changes to the description of PMSI solution in order to reserve the possibility to guarantee maximal level of backwards compatibility with the solution.     
pCR

[bookmark: OLE_LINK187][bookmark: OLE_LINK186][bookmark: _Toc419387430][bookmark: _Toc434312258]********************BEGIN OF FIRST CHANGE **********************
[bookmark: _Toc457918275][bookmark: _Toc457919343][bookmark: _Toc457920053][bookmark: OLE_LINK188][bookmark: OLE_LINK189][bookmark: OLE_LINK190]5.7.3.2	Key issue #7.2: Concealing permanent or long-term subscriber identifier
[bookmark: _Toc457918276][bookmark: _Toc457919344][bookmark: _Toc457920054]5.7.3.2.1	Key issue details
In a 3GPP system, permanent or long-term subscriber identifiers are used during a communication process (e.g. in case of current LTE system: IMSI and MSISDN).
In the past, actively or passively acquiring such permanent subscriber identifiers (especially the IMSI) has been one of the most important attack strategies in compromising the subscriber privacy (especially the subscriber location). Therefore, concealing permanent identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscriber privacy.
In order to determine the scope of this key issue, it is important to first identify the network functions and interfaces where it is important and allowed to conceal the permanent identifier. Whether it is technically possible to conceal the permanent identifier is in the scope of solutions clause. 
The following analysis is in reference to a current LTE system, based on a likely assumption that the Next Generation system will also have similar functions and interfaces, i.e. UE (device), eNB (serving RAN), MME (serving CN), and HSS (home CN). The Figure X illustrates various points where permanent identifiers (IMSI and MSISDN) are available in the current LTE system. The Figure X also shows a passive and an active IMSI catcher. The UE, the MME, and the HSS, all have the IMSI of a subscriber. The eNB may have the IMSI, if the UE attaches using the IMSI. The passive IMSI catcher can eavesdrop on the Uu interface and collect the IMSI when the UE attaches using the IMSI. The active IMSI catcher, however, can ask the UE to provide its IMSI. The MME and the HSS have the MSISDN of the subscriber. Note that the MSISDN might be available to the UE as well, e.g. optionally stored in USIM or requested via MSISDN notification procedure. However, the UE does not use the MSISDN for operational purposes.
Editor’s Note: This analysis may be moved to the annex as LTE reference and replaced by Next Generation architecture analysis, once SA2 has settled on architecture.
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Figure 5.7.3.2.1-1: Various points where IMSI and MSISDN are exposed in a current LTE system
Interfaces and functions that do not need to be considered further in this key issue
The UE has the IMSI. Protecting the leakage of IMSI due to hardware or software vulnerability in the UE is out of scope of this key issue. Similarly, the HSS has both the IMSI and the MSISDN. Protecting the information leakage in the HSS is out of scope this key issue. The use of IPsec in S1-MME and S6a is not mandatory. However, when IPsec is adopted, the interfaces S1-MME and S6a are protected and are safe from eavesdrop. These interfaces can therefore be left out from further discussion.
NOTE: 	Storage of long-term identifier in the UE is covered in security area #5.
Interfaces and functions that are susceptible to IMSI exposure
The Uu interface is clearly susceptible to IMSI exposure due to passive and active attacks. If sending unprotected IMSI in the Uu interface can be avoided, then the existing IMSI catcher attacks will not be effective anymore. 
The IMSI concealment can either terminate in the eNB or in the core (MME or HSS). In the latter case, the consequence is that the eNB will not know the IMSI either, which is fine because not knowing the IMSI does not hinder the functionality of the eNB. This is different than the use of S-TMSI. The eNB uses S-TMSI to choose which MME it should route the message to, but IMSI is not used for any such purpose. If the eNB does not get the IMSI, then internal attacks on the eNB also become ineffective in leaking the IMSI. There is also no LI requirement on the eNB for using IMSI to intercept the communication. Therefore, concealing IMSI at Uu and eNB is important and allowed.
For knowing the correct home network, the MME needs to know at least the MCC and MNC part of the IMSI. So, if MCC and MNC are indicated in some way, it is fine if MME does not know the full IMSI. This means the IMSI concealment terminates at HSS. Doing so would help relax the trust between the home network and the serving network. However, there are two concerns in doing so: 
a)	The first concern is that in the current LTE system, the MME knows or can know the MSISDN of the subscriber from the HSS. So just concealing the IMSI does not solve the privacy issue. A solution for this could be to not give the MSISDN to the MME.
b)	The second concern is about the LI requirements. Referring to the 3GPP TS 33.106 and 3GPP TS 33.107, following LI requirements do not allow IMSI concealment from the MME:
-	a target shall be identifiable through its IMSI;
-	a lawful intercept target can be a roaming user with a subscription belonging to another 3GPP network; and
-	a visited network shall be able to support the interception of all services without home network assistance or visibility.
It means that concealing IMSI at MME, although important, is not allowed. Therefore, the scope of concealing the permanent identifier can be summarized as follows:
· left out of scope				: at UE, S1-MME, S6a, and HSS (home CN);
· important and allowed		: at Uu and eNB (serving RAN); and
· important but not allowed	: at MME (serving CN).
The IMSI is used here just as a representation of an identifier that can be used for LI. For example, even if one permanent or long-term identifier (e.g. IMSI) is concealed from serving CN in the Next Generation system, it is likely that LI will require some other permanent or long-term identifier (e.g. MSISDN). The consequence is that concealing one identifier (e.g. IMSI) does not solve the privacy issue. If all the permanent or long-term identifiers are concealed from the serving CN and a mechanism is developed so that the home CN needs to be involved for identifying the LI targets, then the third LI requirement listed above will be violated. 
Therefore, concealing the permanent or long-term identifiers from the serving CN, though important, would not be legal unless the LI requirements are revised or relaxed.
Backwards compatibility is another aspect that affects considerations about enhancements to concealing permanent or long-term subscriber identities. If a solution is introduced that makes the protection better in 5G than what we currently have for earlier generations of 3GPP networks then it would be highly desirable that the same solution would also improve protection of identities when the 5G UE is connected to legacy 3GPP networks. As an example, let us consider an active attack with an “IMSI catcher”. If 5G UE is protected against IMSI catchers that pretend to be parts of genuine 5G networks then the attacker could instead try whether the 5G UE would reveal its IMSI to an IMSI catcher that pretends to be a genuine LTE eNodeB. This alternative attack would work against such 5G UEs that also support LTE unless the new protection solution extends also to legacy LTE networks. Extensions to even earlier 3G generation would also be preferred.
Solutions intended to provide this kind of backwards compatibility have been proposed in the academic literature, e.g. [xy], [zw].
*******************END OF FIRST CHANGE	**************************
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[xy] F. van den Broek, R. Verdult, and J. de Ruiter, “Defeating IMSI Catchers,”in Proceedings of the 22nd ACM SIGSAC Conference on Computer and Communications Security (CCS 2015). ACM, New York, NY, USA, pp. 340-351.
[zw] M. S. A. Khan and C. Mitchell,“Improving Air Interface User Privacy in Mobile Telephony,”in Proceedings of second Security Standardisation  Research conference (SSR 2015), Tokyo, Japan, December 15-16, 2015, pp. 165-184.
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[bookmark: _Toc457918326][bookmark: _Toc457919394][bookmark: _Toc457920104]5.7.4.4	Solution #7.4: Privacy enhanced Mobile Subscriber Identifier (PMSI)
[bookmark: _Toc457918327][bookmark: _Toc457919395][bookmark: _Toc457920105]5.7.4.4.1	Introduction  
Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
This solution presents a way to provide identifier privacy during the attach procedure in the NextGen system. For the attach to the network, a UE presents a short-lived identifier to the network instead of IMSI used in LTE or UMTS systems. The short-lived identifier, named “Privacy enhanced Mobile Subscriber Identifier”, is used during an attach, and if the attach procedure includes an authentication and is successfully completed, the UE and network (i.e., HSS or equivalent function in the NextGen system) update the PMSI with a new one that would be used for the next attach in a secure way.
[bookmark: _Toc457918328][bookmark: _Toc457919396][bookmark: _Toc457920106]5.7.4.4.2	Solution details  
A NextGen UE is provisioned with an IMSI and an initial PMSI associated with its subscription by the operator. The PMSI has the same format as IMSI so that a serving network is able to determine the home PLMN based on the first 5 or 6 digits of the PMSI. 
The solution is described assuming that the CP-CN and CP-AU are co-located to make the flows easier to understand as they look like LTE. It was also assumed that KASME is the name of the key provided in the authentication vector (AV). 
When the UE attaches to the network, the UE provides its PMSI in the attach request. When a CP-CN/AU receives the attach request from the UE, it sends an authentication information request including PMSI to the HSS. Upon receiving the authentication information request, the HSS retrieves the PMSI from the request and identifies the corresponding IMSI associated with the PMSI. Based on the identified IMSI, the HSS prepares an authentication vector as in LTE. In addition to the authentication vector, the HSS selects (or derives) a next PMSI that would be used for the next attach by the UE. The next PMSI is encrypted using a shared key with the UE and included in the authentication information response message for the CP-CN/AU. The CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message. 
	Editor’s note: It is FFS to find out whether the PMSI update procedure could be piggy-backed into the AKA procedure, e.g. by embedding the encrypted PMSI into RAND, as explained in [xy] or [zw]. This would enable the possibility for PMSI update also when the UE is connected to a legacy serving network.  
If the authentication with the CP-CN/AU is completed successfully, the UE acknowledges the receipt of the next PMSI to the HSS. The CP-CN/AU in the serving network can request the IMSI associated with the PMSI when it is required.
Editor’s note: LI aspects in VPLMN are FFS.
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Figure 5.7.4.4.2-1. Attach procedure using PMSI
The initial PMSI and PMSI derivation key (i.e., KPMSI) are installed at the UE and HSS. The PMSI derivation key is used to confirm that the UE and HSS have been synchronized with the next PMSI that would be used for the next attach.
Editor’s NOTE: 	how to provision the initial PMSI and PMSI derivation key is FFS.
1. The UE sends an attach request using the PMSI to the network. When the CP-CN/AU receives the attach request message from the UE, it sends an authentication information request message to the HSS where the authentication information request message includes PMSI and the serving network identifier. The HSS identifies the IMSI that is associated with the PMSI and prepares an authentication vector, i.e., AV. Then, the HSS selects the next PMSI that would be used by the UE for the next attach. The next PMSI (i.e., PMSI_next) is derived from the PMSI received from the CP-AU as follows:
PMSI_next = MCC | MNC | Truncate-x(F1(KPMSI, PMSI))
where F1 is a PMSI derivation function, e.g., HMAC-SHA-256, KPMSI is a PMSI generation key, MCC is the mobile country code and MNC is the mode network code, and Truncate-x is a function that truncates the input to x bits (e.g., by taking the first x bits of the input).
PMSI is associated with an index for at least two reasons. First, the PMSI_next derived for the UE may be currently used by another UE. In such case, the HSS derives a new PMSI_next by running the PMSI derivation again using the PMSI_next as input to F1. This derivation continues until a new PMSI is not currently being used by other UEs. Whenever a PMSI next is derived, the associated index is increased by a certain number (e.g., 1). This index is provided to the UE so that the UE can verify that the PMSI_next by deriving derive the correct PMSI_next using the index. Second, the index enables the HSS to reconstruct the PMSIs used by the UE even when those PMSIs are lost, e.g., due to system failure. 
2. The HSS sends an authentication information response to the CP-CN/AU including the authentication vector and the PMSI_next and index pair. The PMSI_next and index pair is encrypted using a key (AK2) that is only known to the UE and HSS. This key is derived based on KPMSI as:
AK2 = KDF(KPMSI, RAND) 
where KDF is a key derivation function and RAND is a random number. The same RAND used for deriving AUTN in AV may be used for the key derivation.
At this point, the HSS sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach; and sets the pending PMSI acknowledgement flag.
a. PMSI_prev = PMSI
b. PMSI = PMSI_next
c. Pending ack = 1.
NOTE: 	If the ongoing authentication procedure fails for some reason, there would be a case that the UE may not have received the PMSI_next after sending an attach request to the network. In such case, the UE needs to attach to the network again using the same PMSI that was used for the previous failed attach. If the HSS was not acknowledged the receipt of the PMSI_next from the UE, the PMSI_prev may be used by the HSS to identify the IMSI. 
The CP-CN/AU sends an authentication request message to the UE based on the received AV. Also, the CP-CN/AU includes the encrypted PMSI_next and index pair in the authentication request message. 
	Editor’s note: It is FFS whether PMSI encryption method could be such that encrypted PMSI_next and index pair could be embedded into parameters of the legacy authentication request message.  
3. The UE performs authentication with the CP-CN/AU and if the authentication is successful, the UE derives the AK2 in the same way as in the HSS. Using the AK2, the UE decrypts the PMSI_next and index pair and verifies the PMSI_next by deriving it in the same way as in the HSS. If the PMSI_next and index pair is verified, the UE sets (1) the PMSI_prev to the PMSI used for the current authentication and (2) the PMSI to the PMSI_next for the next attach.
d. PMSI_prev = PMSI
e. PMSI = PMSI_next
Until the next attach occurs, the UE uses the PMSI_prev as its identifier and provides it to the network when requested.
The UE sends the PMSI acknowledgement (i.e., PMSI ACK) message that includes the acknowledgement token (ACKTN) to the HSS, where the ACKTN is constructed as:
ACKTN = MAC-A 
where MAC-A = F2(AK3, PMSI_next | index) 
where F2 is a message authentication function and AK3 = KDF(KPMSI, “ACK authentication key”)
NOTE: 	ACKTN is used to acknowledge the receipt of PMSI_next and index.
The CP-CN/AU forwards the PMSI acknowledgement received from the UE and the associated PMSI to the HSS. 
Editor’s note: Including the associated PMSI (that was sent in message 1) in the PMSI acknowledgement message enables the HSS to identify the PMSI_next that shall be acknowledged. Whether the CP-CN/CU or the UE includes the PMSI in the acknowledgement message is FFS.
Editor’s note: whether the acknowledgements could be embedded into legacy signalling messages is FFS. This would enable PMSI update also when UE is connected to a legacy serving network.
When the HSS receives the PMSI acknowledgement message, the HSS verifies the ACKTN by deriving it in the same way as in the UE. If the verification is successful, the HSS clears the pending PMSI acknowledgement flag (i.e., Pending ack) set in step 2. 
Editor’s note: It is FFS in which message, the serving network may obtain the IMSI associated with the PMSI.
Editor’s note: Dealing with the failure cases, e.g the HSS losing PMSIs, without revealing IMSI is FFS.
Editor’s note: Details on behaviour if message 3 gets lost is FFS
Editor’s Note: The exposure of HPLMN’s routing information (e.g. MCC and MNC in case of IMSI) will be dealt with in a new KI.
Editor’s Note: It is FFS how storage of PMSI-index in HSS is made more fail-safe than the storage of generated-PMSIs.
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