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Abstract of the contribution: This contribution presents a solution for UE to transmit small data without keeping user plane security context per UE on the network side.
1. Introduction
In the NextGen network, massive number of IoT UEs that usually send small amount of data sporadically. After transmitting small data packages, the UEs may stay in Idle or power saving mode for a long time without any activity. Key Issue #14.1 and Key Issue #14.2 require that small data could be sent safely through network. The Key Issue #14.4 points out that authenticating UEs at every transmission may consume power and drain battery, which needs to be avoided. And solution that does not need both UE and network to retain user plane security context per UE also needs to be studied.
This proposal presents a ticket-based solution that UEs access the network with a ticket issued by the network, and the network does not need to retain any user plane security context per UE, which saves the storage resources of network.It also covers confidentiality, integrity and anti-replay of UE and UP-GW.
2. pCR
It is proposed to make the following change to TR33.899. Since all proposed sections are new, no change bar is used.
**** Start of Change ****
5.14.4.X 

Solution #14.X: A Ticket-Based Solution for Small Data Transmission in User Plane
5.14.4.X.1

Introduction
The solution based on ticket technique addresses the Key Issue #14.1, #14.2, #14.4 for small data protection. 
The ticket-based solution suggests that UEs access the network with a ticket issued by the network, and the network does not need to retain any user plane security context per UE, which saves the storage resources of network. In the solution, UE and the network could retrieve security context from the ticket and transmit small data safely. Because of the ticket, UE does not need to process the entire authentication procedure to access the network, instead, UE just accesses the network by sending the protected message with ticket, the UP-GW will retrieve the user plane security context (either generate it on-the-fly or restore it from the ticket) to decrypt and/or check integrity. This solution reduces the consumption of battery and also guarantees confidentiality, integrity and prevents replay attack between UE and UP-GW.
5.14.4.X.2

Solution Description
Three stages are considered in this solution. First one is the initial network access stage, this is the first time UE access to the network, or the network requires the UE to process the ecomplete authentication procedure. After transmitting small data packages, the UE will move to the IDLE/PSM stage without any activity. When the UE needs to send small data in the next period, UE will move to wakes up stage and uses the ticket to access the network.The ticket will restore the security context safely, which guarantees confidentiality, integrity and anti-replay of UE and UP-GW.
The procedure is as follows, and the precondition is that UP-GW or SCMF have the capabilities of confidentiality and integrity protection. It could be asymmetric cryptography, like public/private key pair based on RSA/ECC, certificate in PKI, and ID parameter, private key in IBC, etc. It also could be symmetric cryptography, like cipher/integrity key pair, etc.
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1. In the initial network access stage, the UE and network (SEAF) process the complete mutual authentication procedure, which establishes a secure channel between UE and UP-GW. After the mutual authentication, UE and SCMF hold a master Kng (e.g. Kasme in 4G).
NOTE: As described in Key Issue #1.2, in the NextGen, the security may be terminated in UP-GW, this solution assues so.
2. After establishing a secure channel in step 1, there are two options:

(1) Option 1: UP-GW generates a ticket reuses the negotiated algorithms in step 1, and sends it to UE. The ticket contains the following contents:

a) Plaintext:

1. Expire time: the lifetime of the ticket.
2. Temporary UE_ID: indicate which UE this ticket is issued for, to protect the privacy of the UE, temporaray identity (e.g. TMSI) is recommended.
3. Negotiated algorithms: encryption/integrity algorithms negotiated between UE and UP-GW in step 1, and they may be a set of identifiers.

4. RAND: generated by UP-GW, is the key generation material for UE and network to generate session keys on-the-fly.
5. UP-GW_ID: indicate which UP-GW this ticket is issued for. It could be a network element identity (eg. UP-GW URL)

6. Others: these are optional information according to different applications.
b) Signature: signed by UP-GW on the contents of the plaintext.
(2) Option 2: UP-GW generates a security context including cipher key (Ksd-enc), integrity key (Ksd-int) (optional), negotiated algorithms and Ticket, and sends it to UE. The Ticket contains the following contents:
a) Plaintext:

1. Expire time: the lifetime of the Ticket.
2. Temporary UE_ID: indicate which UE this ticket is issued for, to protect the privacy of the UE, temporaray identity (e.g. TMSI) is recommended.
3. UP-GW_ID: indicate which UP-GW this ticket is issued for. It could be a network element identity (eg. UP-GW URL).

4. Others: these are optional information according to different applications.
b) Ciphertext: it is encrypted by UP-GW, including: 

1. Ksd-enc: the key for encryption on transferred data.

2. Ksd-int (option): the key for integrity protection on transferred data.

3. Negotiated algorithms: encryption/integrity algorithms negotiated between UE and UP-GW in step 1, and they may be a set of identifiers.

c) Signature: Signed by UP-GW on the contents of the plaintext and ciphertext.
NOTE: The issued ticket is transferred safely from UP-GW to UE in the secured channel established after mutual authentication and key agreement from step 1.

NOTE: When using asymmetric cryptography, the public key or certerficate of the network could be contained in the ticket if the transmission capability between UE and UP-GW is capable.
3. When UE goes to IDLE/PSM stage, UP-GW could releases the connection and removes the user plane security context. 

4. In the wake up stage, there are two options corresponding to the options in step 2:

(1) Option 1: UE genenates a cipher key (Ksd-enc) and an integrity key (Ksd-int)(optional) with RAND in the ticket for the next step. Ksd-enc is generated as Ksd-enc = KDF(Kng, RAND, “ENC”), where Kng is the shared key between UE and SCMF. Ksd-int is generated as Ksd-int = KDF(Kng, RAND, “MAC”). Negotiated algorithms are received from option 1 in step 2.

(2) Option 2: UE gets Ksd-enc, Ksd-int and negotiated algorithms from security context received from option 2 in step 2.

UE uses Ksd-enc to encrypt the data according to the negotiated algorithms indicating confidentiality algorithm, and outputs an encrypted data segment A. Optionally, UE could use Ksd-int to sign the data of A with info value and ticket according to the negotiated algorithms indicating integrity algorithm, and outputs a MAC B. Note that the info value may contain materials to keep the freshness.
5. UE sends a request message to UP-GW, this message contains the ticket received from step 2, data segment A, MAC B (optional), and info value (optional). The confidentiality and/or integrity of the message are protected using the negotiated algorithms, Ksd-enc and Ksd-int (optional) in the ticket.

6. UP-GW checks the validation of the ticket, including the validation of the signature and the lifetime of the ticket.

a) If pass, UP-GW goes to step 7.

b) If fail, UP-GW drops the packet, goes to step 10 and returns UE with Response message with a failure reason.
7. UP-GW retrieves keys and negotiated algorithms from ticket, and there are two options corresponding to the options in step 2:

(1) Option 1: UP-GW retrieves keys and negotiated algorithms from the ticket.

7.1 UP-GW sends Key Request message to SCMF including UE_ID and RAND.
7.2 SCMF generates the Ksd-enc and Ksd-int (optional) with RAND and Kng.
NOTE: UE_ID is used to link the master key Kng in SCMF.
7.3 SCMF returns a Key Response message to UP-GW with the requested keys.
(2) Option 2: UP-GW decrypts ciphertext of ticket in option 2 in step 2, and gets Ksd-enc, Ksd-int (optional) and negotiated algorithms.
8. (optional)UP-GW verifies the MAC B with Ksd-int according to the the negotiated algorithm indicating integrity algorithm.

a) If pass, UP-GW goes to step 9.
b) If fail, UP-GW drops the packet, goes to step 10 to return UE the Response message with a failure reason.
9. UP-GW decrypts data segment A using Ksd-enc according to the negotiated algorithm indicating confidentiality algorithm, and gets the small data plaintext.

10. The following communication could process using Ksd-enc and Ksd-int (optional). A new ticket may be generated by UP-GW, and return to UE under the protection of the established secure channel.
5.14.4.X.3

Solution Evaluation
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