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Abstract: In this pCR we remove editor’s notes to the key hierarchy solution to Key Issues of “#1.2 and #1.7 in security area Architectural aspects of NextGen security“ 

Introduction
We propose the removal of 3 of the Editor’s Notes in solution #1.8 Key hierarchy for NextGen with reasons given below:
Editor’s Note: Terminology used in this solution need to be updated in accordance with SA3 agreement
Reason: This Editor’s Note is removed by modifying the terminology used in key hierarchy in accordance with the SA3 agreement.

Editor’s Note:  It is FFS whether the proposed levels of key hierarchy are all needed.
Reason: The Key Hierarchy has been updated. Introduction of KSCMF as a slice anchor key helps to derive slice-specific CP and UP keys in the updated key hierarchy. Based on overall study, SA3 will come to a conclusion on key hierarchy for NextGen thus this Editor’s Note is not necessary.
Editor’s Note:  “It is FFS to consider how to realize security isolation among network slices for single C-plane in core network”
Reason: Separation of keys gives sufficient security isolation for different slices. We have also added a key hierarchy to cater for CP keys per slice. The key hierarchy to be chosen depends on decision in SA2.

Proposal
**************BEGIN OF CHANGES************
5.1.4.8	Solution #1.8: Key hierarchy for NextGen
5.1.4.8.1	Introduction  
This solution proposes a key hierarchy for NextGen network in accordance withto TR 23.799 ver 1.0.2 proposed reference architecture for unified authentication framework for non-roaming scenario which introduces a new module Security Context Management (SCMF) as a part of Core Network. The SCMF deals with management of the security context for core networks and access network UP of NextGen.
CP-AUSEAF, the security anchor, is a function in the core network that performs UE authentication process and interacts with Subscriber Repository Function ARPF via the AUSF for retrieving authentication materialsdata. Security Context Management function (SCMF) is a function in the core network that upon successful UE authentication maintains an authentication security context from which the security contexts for the specific functionality as applicable for the CN and the UP AN will be derived.
The solution describes a key hierarchy that includes CP-AUSEAF and SCMF keys to handle the issues of security anchoring and security context management respectively. The details of the solution are provided in the following clause.
NOTE: A Single C-plane at network level is assumed.
Editor’s Note:  “It is FFS to consider how to realize security isolation among network slices for single C-plane in core network”
5.1.4.8.2	Solution details  
5.1.4.8.2.1	Architecture   
Figure 5.1.4.8.2.1-1 describes the reference architecture defined in  TR 23.799  [2] for a unified authentication framework in non-roaming scenario.
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Figure 5.1.4.8.2.1-1: Reference architecture for non-roaming scenario
The architecture includes a Control Plane Authentication Security Anchor fFunction (CP-AUSEAF) that receives the keys from AUSF that authenticates a UE connecting to the NextGen core network (CN) via different access networks. CP-AUSEAF, the security anchor of the NextGen network, is decoupled from the security context management (SCMF) function and the mobility management (MM) and session management (SM) functions, which are abstracted as a part of the Control Plane-Core Network (CP-CN) functions. The Security Context Management (SCMF) module, maintains an authentication security context which is the basis to derive the security contexts for the specific functionality as applicable for the CN and the UPAN, upon successful UE authentication. It also maintains the security context of the UE for an authentication session and derives/provides keys for other network functions to enable those functions to establish aslice-specific security context for the UE.
Decoupling of the security anchor functionality from the MM and SM functionalities and security context management enables the security anchor to reside in a physically secure location in the NextGen CN independent of the MM, SM and SCMF location (closer to the AN). It also helps to reduce security configuration complexity between network entities/functions. This functional split requires a new key hierarchy and a corresponding security and key derivation procedure. In addition, the generation of keys during slicing in NextGen Systems is also required to be addressed by this key hierarchy.
5.1.4.8.2.2	Key Hierarchy
Key hierarchy for the NextGen system is shown in Figure 5.1.4.8.2.2-1a. In general, the key hierarchy is similar to that of SAE/LTE with the differences like  (1) Introduction of two additional layers in key hierarchy that allows the security anchor  key resulting from the authentication to be held in a secure location (in effect this is splitting the KASME into KCP-AUSEAF, KSCMF and KCP-CN); (2) Ability to generate keys (KUP-GW) for termination of the UP security at a user plane gateway (Key Issue # 1.4); (3) Ability to generate slice-specific keys for each slice at the UP-GW for NAS and UP for encryption and integrity checks, derived from the KSCMF, the slice anchor key..
The description of each key in the key hierarchy is as follows.
	K
	· The subscriber credential that is held in the UE and AAAAURF.

	KCP-AUSEAF
	· Security Anchor Key for the authentication from which subsequent AN keys and slice-specific SCMF key is derived. 

	KSCMF
	· Key for management of security context from which subsequent CN and ANUP keys are derived.

	KCP-CN(MM)
	· Control Plane Key that is used to derive NAS integrity and encryption protection keys.

	KAN/NH
	· Key provided to the AN (similar to KeNB/NH in LTE) to derive RRC and UP integrity and encryption protection keys.

	KUP-GWx
	· User plane key for UP-GW of slice ‘x’ when the user plane security terminates at the UP-GW.


Editor’s Note: The details on each key derivation (e.g., key derivation algorithm, input parameters) are FFS.[image: ]
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Figure 5.1.4.8.2.2-1a: Key Hierarchy for NextGen system with slice based keys for UP.
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Figure 5.1.4.8.2.2-1b: Key Hierarchy for NextGen system with slice based keys for UP and CP.









Editor’s Note: Terminology used in this solution need to be updated in accordance with SA3 agreement
Editor’s Note:  It is FFS whether the proposed levels of key hierarchy are all needed.
****************End of Changes*************
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