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Subscriber privacy  
This PCR provides content for the new Key Issue #7.y: Need to protect entire Permanent Identifier. The issue was discussed at SA3#84 and the appropriate Editors Note was included in TR 33.899. This contribution is a slightly updated S3-161455 submitted but not treated at SA3#84NextGen.
1. Introduction
Structured permanent identifiers, when not confidentiality protected in their entirety are capable of leaking Personally Identifiable Information (PII). For example, per TS 23.003, IMSI is composed as shown in figure 1. 
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Figure 1: Structure of IMSI

IMSI is composed of three parts:

Mobile Country Code (MCC) consisting of three digits. The MCC identifies uniquely the country of domicile of the mobile subscriber;

Mobile Network Code (MNC) consisting of two or three digits for GSM/UMTS applications. The MNC identifies the home PLMN of the mobile subscriber. The length of the MNC (two or three digits) depends on the value of the MCC. A mixture of two and three digit MNC codes within a single MCC area is not recommended and is outside the scope of this specification.

Mobile Subscriber Identification Number (MSIN) identifying the mobile subscriber within a PLMN.

The National Mobile Subscriber Identity (NMSI) consists of the Mobile Network Code and the Mobile Subscriber Identification Number.

If only MSIN component of IMSI is being protected, the other components of IMSI (i.e., MCC and MNC) when captured by either passive or active attacker, are capable of conveying PII of the subscriber. 

Solutions in the Security Area #7 have the Editors Note referring the exposure of HPLMN’s routing information (e.g., MCC and MNC in case of IMSI) to a new Key Issue.

The goal of this PCR is to add new Key issue #7.y: Need to protect entire Permanent Identifier and introduce a new set of potential requirements.
2. PCR
****************** Begin Change *******************

5.7.3.y
Key issue #7.y: Need to protect entire Permanent Identifier.
5.7.3.y.1
Key issue details

Structured permanent identifiers, when not confidentiality protected in their entirety are capable of leaking Personally Identifiable Information (PII). For example, per TS 23.003, IMSI is composed as shown in figure 1. 
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IMSI is composed of three parts:

Mobile Country Code (MCC) consisting of three digits. The MCC identifies uniquely the country of domicile of the mobile subscriber;

Mobile Network Code (MNC) consisting of two or three digits for GSM/UMTS applications. The MNC identifies the home PLMN of the mobile subscriber. The length of the MNC (two or three digits) depends on the value of the MCC. A mixture of two and three digit MNC codes within a single MCC area is not recommended and is outside the scope of this specification.

Mobile Subscriber Identification Number (MSIN) identifying the mobile subscriber within a PLMN.

The National Mobile Subscriber Identity (NMSI) consists of the Mobile Network Code and the Mobile Subscriber Identification Number.

If only MSIN component of IMSI is being protected, the other components of IMSI (i.e., MCC and MNC) when captured by either passive or active attacker, are capable of conveying PII of the subscriber.

5.7.3.y.2
Security threats 

Leaving a part of a Permanent Identifier unprotected can provide a passive attacker with enough foothold to weaken the entire Permanent Identifier protection. 
In the case of a Sructured Permanent Identifier (e.g., an identifier holding multiple information components such as an IMSI), a passive or active attacker may glean PII of the subscriber based on the exposed components.
5.7.3.y.3
Potential security requirements
-
It shall be possible to provide confidentiality protection for an entire permanent identifier, especially in the cases of structured permanent identifiers comprising multiple components.

******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
[image: image3.png]



_1093416772.doc


MCC







Not more than 15 digits







3 digits







2 or 3 digits







MNC







MSIN







NMSI







IMSI












