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Abstract of the contribution: Propose a solution for independent RAN keys.
1. Discussion
This paper proposes a solution for independent RAN keys, which are not derived from master key of core network, while derived from root keys.
2. pCR
******************************************************************************************************
**  Following text are totally new                                                                                        **
***************************************** Start of change ******************************************
5.3.4.y
Solution #3.y: Independent RAN keys
5.3.4.y.1
Introduction

This solution addresses key issue #3.5 Unnecessary dependence of keys between security layers, and key issue #3.6 Top-level key for access-network-specific keys.
5.3.4.y.2
Solution details
The following figure 5.3.4.y.2-1 shows the high level view of key hierarchy:
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Figure 5.3.4.y.2-1 High level view of key hierarchy
Master key for CN (Kng-cn) and master key for AN (Kng-an) are independent, which means Kng-an is not derived from Kng-cn. They can be derived from same root key pair or different root key pair.
5.3.4.y.2.1
Distribution of authentication data from ARPF to AN
Following figure 5.3.4.y.2.1-1 shows the procedure for distribution of authentication data from ARPF to AN, the procedure can be combined with procedure of distribution of authentication data from ARPF to SEAF:
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Figure 5.3.4.y.2.1-1 Distribution of authentication data from ARPF to AN
Step 1: The gNB sends NG2 authentication data request (Identities, PubK) message to the SEAF, which may be triggered by TAU, SR, or attach procedures, or based on gNB’s decision for refreshing authentication vectors. Identities contain IMSI, or Temp-UE-ID, or bearer ID if it exists, and may contain serving network ID. PubK is public key of gNB.
Step 2: The SEAF forwards the authentication data request message to the AUSF. Identities may be changed by SEAF, for example, Temp-UE-ID or bearer ID changed to IMSI.
Step 3: The AUSF requests authentication vectors from ARPF, generates a session key Ks, and sends authentication data response (AN_AVs, EPubK(Ks)) message to the SEAF. The keys in the AN_AVs are encrypted by Ks, and Ks is encrypted by PubK.
Step 4: The SEAF forwards the authentication data response message to the gNB. The gNB decrypts Ks by the private key corresponding to the PubK, and decrypts the keys in the AN_AVs by Ks.
5.3.4.y.2.2
AS AKA procedure
Following figure 5.3.4.y.2.2-1 shows the AS AKA procedure for UE accessing to RAN, the procedure can be combined with NAS AKA procedure:
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Figure 5.3.4.y.2.2-1 AS AKA procedure
Step 1: The gNB determines to authenticate the NG-UE, which may be triggered by TAU, SR, or attach procedures, or based on gNB’s decision for refreshing AN keys, then choses an available AN_AV, and sends AS user authentication request (auth-param, key index) message to the NG-UE. The auth-param contains information for authenticating the NG-UE, e.g. RAND and AUTN. The key index indicates the AN_AV used for the authentication.
Step 2: The NG-UE sends AS user authentication response (auth-info, key index) message to the gNB. The auth-info contains information returned by the NG-UE for authentication, e.g. RES.
5.3.4.y.2.3
Handover procedure
Following figure 5.3.4.y.2.3-1 shows the NG2 based handover procedure:

[image: image4.emf]Source gNB

(A)

Target gNB

(B)

CP-CN

2. HO Request

[AN_AVs, E

Ks

(AN Context), E

PubK-B

(Ks)]

4. HO Command

NG-UE

3. HO Request Ack

5. HO Command

1. HO Required

6. HO Confirm

[AN_AVs, E

Ks

(AN Context), E

PubK-B

(Ks)]


Figure 5.3.4.y.2.3-1 NG2 based handover procedure
Step 1: The source gNB determines to trigger NG2 handover and sends HO required (AN_AVs, AN context, EPubK-B(Ks)) message to the CP-CN. The keys in the AN_AVs are encrypted by Ks, which is generated by the source gNB. The AN context is also encrypted by Ks, and contains information with which the target gNB can derive corresponding keys. The Ks is encrypted by PubK-B, which is the public key of the target gNB. The public keys of neighbor gNBs can be preconfigured in the source gNB.
Step 2: The CP-CN sends HO request (AN_AVs, AN context, EPubK-B(Ks)) message to the target gNB.
Step 3: The target gNB decrypts Ks by the private key corresponding to the PubK-B, and decrypts the keys in the AN_AVs as well as the AN context by Ks, and sends HO request acknowledge message to the CP-CN.
Step 4: The CP-CN sends HO command message to the source gNB.
Step 5: The source gNB forwards the HO command message to the NG-UE. The HO command message contains the information with which the NG-UE can derive corresponding keys.
Step 6: The NG-UE derives keys for the target gNB. The NG-UE sends HO confirm message to the target gNB after protecting the message using the derived keys.
Following figure 5.3.4.y.2.3-2 shows the X2 based handover procedure:
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Figure 5.3.4.y.2.3-2 X2 based handover procedure
Step 1: The source gNB determines to trigger X2 handover and sends HO request (AN context, AN_AVs, EPubK-B(Ks)) message to the target gNB. The keys in the AN_AVs are encrypted by Ks, which is generated by the source gNB. The AN context is also encrypted by Ks, and contains information with which the target gNB can derive corresponding keys. The Ks is encrypted by PubK-B, which is the public key of the target gNB. The public keys of neighbor gNBs can be preconfigured in the source gNB.
Step 2: The target gNB decrypts Ks by the private key corresponding to the PubK-B, and decrypts the keys in the AN_AVs as well as the AN context by Ks, and sends HO request acknowledge message to the source gNB.
Step 3: The source gNB sends RRC connection reconfiguration message to the NG-UE. The RRC connection reconfiguration message contains the information with which the NG-UE can derive corresponding keys.
Step 4: The NG-UE derives keys for the target gNB. The NG-UE sends RRC connection reconfiguration complete message to the target gNB after protecting the message using the derived keys.
Step 5: The target gNB sends path switch request message to the CP-CN.
5.3.4.y.2.4
Idle mode mobility
Following figure 5.3.4.y.2.4-1 shows the TAU procedure:
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Figure 5.3.4.y.2.4-2 TAU procedure
Step 1: The NG-UE sends tracking area update request message to the new gNB.
Step 2: The new gNB forwards the tracking area update request message to the CP-CN. The underlying NG2 message is NG2 local authentication data request (PubK) message. The PubK is the public key of the new gNB.
Step 3: The CP-CN forwards the NG2 local authentication data request message to the old gNB.
Step 4: The old gNB sends NG2 local authentication data response (AN_AVs, EPubK(Ks)) message to the CP-CN. The keys in the AN_AVs are encrypted by Ks, which is generated by the old gNB. The Ks is encrypted by the PubK.
NOTE1:
The old gNB needs to store the AN_AVs for a period.
Step 5: The CP-CN triggers NAS AKA procedure by sending user authentication request message. The underlying NG2 message is the NG2 local authentication data response message received in step 4. The new gNB decrypts the Ks by the private key corresponding to the PubK, and then decrypts the keys in the AN_AVs by the Ks.
NOTE2:
If the old gNB does not have the AN_AVs, the underlying NG2 message will not contain the AN_AVs, and may contain a reason.
Step 6: If there’s no available AN_AV in the AN_AVs, then the new gNB sends NG2 authentication data request message.
Step 7: After receiving AN_AVs from AUSF/ARPF, the CP-CN sends NG2 authentication data response message to the new gNB.
Step 8a/b: The new gNB performs combined AS and NAS AKA procedure with the NG-UE, i.e. the new gNB sends NAS RAND and AUTN as well as AS RAND and AUTN to the NG-UE, the NG-UE sends NAS RES as well as AS RES to the new gNB.
Step 9: After successful AS authentication, the new gNB sends user authentication response message to the CP-CN to finish NAS AKA procedure.
Step 10: After successful NAS authentication, the CP-CN sends tracking area update accept message to the new gNB.
Step 11: The new gNB forwards the tracking area update accept message to the NG-UE.
5.3.4.y.3
Evaluation 
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