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Abstract of the contribution: This pCR proposes key issue and solution for option 3 in security area of “Security for Interworking and Migration” in TR 33.899.

Introduction
 This pCR proposes key issue and solution for deployment scenario of option 3 in security area of “Security for Interworking and Migration” in TR 33.899. This option 3 is one of deployment scenarios for Next Generation System, which is being discussed in key issue and solution 18 “Interworking and Migration”, Annex J “Deployment Scenarios” of TR 23.799 and section 7.1 “Tight interworking between new RAT and LTE” of TR 38.801.
Proposal
##### BEGIN OF CHANGE 1 #####
Rapporteur (Action): To be moved to RAN Area 
5.13.3.x
Key issue #13.x: Security aspects for deployment scenario of option 3  

Editior’s Note: This key issue needs to be merged with key issue # 4.3 
5.13.3.x.1
Key issue details

This key issue is introduced to study security aspect for deployment scenario of option 3 shown in Figure 5.13.3.3.x.1-1. This option is being discussed in key issue and solution 18 “Interworking and Migration”, Annex J “Deployment Scenarios” of TR 23.799 and section 7.1 “Tight interworking between new RAT and LTE” of TR 38.801. In option 3, a UE, which has dual connectivity to eNB in LTE and gNB in NR (NextGen Radio), accesses EPC network.


Figure 5.13.3.x.1-1: Deployment Option 3 (TR 23.799 [2]) 

5.13.3.x.2
Security threats 

· Unauthorized UEs can access NR.
· U-plane traffic sent through NR could be compromised.

Editor’s note: It’s FFS whether U-plane security termination point is in NR or SGW.
· Communications between EPC and NextGen network can be compromised.
5.13.3.x.3
Potential security requirements

· Authorization mechanism for UE to access NR network shall be provided.
· 
· Integrity, confidentiality and replay protection shall be provided for communications between NR and EPS nodes.
##### END OF CHANGE 1 #####
##### BEGIN OF CHANGE 2 #####
5.13.4
Solutions
5.13.4.z
Solution #13.z: Security mechanism for deployment scenario of option 3
Editor’s Note: The SA3 study of security aspects of dual connectivity should be aligned with progress in the on-going study of dual connectivity in RAN2 and RAN3

5.13.4.z.1
Introduction  

This solution addresses key issue #13.x “Security aspects for deployment scenario of option 3”.
5.13.4.z.2
Solution details  

Security mechanism is provided for deployment scenario of option 3 with the following points.

· UE’s authorization to access NR (New Radio) is checked
· UE’s capability to access NR is checked before starting security procedure to select appropriate security algorithm

· Information on UE’s capability and authorization to access NR is stored in initial attach phase in eNB to make security procedure efficient
Procedures of initial attach and gNB addition for option 3 with security mechanism are shown in Figures 5.13.4.z.2-1 and 5.13.4.z.2-2, respectively.

Initial attach procedure is carried out with the following steps:

1. Attach request with UE NR capability is sent from UE to eNB.
2. eNB sends the attach request from UE to MME.
3. MME checks UE’s capability and subscription to access NR.

4. MME sends attach response to eNB with the check results of the information.
5. eNB sends the attach response from MME to UE.
6. eNB stores the information on the UE capability.

gNB addition procedure is carried out with the following steps:

1. RRC connection is established during which IDs of security algorithm and KDF (Key Derivation Function) for U-Plane protection between UE and gNB requested by UE and UE capability are sent to eNB.

2. eNB checks that the UE is authorized to access gNR based on the stored information whether the UE is authorized to access gNB.

3. eNB derives a key (KAN) for U-plane protection between UE and gNB.

4. eNB sends gNB addition request with KAN, IDs of security algo./KDF and UE capability to gNB.

5.  gNB decides security algo./KDF based on the received information.
6. gNB sends the IDs of decided algo./KDF to eNB. If the decided algo./KDF is different from the ones requested by UE, eNB derives KAN using the decided ones and send KAN to gNB again.

7. eNB sends RRC connection reconfig request to UE with IDs of the decided algo./KDF.

8. UE sends RRC connection reconfig response to eNB.

9. eNB sends gNB Reconfiguration complete message to gNB.

10. Activation of encryption/decryption is carried out in UE.

11. Activation of encryption/decryption is carried out in gNB.


Figure 5.13.4.z.2-1: Initial attach procedure for option 3





Figure 5.13.4.z.2-1: gNB addition procedure for option 3

5.13.4.z.3
Evaluation 

FFS
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