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Abstract of the contribution: New solution to key issue #2.4. Evaluation compares with solution #2.10.  
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document adds a new solution to key issue #2.4, based on identity-based cryptography, specifically ECSSI which is already referenced in reference#33 of [1] and used in solution #4.2. The evaluation compares this new solution with solution #2.10.  

2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.4.m
Solution #2.n: Equipment Identifier Authentication using Identity-based Authentication 

5.2.4.m.1
Introduction  

This solution addresses Key issue #2.4: Equipment Identifier authentication. Similar to solution #2.10, during the manufacturing process, the device is securely provisioned with a private key; however the private key is directly associated with the Equipment Identifier under an identity-based cryptosystem. 

There is no need for any device certificates or device manufacturer Certificate Authority (CA) in this solution. 
5.2.4.m.2
Solution details  

The device manufacture provisions UEs with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33].  Each UE requires a Public Validation Token (PVT) and corresponding Secret Signing Key (SSK) associated with its identity (e.g. the IMEI).
For each batch of devices, the device manufacture generates a KMS Secret Authentication Key (KSAK), and the corresponding public root of trust KMS Public Authentication Key (KPAK).  The device manufacturer publishes the KPAK in a secure way so that network operators can easily determine the correct KPAK for any given IMEI (for example, the device manufacturer may publish a list of KPAKs via a secure web-site, or may sign a list of KPAKs using a conventional public key signature solution).  It is up to the device manufacturer how often to change the KSAK/KPAK, but regular changes will limit the damage caused by key compromise. 

The high level authentication flow at first attachment of the equipment to a mobile network is very similar to Figure 5.2.4.10.2-1 – however, it is simplified because there is no need for a device certificate to be presented in step 4. The network operator must instead install a list of known KPAKs into its AUSF (or ARPF).
As described in 5.2.4.10.2.2, the operator (or service provider) can also enrol the UE for a conventional certificate, using a CA owned or trusted by the operator or service provider – this removes a potential long-term dependency on the device manufacturer’s KSAK/KPAK.  Alternatively, the operator or service provider can ask the UE to generate a new public-private keypair, sign the public key using the identity-based private key, and then provide the signed public key to the operator/service provider, to store in an operator directory.  (This could avoid some costs of an operator CA). 
5.2.4.m.3
Evaluation 

This solution addresses Key issue #2.4: Equipment Identifier authentication, but with lower overheads in certificate management (as there is no need for each device manufacturer to operate a CA). Further, a common objection to identity-based cryptography is that the KMS knows each private key in the system. 

Long-term dependency on a manufacturer secret can be avoided by regular changes in the KSAK/KPAK, and by operators enrolling devices into their own PKI (or other directory of signed public keys). 
Editor's note: the overhead of key revocation and key lifetime management need to be taken into account.

~ ~ ~ End of first text proposal ~ ~ ~
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