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Abstract of the contribution: This contribution proposes a key issue around the use of multiple security domains.
This contribution proposes a key issue for the MCX service. 

In TS 33.179, only one security domain (KMS) was supported per user, and communicating between security domains was not defined explicitly. Clearly, it is not acceptable for all MCX users across different MCX services to be within a single security domain and to use a single KMS. To better support multiple MCX Services working together, support for multiple security domains is required. This will also aid support for interconnection, roaming and interworking.

A security domain is a group of Mission Critical users who share common security requirements and policies for their communications. From a technical perspective, users within a security domain share a KMS and KMS certificate. Users may be members of one or more security domains.

Using multiple security domains is a requirement for multiple MCX security applications and hence is a cross service security solution. Consequently, this solution is added to clause 5.2.

Based on comments provided on the original contribution, this contribution has been updated with additional definitions (Home Security Domain, External Security Domain, Home KMS and External KMS). Additionally it has been clarified that the Home Security Domain enforces policy on the use of external security domains.
************* Start of 1st change **********************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Primary MCPTT System: MCPTT system where the MCPTT User Profile of an MCPTT User is defined.

Partner MCPTT System: Allied MCPTT system that provides MCPTT Services to an MCPTT User based on the MCPTT User Profile that is defined in the Primary MCPTT System of that MCPTT User.

Security Domain: A security domain is a group of MCX users who share common security requirements and policies for their communications. From a technical perspective, users within a security domain share a KMS and KMS certificate. MCX users may be members of one or more security domains.
Home Security Domain: The MCX user's primary security domain.

External Security Domain: A security domain that is not the user's home security domain. Secure communications with an external security domain may or may not be permitted by the home security domain. 
Home KMS: The KMS that acts as the root of trust of the Home Security Domain.

External KMS: The KMS which acts as the root of trust for a specific External Security Domain.
KMS Certificate: A certificate required to communicate with a security domain to support identity-based cryptography. This differs from X.509 certificates used for traditional PKI. See Annex D.3.1 within TS 33.179 [3].
************* End of 1st change **********************
************* Start of 2nd change **********************
5.2.X
Key issue #X: Use of multiple security domains for media security
5.2.X.1
Issue details

In TS 33.179, only one security domain was supported per user, and communicating between security domains was not defined explicitly. Clearly, it is not acceptable for all MCX users across different MCX services to be within a single security domain. To better support multiple MC Services working together, support for multiple security domains is required. This will also aid support for interconnection, roaming and interworking.
5.2.X.2
Security threats

The following threats apply to the use of multiple security domains for media security:
a)
Impersonation: An external security domain may pretend to have a user on the domain that does not use the domain. By doing this in both directions it would be possible to perform a MitM attack on the connection.
b)
Misuse: An external security domain could be used without permission of the Home Security Domain or the MCX service(s) that support the communication. This would impact the service(s) ability to effectively manage the user's communications. 
5.2.X.3
Potential security requirements

[MCSEC-2.X-1]
When using external security domains, the Home Security Domain shall apply policies which ensure that only trusted external security domains are used.
[MCSEC-2.X-2]
Use of external security domains shall be logged to detect impersonation and misuse.

[MCSEC-2.X-3]
MCX Services shall be able to permit/deny the use of security domains over their service.
************** End of 1st change **********************

