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1. Overall Description:

1.1. Introduction 
SA3 has discussed issues related to the authentication-related functions in the Next Generation Security Architecture and has come to some conclusions while other issues were identified as ffs. SA3 would like to bring the outcome of this discussion to the attention of SA2. 

TR 33.899, clause 5.2.1.2, contains a description of the authentication-related functions identified by SA3, namely ARPF, AUSF, SEAF, and SCMF. 

1.2. Location of ARPF in roaming case

SA3 agreed that the ARPF is always located in the home network. 

1.3. Location of AUSF in roaming case

SA3 agreed that an instance of AUSF is always located in the home network, SA3 is studying the tradeoff between security and performance of having another instance of AUSF in the visited network in case of roaming. 

1.4. Location of SEAF in roaming case

It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an instance of the SEAF resides in the visited network and another instance of the SEAF in the home network in case of roaming. A reason to place an instance of the SEAF in the home network would be to provide user plane security termination in the home network. 

Question to SA2: 
What are the architecture impacts if there were an option to provide e2e UP security between UE and UPF in the home network as part of  NextGen architecture?
1.5. Location of SCMF in roaming case

SA3 agreed that an instance of the SEAF should always be accompanied by an instance of the SCMF. Therefore, the question on the location of the SCMF depends on that for the SEAF. 

1.6. Co-locating AUSF and APRF

SA3 could not reach an agreement on the need for a standardized interface between AUSF and ARPF. But SA3 agreed that the need for a standardized interface should be a joint decision by SA2 and SA3. 
1.7. Co-locating SEAF and SCMF

SA3 sees no security need for a standardized interface between SEAF and SCMF. 

1.8. Co-locating SEAF and AMF
AMF (Access and Mobility Management Function, formerly MMF) is an entity defined in TR 23.799. SA3 could not reach an agreement on this point. 

Questions to SA2: 
The following questions are clearly related, but not identical, and have all come up during SA3 discussions. The answers to these question are expected to be useful to SA3 in deciding the issue in 1.8.


Simultaneous attachment to slices and relation to AMF
· Is there one AMF for all slices the UE is connected to (at a given point in time), or can there be multiple instances of AMFs the UE is connected to (at a given point in time)? 

· In particular, can the following case occur: slices 1 to 3 are available using AMF1, but slices 4 and 5 are not available to AMF1, but only to AMF2, so that a UE that wants to attach to all slices 1 to 5 needs to connect to both, AMF1 and AMF2, at the same time?

· Or is it so that each slice is associated with an instance of an AMF dedicated to that slice (as claimed in some contributions to SA3#85)?


Attachment to one slice after the other and relation to AMF
· Can the UE always connect to all of the UEs permitted slices using one AMF or is it sometimes necessary to move the UE to another AMF so it can connect to a particular slice (e.g. can it happen that a UE attaches to a slice under control of AMF 1 and later wants to or needs to attach to a slice not under control of AMF 1, such that there is move in AMF)?

Moving between AMFs and impact on attachment to slices

· SA3 assumes that a UE can move from one AMF to another AMF over time (similar to a UE moving between MMEs in LTE). What happens to the assocations between the source AMF and the slices the UE is attached to? Will the target AMF always be able to provide the mobility management for all these slices?

Question to SA2: 
SA3 would like to point out that the acronym "AMF" (Authentication Management Field) has been in use in 3GPP TS 33.102 since Rel-99. SA3 kindly asks SA2 to consider finding a different acronym for the Access and Mobility Management Function.
1.9. Single NAS security termination point

SA3 could not reach an agreement on this point. SA3 agreed that several security conditions need to be taken into account when deciding on a Single NAS security termination point, namely secure location and prevention of inter-layer address spoofing, and, possibly, privacy. 

Question to SA2: 

There may be a dependency of this topic on an open question related to the security of network slicing: 

· should there be a single authentication with key establishment even when the UE attaches to multiple slices, or 

· could there be a primary authentication with key establishment run by the MNO and a secondary authentication with key establishment run by a third party that is a tenant of a slice such that the key resulting from the secondary authentication is used in that slice? 

If the second bullet is a possibility then this may also necessitate replicas of SEAF and SCMF in the slices.  

In addition to the UP security-related question under 1.4 above that has an impact on the location of certain authentication functions, SA3 has another UP-related question: 

Question to SA2: 
What are the architecture impacts if there were an option to provide e2e encryption and e2e integrity protection between UE and UPF in the visited core network as part of the NextGen architecture?

2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 group to take the above information into account and respond to the questions (in italics) in points 1.4, 1.8 and 1.9 and at the very end of the above. 
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