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	Reason for change:
	R14 SEW2 Emergency Services for voice over WLAN for both Trusted and Untrusted WLAN for UE without valid IMSI and for Unauthenticated UE (e.g. without IMSI) has been completed.
  Subsequently, changes are required in existing EAP authentication procedures    

  in TS 33.402 for supporting Unauthenticated Emergency Service on WLAN.

 This CR specifies the key derivation function for generating MSK based on IMEI 

 of the UE.



	 
	

	Summary of change:
	Add new KDF in Annex A for generation of MSK in cases of unauthenticated emergency session over WLAN.


	
	

	Consequences if not approved:
	Key generation will be unspecified and security procedures for Unauthenticated  Emergency services over an WLAN access for UICC-less and unauthorized UEs will remain incomplete and unspecified.
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	Other comments:
	


* * * First Change * * * *
A.x
Function for the derivation of MSK key for Unauthenticated Emergency sessions over WLAN
When deriving MSK for Unauthenticated Emergency sessions over WLAN, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x22,

-
P0 = “unauth-emer” (i.e. 0x75 0x6E 0x61 0x75 0x74 0x68 0x65 0x6D 0x65 0x72)

-
L0 = length of P0 is 11 octets (i.e., 0x00 0x0B).  
The input key shall be the IMEI of the UE.

* * * End of Change * * * *
