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Abstract of the contribution:

SA2 is currently working to come to a consolidated view of the 5G architecture. Some of this work depends on issues to be decided by SA3. 
The present contribution lists such issues and proposes preliminary conclusions. It is understood that these preliminary conclusions depend on the outcome of SA3#85 and are subject to change during the meeting. 

It is proposed to update the preliminary conclusions during the meeting and send the findings in an LS to SA2.

It is further proposed to handle this contribution after the first round of discussions on security areas 1, 2, 3, 8 as there are dependencies on these. 

1. Introduction 
TR 33.899, clause 5.2.1.2, contains a description of the authentication-related functions identified by SA3, namely ARPF, AUSF, SEAF, and SCMF. Some architectural questions associated with these functions have, however, remained open. The following is a - possibly incomplete - list of such questions. In a few cases, we also add some questions that do not seem contentious in SA3 as including them may be help SA2 to get the complete picture. 
2. Location of ARPF in roaming case

There seems to have been no proposal to ever locate the ARPF in the visited network. 

Preliminary conclusion: SA3 agreed that the ARPF is always located in the home network. 

3. Location of AUSF in roaming case

There is an optimisation for solution 2.9 that implies that an instance of the AUSF could reside in the visited network. The companion contribution S3-161888 claims that the disadvantages of this optimisation outweigh the advantages.

Preliminary conclusion: SA3 agreed that the AUSF is always located in the home network.
4. Location of SEAF in roaming case

There is an Editor's Note in clause 5.2.1.2 summarizing the state of discussion before SA3#85. Its main content is repeated as a preliminary conclusion here. 

Preliminary conclusion: It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. 

5. Location of SCMF in roaming case
We are not aware of any proposal to place the SCMF in the home network. However, an argument could be made that an instance of the SEAF should always be accompanied by an instance of the SCMF. If this is true, we reach the following preliminary conclusion, taking into account the preceding item: 

Preliminary conclusion: SA3 preliminarily agreed that an instance of the SEAF should always be accompanied by an instance of the SCMF. Therefore, the question on the location of the SCMF depends on that for the SEAF. 
6. Co-locating AUSF and APRF

When the AUSF is always located in the home network, e.g. item 3 above, then there is no strict need any more for a standardized interface between AUSF and APRF. It is true that there is such an interface in EPS, namely SWx for use with EAP-AKA and EAP-AKA', but there seems to be no security reason for having it, and the decision should be left to SA2. 

Preliminary conclusion: SA3 sees no security need for a standardized interface between AUSF and APRF. SA2 should therefore decide on the need for such an interface based on architectural considerations. It should also be noted that such an interface exists in EPS, namely SWx for use with EAP-AKA and EAP-AKA', but, for other authentication methods, it may be difficult to define it, and, if defined, the definition may be specific to the authentication method, which seems undesirable.

7. Co-locating SEAF and SCMF

We are not aware of proposals in TR 33.899 that would require a standardized interface between SEAF and SCMF from a security point of view. See also the discussion under item 5 above that an argument could be made that an instance of the SEAF should always be accompanied by an instance of the SCMF. 

Preliminary conclusion: SA3 sees no security need for a standardized interface between AUSF and APRF. SA2 should therefore decide on the need for such an interface based on architectural considerations.

8. Co-locating SEAF and AMF
AMF (Access and Mobility Management Function, formerly MMF) is an entity defined in TR 23.799. There are discussions in SA2 whether AMF and AUF (Authentication Function, conceptionally comprising SA3's SEAF and SCMF) should be combined or not. It appears to us that this question cannot be decided from a security point of view, but rather from an architectural point of view, with the proviso that the SEAF "shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access." (quoted from TR 33.899, clause 5.2.1.2). 

Preliminary conclusion: SA3 sees no security need for a standardized interface between AMF (Access and Mobility Management Function) and SEAF. However, this is only true if it can be guaranteed that the SEAF resides in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. (cf. requirement in TR 33.899, clause 5.2.1.2).
9. Single NAS security termination point

There is a proposal under discussion in SA2 to have a single termination point in the NG core (called NAS security termination henceforth) for confidentiality and integrity protection of signalling messages sent over NG1. (cf. companion contribution in S3-161870. 

In principle, this is an architectural decision. However, the companion contribution in S3-161870 mentions several security conditions that need to be taken into account, secure location and prevention of inter-layer address spoofing, and, possibly, privacy. 

Furthermore, there may be a dependency on an open question related to the security of network slicing: 

· should there be a single authentication with key establishment even when the UE attaches to multiple slices, or 

· could there be a primary authentication with key establishment run by the MNO and a secondary authentication with key establishment run by a third party that is a tenant of a slice such that the key resulting from the secondary authentication is used in that slice. 

If the second bullet is a possibility then, indeed, there may be a need for multiple NAS security termination points, but it would make slicing scenarios much more complex and would necessitate careful considerations on the trust relation between MNO and 3rd party tenant of the slice. (E.g. using a separate key in a separate NAS security termination point would make only sense if the MNO had no access to it.) It may also necessitate replicas of SEAF and SCMF in the slices. The Nokia view is that this second option should be deferred to NextGen phase 2 as its ramifications are not well understood and would require considerable additional work. 
Note that SA2 has agreed in October that a secondary authentication run by a third party that is a tenant of a slice should be allowed. However, nothing is said in the latest version of TR 23.799 whether this secondary authentication would come with key establishment and the subsequent use of that key in the slice. It is the latter that brings the complexity. This secondary authentication could rather be seen as the equivalent of an option already available in EPS, namely a 3rd party authentication run through the PCO channel between UE and P-GW in a way transparent to the MNO, e.g. using CHAP, cf. companion contribution S3-161903. Such a secondary authentication without key establishment has value for the 3rd party in that it proves the presence of the customer of the 3rd party at the moment of authentication. 
Preliminary conclusion: SA3 sees no security obstacle to using a single termination point in the NG core for protection of signalling messages sent over NG1 as long as the following conditions are fulfilled: 

· The security termination point resides in a secure environment in an operator’s network, which is not exposed to unauthorized physical access.

· Inter-layer address spoofing (cf. TR 33.899, solution 1.z
), is mitigated. 

Furthermore, SA3 identified a dependency of this issue on an open question related to the security of network slicing. The open question is whether a scenario is possible that involves a primary authentication with key establishment run by the MNO and a secondary authentication with key establishment run by a third party that is a tenant of a slice such that the second established key is used in that slice. SA3 is aware that SA2 agreed that a secondary authentication run by a third party that is a tenant of a slice should be allowed. However, nothing is said in the latest version of TR 23.799 whether this secondary authentication would come with key establishment and the subsequent use of that key in the slice. It is the latter that brings the complexity. SA3 would prefer addressing such a scenario in NextGen phase 2 unless there are strong reasons based on use cases to allow it. 
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