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Abstract of the contribution: Annex provides information on the US regulator landscape regarding privacy and is proposed to be added to the TR for information. This is a resubmission from SA3#84.
Introduction

It is propsed to include an Annex X (Informative): Privacy by regulation into the TR. This pCR provides information on US regulator landscape regarding privacy.
pCR
--- Note to editor: new text under Annex X (Informative): Privacy by regulation
X.3 Regulatory situation in US

X.3.1 National Highway Traffic Safety Administration (NHTSA)

US Regulation published a comprehensive research report (DOT HS 812 014) on vehicle-to-vehicle (V2V) communications technology in 2014 including privacy and security requirements.

US Department of Transportation (DOT), NHTSA agency (National Highway Traffic Safety Administration) issued in 2014 an Advance Notice of Proposed Rulemaking (ANPRM) and a comprehensive research report (DOT HS 812 014) on vehicle-to-vehicle (V2V) communications technology including the Department's research findings in several key areas including technical feasibility, privacy and security, and preliminary estimates on costs and safety benefits.

For the last 2 years ANPRM was seeking public input on these findings to support the Department’s regulatory work to eventually require V2V devices in new light vehicles.

NHTSA announced to provide a regulatory mandate "Federal Motor Vehicle Safety Standard", which is based on a V2V safety NPRM.

X.3.2
Relevant citations from DOT HS 812 014
The following citations are related to security and privacy issues from the report “Vehicle-to-Vehicle Communications: Readiness of V2V Technology for Application” (DOT HS 812 014)

· V2V device certification issues: 

V2V devices are different from other technologies regulated by NHTSA under the Federal Motor Vehicle Safety Standards, insofar as part of ensuring their successful operation (and thus, the safety benefits associated with them) requires ensuring that they are able to communicate with all other V2V devices participating in the system. 

This means that auto manufacturers (and V2V device manufacturers), attempting to comply with a potential V2V mandate, could have a significant testing obligation to guarantee interoperability among their own devices and devices produced by other manufacturers. It is an open question whether individual companies could meet such an obligation themselves, or whether independent testing facilities might need to be developed to perform this function. 

Based on the current security design, it also is likely that the entity or entities providing the security management system would require that device manufacturers comply with interoperability certification requirements to ensure the reliability of message content.
· Standing up security and communications systems to support V2V: 

In order to function safely, a V2V system needs security and communications infrastructure to enable and ensure the trustworthiness of communication between vehicles. 

The source of each message needs to be trusted and message content needs to be protected from outside interference. In order to create the required environment of trust, a V2V system must include security infrastructure to credential each message, as well as a communications network to get security credentials and related information from vehicles to the entities providing system security (and vice versa). 

NHTSA currently anticipates that private entities will create, fund, and manage the security and communications components of a V2V system. While NHTSA has identified several potential types of entities, including some specific entities, which might be interested in participating in a V2V security system, private entities have not committed to doing so to date.
· Privacy: 

At the outset, readers should understand some very important points about the V2V system as currently contemplated by NHTSA. 

· The system will not collect or store any data identifying individuals or individual vehicles, nor will it enable the government to do so. 

· There is no data in the safety messages exchanged by vehicles or collected by the V2V system that could be used by law enforcement or private entities to personally identify a speeding or erratic driver. 

· The system—operated by private entities—will not enable tracking through space and time of vehicles linked to specific owners or drivers. 

· Third parties attempting to use the system to track a vehicle would find it extremely difficult to do so, particularly in light of far simpler and cheaper means available for that purpose. 

· The system will not collect financial information, personal communications, or other information linked to individuals. 

· The system will enroll V2V enabled vehicles automatically, without collecting any information that identifies specific vehicles or owners. 

· The system will not provide a “pipe” into the vehicle for extracting data. 

· The system will enable NHTSA and motor vehicle manufacturers to find lots or production runs of potentially defective V2V equipment without use of VIN numbers or other information that could identify specific drivers or vehicles. 
Drivers may be concerned about the possibility that the government or a private entity could use V2V communications to track their daily activities and whereabouts. However, as designed, NHTSA is confident that the V2V system both achieves the agency’s safety goals and protects consumer privacy appropriately.
