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Abstract of the contribution: This document is going to clarify and define the security policy control function.
1. Introduction

This document is going to clarify the definition of security policy control function.
2. Discussion
Considering SA3 has already discussed the security policy issue, it’s necessary to clarify and define the security policy control function accordingly. In particular,  regarding to the Key Issue #1.17 On-demand security policy, the security requirements are various for different services and end users, thus, it would be necessary to negotiate the security policies for the UP protection. Also during the user plane protection execution procedures of Solution #1.5 and Solution #1.10, security policy should be considered.
The Security Policy Control Function should be under the operator’s control. 

The Security Policy Control Function should include the following functionality:
· Negotiate the security policy which applies to security protection based on security capabilities and requirements from UE, network, service and slice, etc.
· Distribute the final security policy to UE, network entity, etc. 
From the security point of view, the security requirements from service, and the security capabilities from the UE, and network should be considered together for the security policy applicable for security protection. For example, the security requirement from the critical communication could be different from video streaming. 

The security policy could include the following:

-    AUSF selection, e.g., selection of AUSF inside slice or outside slice, operation’s AUSF or a 3rd party AUSF 
-    Confidentiality protection algorithm, such as AES, Snow 3G, Zuc, Null

-
Integrity protection algorithm, such as AES, Snow 3G, Zuc, Null

-
Key length
-    Key lifecycle 
The Security Policy Control Function could be standalone or co-located with other network elements. 
3. Proposal

It is proposed to approve the attached pCR for clarification of definition for security policy control function. 
***********************Start of the first change****************
5.2.1.2
Authentication-related functions

In the following, four authentication-related functions in the core network are defined: 

-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)The interaction of all four functions is required to provide authentication between the NG-UE and the NG 3GPP network. 

Authentication Credential Repository and Processing Function (ARPF)

This function stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.

Examples:
-
Long term-security credentials include shared permanent secrets such as the key K in EPS AKA or EAP-AKA as well as public / private key pairs e.g in EAP-TLS.

-
In the case of AKA-based authentication (EPS AKA or EAP-AKA or EAP-AKA’), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.
Editor's Note: It is ffs whether authentication methods based on public-key mechanisms will be used in NextGen. 

Editor's Note: It is ffs whether the secure environment, in which the ARPF resides, shall be required to be tamper-resistant.  

Authentication Server Function (AUSF) 

An authentication function that interacts with the ARPF and terminates requests from the SEAF. The AUSF shall reside in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access.

Examples: 

-
In the case of EAP-based authentication, the AUSF performs the function of the EAP server. In the case of EPS AKA, the AUSF is part of the functions that today are performed by the HSS; it could be compared to the function of an HSS frontend in 4G; HSS-internal reference points are not standardized today. 

-
In the case EPS AKA was adopted in NextGen, the comparison of RES and XRES would be done in the SEAF.

-
The AUSF may also assume the role of a AAA proxy that forwards authentication messages.
Security Anchor Function (SEAF)

An authentication function in the core network that interacts with the AUSF and the NG-UE and receives from the AUSF the intermediate key that was established as a result of the NG-UE authentication process. The SEAF also interacts with the Mobility Management (MM) function, e.g. during initial Attach, and with the SCMF. The SEAF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, an SEAF resides in the visited network. The intermediate key sent to the SEAF in the visited network shall be specific to the visited network. 

Examples: 
-
In the case of EPS AKA, the SEAF receives the intermediate key KASME from the AUSF. In the case of EAP-based authentication, the SEAF takes the authenticator role from the point of view of the UE and the AUSF (*) and receives the intermediate key MSK from the AUSF. The 4G-equivalent of the SEAF for non-3GPP access to the EPC resides in the ePDG for untrusted access, while the TWAN provides an example for trusted access.

-
(*) This formulation has been chosen deliberately: It is conceivable that a function between the NG-UE and the SEAF, e.g. a WLAN access point, believes to play the role of EAP authenticator and receive the MSK, while in fact it receives a key from the SEAF or SCMF derived from the MSK. This possibility is ffs.
Editor’s Note: It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. A potential advantage of having the SEAF in the home network in the roaming case could be avoiding full re-authentication when the UE moves and the serving network changes; but this aspect is also ffs. 

NOTE: 
The key KASME in EPS AKA and the key MSK in EAP-AKA' are specific to the network, to which they are delivered.

Security Context Management Function (SCMF)
The SCMF receives a key from the SEAF that it uses to derive further (e.g., access-network specific) keys. The SCMF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, the SCMF resides in the visited network.
Editor’s Note: It is ffs whether the SCMF is needed as a separate function or whether it can always be co-located with the SEAF. 

Editor’s Note: It is ffs whether an additional function needs to be defined that reflects the role of an ERP server in EAP.

NOTE: 
Nothing in the above definitions is meant to limit the deployments of these functions in a virtualised environment. The term "secure environment" does not necessarily imply tamper-resistance.
Security policy control function (SPCF) 

The SPCF negotiates the security policies applicable to security procedures e.g. UP protection. Security policy negotiation may be based on the following information: security capabilities of UE, security capabilities of network and security requirements of service. SPCF may distribute the security policies to the network entities (e.g. UP GW) and/or to the UE. The SPCF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. The SPCF could be standalone or co-located with other network elements, e.g. SEAF.

Security policy may include as follows:

-    AUSF selection 
-    Confidentiality protection algorithm

-
Integrity protection algorithm

-
Key length

-    Key lifecycle

Examples:
·  In the case of UP protection and NAS Signalling protection negotiation, SPCF acts as security algorithm determination function. 
NOTE: From the security point of view, the security requirements from services would be different, for example, the security requirement from the critical communication could be different from video streaming.  
NOTE: AUSF selection, e.g., selection of AUSF inside slice or outside slice, operation’s AUSF or a 3rd party AUSF.
***********************End of the first change******************
***********************Start of the second change****************
5.1.4.5
Solution #1.5: User plane security policy and key derivation

5.1.4.5.1
Introduction

This solution addresses Key Issue #1.3 and Key Issue#1.4. The terminologies are referred to TR23.799 solution #4.3 and solution #12.1.

5.1.4.5.2
Solution details  

5.1.4.5.2.1
Introduction 

In this document, it is assumed that security policy control function is mainly for executing the security policy determination and that Session Management Function is service specific, mainly for controlling the establishment of the UE’s session, also, the UP-GW is user plane gateway serving the session. The definition of security policy control function (SPCF) is referred to clause 5.2.1.2.

UP-traffic protection granularity should support the per-session mechanism. The solution proposes to put the security termination point at User Plane Gateway. And the user plane is protected on per-session granularity with a security policy determined from security requirements. From the security point of view, there would be many types of security requirement required by the service, UE, or network, which should be considered together for the security policy. For example: 

•
Security Requirement A: UE’s service requirement 

•
Security Requirement B: default security requirements pre-configured for the UE in HSS

•
Security Requirement C: security capabilities from the gateway side

•
Security Requirement D: security capabilities from Application Server

•
Security Requirement E: security capabilities supported by the UE equipment

The UP security policies are determined from the above requirements, the security policy could apply for security protection for granularity of UP session. The security policy could include e.g.:

-
Confidentiality protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Integrity protection algorithm, such as AES, Snow 3G, Zuc, Null.

-
Key length etc. 

The security policy could be decided by the security policy control function or other elements. The security policy is applied to UP security protection, i.e. UP confidentiality protection and UP integrity protection between UE and UP GW.

The high level description is that: firstly, UE send the request to the network including the security requirement A. After retrieving the requirements, the security policy control determines the final security policy. Next, based on the security policy, the CN generates and distributes the protection key Ksession1-enc, Ksession1-int for confidentiality protection and integrity protection of the session.

5.1.4.5.2.2
Procedure

The following figure gives one solution to about how to implement the UP security protection. In this solution, the security policy decision is completed based on the session setup procedure which could be either session established with attach procedure or a dedicate session setup procedure after UE already attached to the network. The security policy is determined from security requirement A and requirement C.  

 
[image: image1.emf]SM CP-AU Security Policy control UP-GW UE AN

1. Session setup request: UE ID, security requirement A

2. Policy  request: security requirement A

3. security policy 

determinationbased on 

security requirement A and C

4. Policy  response: security policy

5. key request: UE ID

6.key (K

UP

) generationbased 

on K

NG

7. key response: K

UP

11. Session setup: session ID, K

session1-enc

, K

session1-int

, security policy

9. Session setup response: session ID, security policy

10. key (K

UP

) generationbased 

on K

NG. 

key (K

session1-enc

, K

session1-

int

) generation based on K

UP

and security policy  

Session protection

12. ACK

8.key (K

session1-enc

, K

session1-int

) generation

based on security policy and K

UP


Figure 5.1.4.5.2.2-1: User Plane security policy and key derivation at per-session granularity
NOTE:
Where is location of SM may have impact.

1.
UE initiates a session setup request. UE provides security requirement A, which would be the service specific that UE wants to use. UE ID may also be included. This step may be combined with the attach procedure in case the session is established with the attach procedure (EPS-like session establishment). It is assumed that this message is carried via an access function.  It is assumed that this message should be protected by control plane security.

2.
Upon receiving UE ID and security requirement A, SM generates the session ID, and sends policy request to security policy control, including security requirement A.

3.
Security policy control function determines the final security policy of the session based on the security requirement A and security requirement C, where the security requirement C could be the security capabilities of the UP-GW. 

4.
Security policy control function sends policy response back to SM with the security policy.

5.
SM function sends the key request message to the CP-AU with the UE ID. 

6.
Firstly CP-AU retrieves the KNG via UE ID, where KNG is the shared key (similar as Kasme in LTE) derived after the mutual authentication between UE and core network. Then, CP-AU generates the UP protection key KUP Using KNG. 

Note that KUP could also be generated after mutual authentication between UE and CP-AU. In this case, after receiving UE ID, CP-AU retrieves the KUP with the UE ID.

7.
CP-AU sends KUP back to the SM. 

8.
After receiving the UP protection key KUP, SM generates the session protection key (i.e. Ksession1-enc, Ksession1-int) using session ID and KUP, according to the security policy. The security policy can be an explicit input to the Key Derivation Function. 


The key derivation function for Ksession1-enc, Ksession1-int is as follows:


Ksession1-enc=KDF(KUP, session ID, confidentiality protection algorithm identity),


Ksession1-int=KDF(KUP, session ID, integrity protection algorithm identity).


Confidentiality protection algorithm identity and integrity protection algorithm identity are included in the security policy.

The key generation operation should follow the security policy requirements. For instance, if the security policy only requires the confidentiality protection, SM (UE) just generates the confidentiality protection key Ksession1-enc for this session protection. 
9.  Then, SM sends the session ID and security policy to UE.  It is assumed that this message should be protected by control plane security.
10.
After receiving the security policy, UE firstly generates the user plane protection KUP with the same derivation function as CP-AU, then generates the session protection key (i.e. Ksession1-enc, Ksession1-int) using session ID and KUP, according to the security policy, where KNG is the shared key (similar as Kasme in LTE) derived after the mutual authentication between UE and core network. The security policy can be an explicit input to the Key Derivation Function. 

Note that KUP could also be generated after mutual authentication between UE and CP-AU. In this case, UE retrieves the KUP after receiving the session ID and security policy.
11.
SM sends the session setup message to UP gateway (UP-GW) in order to setup the session, including session ID, Ksession1-enc, Ksession1-int and the security policy.

12.
UP-GW sends ACK back to SM.

Thus, UE and UP-GW share confidentiality protection key Ksession1-enc, integrity protection key Ksession1-int and the security policy for them. Therefore, UP security protection would be deployed for the above session between UE and UP-GW.

5.1.4.5.2
Evaluation

Tba
***********************End of the second change****************
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