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Abstract of the contribution: This contribution proposes some security requirements on Relay. These potential requirements are based on the feature of the next generation network, e.g., massive connectivity and resource-constrained devices. 
Introduction
This proposal addresses 5.9.3 of key issues on Relay security and 5.9.3.1.3 of potential security requirements for key issue #9.1. 
In the introduction part of 5.9.1, it was mentioned that the remote UE may have different capabilities in terms of radio, power and communication resources. These devices could be constraint devices with limited battery life and storage resources. In the key issue details of the existing key issue #9.1, it was requested that the authentication should be as efficient as possible since the remote UE may be constrained device. 
Based on these demands and scenarios, it should be taken into account whether frequent authentication between UE and RN is required for this constrained UE which may transmit small data to the network.
Moreover, the introduction part of 5.9.1 also mentioned that whatever technology was used for the D2D interface in relay scenario, the corresponding interfaces should be secured. Currently, the key issues for Relay security have only covered the mutual authentication between remote UE and network, and the corresponding security requirements haven’t involved the mutual authentication between remote UE and RN, nor does RN and network. Once RN is compromised or malicious, an attacker can launch attack on the UE and network. 
Besides, as there will be massive number of devices accessing network via RN in next generation network, huge traffic from the UE to RN may cause security problems. This pCR provide some key issues and security requirements related to the above problems and threats.
pCR 
***Start of changes***
5.9.3.1	Key issue #9.1: Mutual authentication of remote UE and network over a relay
5.9.3.1.1	Key issue details
Whether the remote UE is in direct connection or in indirect connection, it should be possible for the UE and the network to mutually authenticate. Since the remote UE may be constrained device, the procedure should be as efficient as possible.
Specifically, for the constrained UE which uploads small data to the network via RN, it may switch to idle mode after transmission so as to save precious computing resources and battery life. However, these limited resources of UE may be rapidly consumed if repeated authentication is done between UE and RN whenever the UE switches idle mode to connected mode. Thus, it should be taken into account whether frequent authentication between UE and RN is required for this kind of constrained UE.

5.9.3.1.2	Security threats 
If network doesn’t authenticate devices accessing over a relay, it may result in unauthorized access of 3GPP network over relays and such UEs may consume precious network resources.
If remote UEs accessing network over the relay doesn’t authenticate the network, these UEs may be connecting to fake networks and may lose their data or may get hacked.
5.9.3.1.3	Potential security requirements
1.	It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).
2.	It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection.
3.	It shall be possible to avoid repeated authentication between UE and relay for constrained devices.
5.9.3.4	Key issue #9.4: Mutual authentication and traffic protection between RN and network
5.9.3.4.1	Key issue details
Mutual authentication should be done between RN and network to prevent a fake RN from accessing the network. A fake RN could insert data on behalf of a user into the network. Besides, a massive unauthorized access from RN to network may lead to DoS attack on the network.
The relationship between RN and network may not simply equal to that between UE and Network via direct access. In next generation network, the UE can be constrained devices which are different from LTE and other prior communication formats. These devices/UE may have limited battery life, communication capability and radio transmit power. RN may have stronger capabilities than UE or RN may have some capabilities that UE does not support. These may lead to the fact that the requirements of authentication between RN and network may be somehow different from that between UE and network (via direct access).
5.9.3.4.2	Security threats 
If RN is not authenticated, a fake RN may attach to the network and consume precious network resources.
A massive unauthorized access may lead to DoS attack on the network.
5.9.3.4.3	Potential security requirements
1.	It shall be possible to mutually authenticate RN and network.
2.	It shall be possible to provide integrity and confidentiality protection of the traffic between RN and network. 
5.9.3.5	Key issue #9.5: Mutual authentication and traffic protection between RN and remote UE
5.9.3.5.1	Key issue details
Once RN that UE attaches to is impersonated or compromised, and isn’t authenticated by the UE, the keys related to the UE will be passed to the unauthenticated RN. This enables a user to attach to the RN and hence the user’s security will be compromised.UE
5.9.3.5.2	Security threats 
If remote UEs accessing RN doesn’t authenticate RN, these UEs may be connecting to fake RN and may lose their data or may get hacked.
5.9.3.5.3	Potential security requirements
1.	It shall be possible to mutually authenticate RN and remote UE.
2.	It shall be possible to provide integrity and confidentiality protection of the traffic between RN and UE. 

5.9.3.6	Key issue #9.6: Protecting RN from DoS attack
5.9.3.6.1	Key issue details
In next generation network, there will be a large amount of UE, such as wearable devices, accessing the network simultaneously or over a period of time. Once these devices access the network via RN, it may lead to huge network-flow passing the RN. The RN may not be able to process such huge traffic in a short time. Besides, if the UE is malicious, those intended access may cause more serious impact.
5.9.3.6.2	Security threats 
If an attacker compromises most of the devices (UE) or manipulates puppet devices such as small and cheap sensors in wireless sensor network, to access the RN, those intended access may cause DoS attack.
If the huge network-flow is not blocked or controlled at the RN, it may cause further great impact on the back base station.
5.9.3.6.3	Potential security requirements
1.	It shall be possible to protect the RN from DoS attack.
***End of changes***
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