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Abstract of the contribution:
Based on provision from 3GPP TS.23.060 clause 14.6, this pCR proposes to add within 3GPP TS 33.250 a requirement on uniqueness GTP TEID generated by the PGW and the related test case.

1. Discussion
According to 3GPP TS 23.060, a Tunnel Endpoint Identifier (TEID) is used by the GPRS tunnelling protocol between GSNs, between SGSNs and S‑GWs and P‑GWs and between RNCs/BSCs and SGSNs, to identify a tunnel endpoint in the receiving GTP‑C or GTP‑U protocol entity and to identify an EPS Bearer and/or a PDP context (or in the Iu case a Radio Access Bearer). The receiving end side of a GTP-U tunnel locally assigns the TEID value that the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP‑C (or RANAP in the Iu case) messages.

The TEID is a unique identifier within one IP address of a logical node, i.e. RNC, BSC, SGSN, S‑GW, P‑GW or GGSN, which has meaning only within the GTP protocol. For the user plane, i.e. GTP-U, each PDP context has a one-to-one relationship between the TEID on one hand and NSAPI and IMSI on the other hand, or in the Iu reference point case, between the TEID and RAB ID and IMSI. When a node releases an EPS Bearer/PDP context, the corresponding 
TEID shall not be re-used within a significant period of time to ensure a low probability of the TEID being still assigned to an existing EPS Bearer/PDP context in a peer node. 

Based on provision from 3GPP TS.23.060 clause 14.6, this pCR proposes to add within 3GPP TS 33.250 a requirement on uniqueness GTP TEID generated by the PGW and the related test case.

2. Concrete proposal

4.2.2. Security functional requirements on the PGW deriving from 3GPP specifications and related test cases

 Editor’s Note: This clause will document security functional requirements on the PGW deriving from 3GPP specifications and related test cases.
4.2.2.1
Security functional requirements on the PGW deriving from 3GPP specifications – General approach
Editor’s Note: This clause will document Security functional requirements on the PGW deriving from 3GPP specifications and related test cases. 
First Change

4.2.2.1 TEID UNIQUENESS
Requirement Name: TEID Uniqueness
Requirement Reference: TBA 

Requirement Description: "The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060, clause 14.6.

Threat References: TBA

Security Objective References: TBA

Test Case: 

Purpose:

Verify that the TEID generated for each new GTP tunnel is unique for both control and user plane. 

Pre-Conditions:

Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 

The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)

The vendor details how the TEID uniqueness is enforced. The vendor also declares if this enforcement is the same for user and control plane.
Execution Step
1. The tester intercepts the traffic between the P-GW and the S-GW.

2. The tester triggers more than one (e.g. at least 10) consecutives CreateSessionRequest e.g. for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) with GTP header TEID set to 0 and F-TEID set to different values.
3. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :

a. A Success cause.

b. The P-GW’s F-TEID for control plane 

c. The PDN Address Allocation (PAA). 

d. A Bearer Contexts Created. 

4. The tester verifies that the F-TEID created for each generated CreateSessionResponse is unique.
Expected Results:

The F-TEID  set into each different CreateSessionResponse  is unique.
Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).

End of Change
