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Abstract of the contribution: This contribution updates the solution 2.10 to resolve some of the editor’s notes.
1. Discussion
This contribution revises the solution 2.10 with the agreed terminology. In addition, in order to resolve some of the editor’s notes details are provided to show how:

· Certificate enrollment methods can be used to issue service provider/operator signed device certificate to allow the use of service provider issued device certificate for device authentication.
· Device authentication can be used with EIR.
We kindly request SA3 to discuss and agree to this pCR.
2. pCR

***
BEGIN CHANGES
***
5.2.4.10
Solution #2.10: Equipment Identifier Authentication using the Device Certificate



5.2.4.10.1
Introduction  

This solution addresses the Key issue #2.4: Equipment Identifier authentication (or EIAuth for short). In this solution, during the manufacturing of the device, it is securely provisioned with a device certificate and the private key associated with the certificate. The device certificate includes the equipment identifier (e.g., IMEI in EPS) within a field of the certificate. 

The device certificate is signed by a Certificate Authority (CA). The CA can be a device manufacturer CA or a 3rd party CA that is trusted by the manufacturer. Irrespective of the CA used to sign the device certificate, the operator (or the entity that is performing authentication of the reported equipment identifier) makes the decision (e.g., as part of operator device certification process) on whether to trust the CA used to sign the device certificate. 
5.2.4.10.2
Solution details  
5.2.4.10.2.1 Introduction
In this solution, the equipment identifier authentication is proposed to be performed using NAS messages after the NG-UE’s subscription is successfully authenticated and the security protection is established using keys derived from subscription authentication (similar to NAS Identity Request and Identity Response in EPS). The method proposed here is very similar to the variant 1 of the solution described in clause 5.4.4.2.2 (Enhanced AKA authentication) in TR 33.868 [26].

Providing equipment identifier authentication requires that the device has been provisioned with the device certificate. A secure part of the device stores the sensitive device keys such as the private key associated with the device certificate and performs all cryptographic operations that make use of these sensitive keys are performed within the secure part.
NOTE: 
Secure storage and processing requirements for device credentials and identifiers within the NG-UE is covered in key issue 5.y.

The high-level message flow for NG-UE attachment with equipment identifier authentication to the NextGen systems using the device certificate is given in the figure below. 

Editor’s Note: The split of functionality within the CP-CN for equipment identifier authentication is FFS. 
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Figure 5.2.4.10.2-1
: NG-UE attach with equipment identifier authentication

Editor’s Note: It is FFS whether some of the steps in the message flow in the above figure can be optimized (e.g., by combining some of the steps).

1) NG-UE is pre-provisioned (e.g., during device manufacturing) with the device certificate. The certificate (or the public key) of the CA used to sign the device certificate is provisioned in the AUSF by operator. Alternatively, this information can be provisioned in the ARPF, in which case the AUSF has to retrieve the CA certificate from the ARPF. Note that the AUSF may be configured with the CA certificate(s) for the device(s) that are authorized by the operator.

Editor’s Note: It is FFS exactly where the CA cert (or public key of the CA cert) used to sign the device certificate is stored within the Next-Gen system (e.g., AUSF or ARPF or another network entity).






2) The NG-UE sends attach request to the network. After successful subscription authentication (e.g., EPS AKA) by the network, secure communication is established between the UE and the network.

3) CP-CN decides to perform equipment identifier authentication. This decision may be made based on either the subscription information retrieved from the AUSF/ARPF or the local policy of the CP-CN.

4) CP-CN sends the request for equipment identifier and the certificate associated with the device and receives it using protected NAS messages (e.g., Identity Request / Identify Response).  Use of protected NAS messages ensures that the equipment identifier privacy is maintained. The device certificate is only requested by the CP-CN if it wants to perform equipment identifier authentication and can be skipped if CP-CN wants to only retrieve the equipment identifier of the device or can obtain the device certificate by other means (e.g. from NG-UE subscription profile).

5) CP-CN retrieves from AUSF the information necessary for performing the equipment identifier authentication. This step can be skipped if the CP-CN has all the information necessary for performing the equipment identifier authentication.

6) CP-CN sends the equipment identifier authentication challenge. Optionally, if the network wants to refresh the security context by binding it with the equipment identifier authentication credentials, it may request the UE to generate a key (KDevice) during the equipment identifier authentication process.

7) UE generates the equipment identifier authentication response and sends it to CP-CN.

8) CP-CN verifies the device response and optionally calculates the KDevice.

9) If the network decides to bind the security context using keys derived from equipment identifier authentication (e.g. to provide a binding between IMSI and IMEI), the network initiates a security mode command and completes the attach procedures.

5.2.4.10.2.2 Service Provider issued device certificate enrollment
In order to avoid the continued dependence of the operator (or service provider) on the manufacturer issued device certificate, operators (or service provider) may want to issue (e.g., using a CA owned or trusted by the operator) their own device certificate using a certificate enrollment procedure and use the service provider issued certificate for equipment identifier authentication. This has the benefit that once the NG-UE is enrolled, the operator no longer needs to trust the CA used by the device manufacturer.
If an NG-UE has an MNO or service provider issued device certificate, it should be used instead of the manufacturer issued device certificate for the equipment identifier authentication.
Editor’s Note: It is ffs how an MNO issued device certificate interworks with equipment identifier authentication in EIR procedures.
There are two well-known methods that can be used for certificate enrollment, namely, Simple Certificate Enrollment Protocol (SCEP) and Enrollment over Secure Transport (EST), specified in IETF RFC7030.
Although SCEP is widely used, it requires the use of shared secrets between the client and the CA for securing the certificate signing request (CSR). An IETF draft is available for SCEP (e.g., https://www.ietf.org/id/draft-gutmann-scep-03.txt), however, its path to becoming an RFC seems uncertain due to lack of support within IETF.

The EST uses TLS for the secure transport of messages and certificates between the CA/RA (Registration Authority) and the client. Furthermore, the manufacturer issued device certificate can be used to authenticate the NG-UE to establish a mutually authenticated TLS tunnel that can be used as a secure transport for certificate issuance. The EST also support cryptographic agility and automatic certificate re-enrollment. 
NOTE: The authentication of the certificate enrollment procedure relies on the manufacturer issued device certificate.  
Therefore, if a certificate enrollment method needs to be specified in 3GPP, then the use of EST seems preferable compared to SCEP. 
Editor’s Note: It is ffs whether a certificate enrollment method needs to be specified in NextGen System, and if so, the evaluation should also consider CMP as part of the selection process.
5.2.4.10.2.3 Use of Equipment Identifier Authentication with EIR

The Equipment Identity Register (EIR) is used in the existing 3GPP systems to check whether the device identified by the equipment identifier (e.g., IMEI) is reported stolen. If it is, then the network may deny service to these devices. However, in the existing 3GPP systems, the reported equipment identifier is not authenticated. A malicious user may be able to report an equipment identifier that is not reported stolen, thereby bypassing the EIR check by the network. 
The high-level call flow below shows how the equipment identifier authentication solution can be used with EIR to improve the security of the EIR procedures.
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Figure 5.2.4.10.2-2: EIR check after equipment identifier authentication
1) NG-UE performs attach and equipment identifier authentication as shown in steps 1-8 of Figure 5.2.4.10.2-1.

2) CP-CN decides to perform EIR check and sends Identity Check Request message including the authenticated equipment identifier.
3) CP-CN receives result of the EIR authorization check. If the device is blacklisted, the CP-CN may abort the attach procedures by sending attach reject message. Otherwise, proceed to the next step.

4) CP-CN sends the attach complete message to the NG-UE with optionally taking into account the new security context that is bound with the equipment identifier authentication.
5.2.4.10.3
Evaluation 

FFS
�In order to keep the widely used terms such as "device certificate", we propose that only Device Identifier is replaced by Equipment Identifier.


�"Device Authentication" in Figure replaced with "EIAuth"


�Propopse to delete this EN as the EIR procedures are addressed by this contribution.


�Propose to delete these two ENs. The Certificate Enrollment section addresses these two ENs. Specifically, by using operator issued certificates for device authentication, operator/service provider does not have to trust the CA used by the manufacturer. Also, the service provider should be able to use these certificates for other use cases.
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